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Abstract

The article discusses the importance and advantages of test automation in the development of banking soft-
ware products. Test automation significantly accelerates development processes, increases the accuracy of func-
tionality and security testing, and minimizes human error. The work analyzes modern automation tools and meth-
odologies, including Selenium, JMeter, TestNG, and others, as well as their application in the banking sector.
Attention is given to security, reliability, and compliance with international standards such as PCI DSS and 1SO
27001. The article also highlights the role of automation within DevOps and Agile methodologies.

AHHOTAN NS

B crarbe paccMmaTpuBarOTCs 3HaUCHHE U IPEUMYIIECTBA aBTOMATH3al[MM TECTUPOBAHUs B pa3paboTke OaH-
KOBCKHX MNPOrpaMMHBIX HPOAYKTOB. ABTOMaTI/I3a].[I/I$I TCCTUPOBAHNA 3HAYUTCIIBHO YCKOPSCT MPOLECChI pa3pa-
6OTKI/I, MNOBBIIIACT TOYHOCTH MPOBCPKHU CI)YHKLII/IOHaJ'ILHOCTI/I u 6630HaCHOCTI/I, MUHUMU3UPYA BIUAHUC UCTIOBCYC-
CKOIro (baKTopa. B pa60Te MNpOoaHAJIN3UPOBAHBI COBPEMCHHBIC MHCTPYMCHTBI U MCTOAOJIOTMHM aBTOMATHU3alluH,
BKitouas Selenium, JMeter, TestNG u npyrue, a Takke UX MIPUMEHEHIE B 0aHKOBCKOM CEKTOpe. Y AeTSCeTCS BHH-
MaHHE BOIIpOCaM 6630HaCHOCTI/I, HAACKHOCTH U COOTBETCTBUA MCEKAYHAPOAHBIM CTaHAAPTAM, TAKUM KakK PCI
DSS u ISO 27001. B crarbe Tak:ke OCBelaeTcs pojib aBTOMATH3alUK B paMkax Metonoiioruii DevOps u Agile.
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Introduction

Modern banking systems are complex systems,
software, and hardware that provide great many finan-
cial services. In this regard, in conditions of digital
transformation of the banking sector, not only the crea-
tion of new solutions but also assurance of their relia-
bility, security, and conformation to regulatory require-
ments is becoming very important. Bugs in bank soft-
ware can result in serious financial losses, reputational
risks, and threats to data security.

One of the most promising quality assurance tools
is automated testing of banking software. It allows not
only to speed up the process of identifying errors but
also to increase the accuracy of testing, minimizing the
influence of the human factor. Modern technologies of
automated testing are widely used in the banking sec-
tor, providing integration with DevOps (Development
Operations) and CI/CD (Continuous Integration, Con-
tinuous Delivery) processes. On the other hand, auto-
mation does bring some challenges in implementation:
high costs of initial implementation, complexity in sup-
porting test scenarios, and a dire need for adaptation in
conditions of change within business logics of banking
products.

The goal of this study is to examine how auto-
mated testing impacts the quality of banking systems.

It explores the theoretical foundations of test automa-
tion, the unique characteristics of banking software,
and the modern tools and methodologies used to ensure
the reliability and efficiency of financial applications.

Main part. Theoretical aspects of test automa-
tion

Automated testing plays a crucial role in software
quality assurance, particularly in highly sensitive fields
like banking. It involves using specialized tools to con-
duct tests without requiring direct human intervention.
Unlike in manual testing, automation improves testing
efficiency and accuracy during software function test-
ing, reducing the impact of human error and overall re-
liability.

The basic concept of test automation is to develop
some pre-coded test scripts which would run automati-
cally whenever there is a modification in the source
code. It is especially relevant to modern software de-
velopment processes, for instance, DevOps and CI/CD
technologies, where the updates are deployed at high
frequency.

The most significant benefits are increased testing
accuracy, reduction of time costs, and the ability to run
tests multiple times with no loss in productivity. Indus-
try research indicates that the introduction of automated
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testing cuts testing costs by as high and increases its ef-
ficiency as high [1]. Besides, automation works much
more effectively with processes that require repetition,
like regression testing, when, after changing code, there
is often a need to recheck already working functions.
However, test automation comes with its own set
of challenges that must be addressed. First, creation and
maintenance of test automation require considerable
resources, including skilled professionals and modern
testing tools. Second, not all tests can be automated-
for instance, complex user experience scenarios nor-
mally require manual verification. Additionally, auto-
mated tests need regular updates because even minor

changes in the interface or business logic make tests ir-
relevant.

Automation of the strategy of testing in the bank-
ing sector can be effectively performed using modern
tools like Selenium, JMeter, TestNG, Appium, and
Postman to automate various aspects of the testing of
banking applications. The choice of a particular tool de-
pends on certain testing objectives, application archi-
tecture, and quality requirements. For example, in gen-
eral, Selenium automates web applications testing;
JMeter provides assessment of banking systems perfor-
mance and stability under the load (table 1).

Table 1

Automated testing tools in the banking sector

Tool Type of testing Description Application in the banking sector
_ Functional test- A framevyorlf for automat(_ed testin_g of Testing online panking, cIieljt web
Selenium ing (UI) web applications, supporting multiple | interfaces, and internal banking sys-
programming languages. tems.
Load and stress A topl f(_)r performance testi_ng _of web | Assessing thg scalabi_lity and resi_li—
JMeter testing applications and API (Application ence of banking services under high
Programming Interface). loads.
.Regressilon and A Java-based testing framework with Regu_lar validation of_updates in
TestNG | integration test- flexi . : ) banking systems, testing module in-
. exible test scenario configurations. .
Ing teractions.
. . . A tool for testing mobile applications | Testing mobile banking applications,
Appium | Mobile testing on Android and iOS. verifying Ul and functionality.
Validating the integration of banking
Postman | API testing A tool for testing REST and SOAP systems with external services (pay-
APIs, enabling request automation. ment gateways, government ser-
vices).

By implementing test automation, banks can sig-
nificantly enhance the quality of their software. Auto-
mation decreases the number of potential bugs, accel-
erates testing, and maintains systems at optimal levels
of security and reliability. For automation to succeed,
however, each step has to be thought out carefully, and
the correct tools have to be selected, as well as regularly
updated test scenarios in order to remain compatible
with evolving market requirements.

Features of banking software

Modern banking software is a complex ecosystem
that merges services responsible for financial transac-
tions, customer data management, and adherence to
regulatory requirements. Unlike other corporate sys-
tems, banks have higher demands on security, reliabil-
ity, and performance due to the possible financial losses
and reputational risks caused by failures [2].

The key feature of banking software is a multi-
layer architecture that includes a user interface, server
part, databases, and integration with external payment
systems. Such an approach gives much more flexibility
and ability for scaling but complicates testing. The in-
troduction of containerization and microservice archi-
tecture allows updating components independently but
requires effective methods for testing interactions be-
tween services [3].

Another unique feature of banking software is
high load and fault tolerance. Systems should work
24/7, process thousands of transactions per second, and
survive peak loads-for example, during periods of mass

payments. Load testing helps to simulate such scenarios
and identify system bottlenecks [4].

One of the key aspects of modern banking appli-
cations is security, which requires strict compliance
with international standards such as PCI DSS, 1SO
27001, and CCPA (California Consumer Privacy Act).
These regulations mandate rigorous security testing
throughout the development and operational stages to
protect sensitive financial data [5]. Failure to comply
with these requirements can lead to serious sanctions,
e.g., fines or payment processing suspension. In order
to achieve compliance and minimize risk, banking sys-
tems undergo automated security testing, vulnerability
scanning, and simulated cyber-attacks, enabling poten-
tial threats to be identified early and the overall sys-
tem'’s robustness to be enhanced.

Automated testing methods and tools

Automated banking system testing requires a com-
prehensive approach with various methodologies and
specialized software tools. The selection of the test
methodology is determined by the objectives, system
architecture, and business process peculiarities. Unlike
many other areas, banking software testing must en-
compass not only functionality testing but also security,
load tolerance, and compliance with regulatory require-
ments. With these expectations in mind, the utilization
of efficient testing tools is indispensable for the provi-
sion of reliability and optimization of development
flows.
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Vite, Storybook, and Vitest are among the tools
that can significantly enhance and accelerate the devel-
opment and testing of banking applications. Vite is a
fast build tool that improves frontend development ef-
ficiency by offering instant reloading and optimized
module bundling, reducing build time for large-scale
applications. Storybook enables developers to build
and test Ul components in isolation, allowing for faster
verification and higher-quality user interfaces without
the need for full application deployment. Vitest, a test-
ing framework optimized for Vite, facilitates efficient
test writing and execution, seamlessly integrating into
CI/CD pipelines to ensure continuous and automated
testing processes [6].

Because banking systems can be so complex, it is
just as important to select the proper testing practice as
it is to employ the correct tools. Behavior-Driven De-
velopment (BDD) is one of the most utilized practices,
meaning test cases are written in a business-friendly
way. This approach facilitates testing integration dur-
ing early development cycles, especially in the case of
banking systems since business logic mistakes in such
systems can lead to tremendous financial losses. A
great example of such a tool is Cucumber, where you
are able to specify the tests in natural language and pro-
vide full transparency of interactions between analysts,
developers, and testers.

Regression testing, aimed at preventing errors af-
ter changes to the code, occupies a key place in testing
banking systems. This approach is especially applica-
ble to banking software that is regularly updated be-
cause of the modification of legislative demands, intro-
duction of new functionality, or optimization of current
processes. Automated regression testing can be per-
formed with the help of Selenium and TestNG tools that
allow you to create repeatable test cases and incorpo-
rate them into CI/CD.

Also, load and stress testing is performed in or-
der to make the banking system stable under heavy
load. This kind of testing allows us to test how well the
system will withstand peak loads, such as during large
transactions. JMeter is one of the most widely used load
testing tools, which has the capability to simulate thou-
sands of users at a time and assist in analyzing various
performance metrics. This is even more important in
the banking sector, where there is a need to test online
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banking system, payment gateway, and processing cen-
ter. Even small lag times in handling transactions can
result in catastrophic system failure and monetary
losses, making correct load testing a key part of finan-
cial application quality assurance.

As mentioned earlier, security testing plays a cru-
cial role in the banking sector, as these systems handle
confidential information and are constantly exposed to
cyber threats [7]. In this regard, tools such as OWASP
ZAP and Burp Suite are being used intensively to find
web application vulnerabilities, test the security of API
(Application Programming Interface), and examine au-
thentication mechanisms for strength. These tools have
particular significance in testing PCI DSS and ISO
27001 compliant systems since regulatory require-
ments necessitate the performance of regular security
audits and penetration testing as a way to ensure data
security and system integrity.

In such a way, automatic testing methods and tools
of the banking sector provide a broad area of applica-
tion: from functional tests to performance and security
analyses. Their usage enables not only enhancement of
software quality but also observance of regulations, de-
crease of financial risks, and strengthening of user con-
fidence in banking systems [8].

Test automation in the context of DevOps and
Agile

New banking software development requires high
deployment rate and flexibility, and thus traditional
testing loses its effectiveness. Under these conditions,
test automation becomes a key part of Agile and
DevOps practices, allowing for constant monitoring of
software quality and releasing new versions in a shorter
time span.

Agile methodology is all about short cycles of de-
velopment that repeat iteratively, with fresh functional
changes being input into the product on a regular basis.
Manual testing is a bottleneck in such an environment
because it takes a long time. Automated testing, how-
ever, allows you to test changes virtually immediately,
which is especially important with frequent releases.
With methodologies such as Test-Driven Develop-
ment (TDD) and BDD, developers can actually write
the tests first before writing the core code, which
greatly reduces the risk of defects during the early de-
velopmental stages (fig. 1).

Test-Driven Development
(TDD)

32
Green
3.1 Falling unit test

(Red) Unit Test

Refactor

Figure 1. The BDD and TDD process structure
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The TDD methodology is based on a three-step
cycle. First, a test is written that will initially fail (Red).
Then, the minimum code is created that allows the test
to pass (Green). After that, the code is optimized: du-
plications are removed and the structure is improved
without changing the functionality (Refactoring). This
process is repeated, ensuring the reliability and testabil-
ity of the code [9].

Automated testing is integrated into CI/CD pipe-
lines in DevOps, thus enabling testing of every new
code commit in real time. This is achieved through
tools like Jenkins, GitLab CI/CD, and Azure DevOps,
which perform automating the execution of tests on
every code change to check for system stability. For in-
stance, in huge financial organizations, testing becomes
an obligatory process before deploying updates to pre-
vent failure and errors in deploying new features.

Therefore, test automation in Agile and DevOps is
an integral component of effective bank software de-
velopment. It helps speed up the development cycle,
enhance reliability for software solutions, and decrease
risks when releasing new versions of banking systems.

Conclusion

The research done shows that automated testing is
an essential element of banking software quality assur-
ance. During high-load environments, high security
needs, and constant updates, the use of automated tests
increases the process efficiency and reduces the error
risks in the code. The scalability and flexibility of test-
ing using the help of modern tools, such as Selenium,
JMeter, TestNG, and others, allow you to effectively
cooperate with different levels and dimensions of test-
ing: performance, security, and functionality. Auto-
mated testing implementation in DevOps and Agile
methodologies reduces time costs and improves the
quality of the product. Yet, successful automation re-
quires careful planning, choice of the appropriate tool,
and updating test scenarios, which remains topical for
banking organizations in view of constant changes
within legislative and technical requirements.
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