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Abstract

Hypexenosa A.H.
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The article explores the methodology of implementing project-based learning within the STEM framework

as a strategic tool for developing critical thinking skills in 8th and 9th-grade students during chemistry lessons.
The author analyzes the core components of the STEM approach (Science, Technology, Engineering, Mathemat-
ics) and their role in fostering analytical and evaluative competencies. The paper provides specific examples of
interdisciplinary chemistry projects and evaluates their impact on the cognitive activity of learners. A pedagogical
experiment results are presented, demonstrating the effectiveness of the STEM-project approach in enhancing
students' ability to solve complex, real-world problems.

AHHOTALUA

B cratne HCCIICAYCTCA METOJUKA peain3aliui NIPOCKTHOTO O6y‘{eHI/I$I B cucteMe STEM kak CTpPaTeruvieCKOro
HWHCTPYMCHTA PAa3BUTUA HABBIKOB KPUTUYCCKOI'O MBIIIJICHUA YHAIIUXCS 8—9 kiaccoB Ha YpPOKax XUMHH. ABTOpOM
MMpoaHaJIN3UPOBAHBI OCHOBHBIC KOMIIOHCHTBI STEM-HOJI[XOI[& (HaYKa, TCXHOJIOTNU, UHXCHECPHS, MaTeMaTI/IKa) u
HX POJib B q)OpMPIpOBaHI/II/I AHAJIUTUYCCKUX U OLICHOYHBIX KOMHeTGHHHfI. Hpe,ZlCTaBJ'IeHBI KOHKPETHBIC TPUMEPbI
MCKAUCHUIITIMHAPHBIX XUMHUYCCKUX IMMPOCKTOB U OLICHCHO UX BJIWAHUC HA [TO3HABATCIbHYIO dKTUBHOCTDH 06yqalo—
mpxcst. Omucanbl pe3yJibTaThl HeJarorudeckoro IKCIepUMenTa, MoATBepiKAatoIne 3¢ HeKTHBHOCTD IPUMEHEHHS

STEM-npoeKToB /1715l HOBBILIEHUSI CIOCOOHOCTH yYaIMXCs PelIaTh CII0KHbBIC IPUKIIAJIHBIE 3a/1auH.

Keywords: STEM education, project-based learning (PBL), critical thinking, chemistry in middle school,
interdisciplinary integration, functional literacy, cognitive skills.

Kaiouesnie ciioBa: STEM-o6pa3oBanue, npoekTHOE 00yUueHHE, KPUTHUECKOE MBIIIJIEHUE, XUMUSI B CPETHEH
IIKOJIE, MEKINCIUIUIMHAPHAS HHTErpanys, QyHKIMOHAIbHAS TPAMOTHOCTh, KOTHUTUBHBIE HABBIKH.

CoBpeMeHHBIN 3Tan pa3BUTUS IIKOJIBHOTO XUMH-
YeCcKOro 00pa3oBaHMs XapaKTEePU3yeTcst IEPEeX0a0M OT
TpaHCISIMHU (AKTOJIOIMYECKUX 3HAHUH K (POpMUpPOBa-
HUIO (PYHKIIMOHATBFHONW TPaMOTHOCTH ydamuxcs. B
paMKax ITaHHOTO IIpoIiecca KPUTUYECKOE MBIIIICHNE
paccMaTpuBaeTcs Kak 0a30Bas KOTHHTHBHAS KOMIIE-
tennus. CornacHo TeopeTHueckuM paszpabortkam T. A.
MBaHOBOIL, CTpYKTYpa PyHKIIMOHAIEHOW TPAMOTHOCTH
BKITIOYAET B ce0s Kak Tiy0OKHe MpeMeTHBIE 3HAHUS,
TaK ¥ KOTHUTHBHBIE YMEHUS OLIEHNBATh HH(OpMannio
[6, 125-129]. Oco06y1o 3HAYMMOCTB 3TO MPUOOPETAET B
8-9 xmaccax, Korja 3akiaabiBaeTcs (yHIaMEHT ecTe-
CTBEHHOHAyYHOI'0 MHPOBO33pPEHHUSL..

Hecmotps Ha Hanmmume riryO0OKHX TEOPETHUECKUX
pa3paboTOK, TPaJANUIMOHHAS METOAMKA IPErolaBaHus

XMMHUH 3a4acTyl0 OCTaBJIICT HEPEHICHHBIM BOIPOC
MPUKIIAJTHOW 3HAYMMOCTH TpEIMeTa ISl TOBCEIHEB-
HOM *M3HU yuamierocs. B kauectse 3¢dpexTnBHOTO Me-
XaHU3Ma MPEOJIOJICHHUs 3TOr0 pa3pbiBa BBICTYHAET
STEM-moaxon (Science, Technology, Engineering,
Mathematics), oGecreunBarOIMi MEXIUCITHIUTHHAD-
HYI0 MHTETPALIMIO U BOBJICYCHHUE IIKOJIbHUKOB B AKTHB-
HYI0 MHXEHEPHO-KOHCTPYKTOPCKYIO AESATEIbHOCTh HA
6a3e XUMHUIECKOTO KOoHTEHTa [ 1,94-97].
AKTyabHOCTh TEMBI HCCIICOBAHUS TIOITBEPIKIa-
eTcs TPeOOBAaHUSAMH MEXIYHAPOIHBIX CTaHIAPTOB
oreHKH kadyectBa oOpazoBanus (PISA-2025), roe ak-
LEHT CMEIIEH Ha CIIOCOOHOCTH YYaIllMXCsl HUCIIOJIB30-
BaTh HAYYHBIC METOJBI JUIS PEIICHHUS PEalbHBIX MPO-
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OsieM TexHonoruveckoro odmectsa [4, 110—112]. TIpo-
ekTHoe oOydenue B cucteme STEM mo3BodisieT TpaHe-
(hopMupoBaTh KAOMHET XUMHUH B HCCIEAOBATEIBCKYTO
71a00paTOpHIO, TAE Pa3BUTHE KPUTHIECKOTO MBIIIIE-
HUSL TIPOUCXOAMT 4Yepe3 IPOXOXKACHUE BCEX ITAIOB
HAy4HOTO TIIOMCKa: OT IIOCTAaHOBKM IPOOJEMBI 10
OLICHKH JKH3HECIIOCOOHOCTH CO3/IaHHOTO MPOIyKTa [7,
34-38].

OOBEKTOM HCCIIeIOBaHUS SIBISIETCS TpoLiece 00y-
YEHUsI XUMHUH B OCHOBHOH IIKOJIE, @ IPEAMETOM — Me-
Tonuka uctonb3oBaHus STEM-TIpoekToB Kak cpeacTBa
pa3BUTHST KPUTHUYECKOTO MBIIUICHUS ydamuxcs 8—9
KjlaccoB. B naHHOHM cTaThe HaMM IMpPOaHAIM3UPOBAH
ONBIT BHEIPEHWS MEXIUCIUIUIMHAPHBIX 3aJaHuil U
MPE/ICTABIICHBI PE3yIbTaThl YKCIIEPUMEHTAIBHON TPO-
Bepku UX 3(deKkTHBHOCTH B 00pa3oBaTeIbLHOM IIPO-
necce [5, 72-75].

MeTo0510ru4ecKue IPUHIUIIBI

Hunst spdexruBnoro BHeapenuss STEM-npoekToB
HEO0OX0AUMO COOJIFOJICHHE TPEX KIIIOYEBBIX METOANYE-
CKUX MPHHIHUIIOB!

1.TIpuHIMIT aKTyaJbHOCTH: TPOEKT JIOJDKEH 3a-
TparuBaTh COBPEMEHHBIC MPOOIEMBI HAyKH M 3KOJIO-
THH.

2. IIpuHIMN MeKIMCUMIUIMHAPHOCTH: MHTETpa-
IUsL 3HAHUH M3 XUMUH, (PU3UKH, OMOIOTHH M MaTeMa-
THKH.

3.IlpuHnMn Mpo0JIeMHOCTH: 3a/1aHHS JOJDKHBI
CTUMYJINPOBATh MOUCK peEIIeHUil, a He MPOCToe BOC-
npoussezeHue pakros. [2, 83-86]

MeTon0/10rHs MCCJIEA0BAHUS

HccnenoBanue opraHu30BaHO 10 MPUHIUITY KBa-
3MAKCIICpUMEHTANIbHOrO nu3aiiHa. Ilpomecc paboTh
HaJl POEKTOM CTPOWJICS TI0 AJITOPUTMY MHXEHEPHOTO
npoekTupoBanus (Engineering Design Process), koTo-
PBIil B COBpEMEHHOM I1e/1aroruuecKoii JInTeparype pac-
CMaTpUBAETCsI KaK KJII0YEBOH (aKTop pa3BUTH UCCIIe-
JIOBaTEIbCKUX KOMIIETeHIMI [7, ¢. 35]: mocraHoBKa
BBI30Ba — HCCJIEIOBaHHE — KOHCTPYHPOBAHUE — Te-
CTHpOBaHWE W yiyduieHue. [lns cOopa MaHHBIX HC-
MOJI30BATIMCH TECTHUPOBAHUE, HAOJIOJICHNE U CTATH-
cThyeckas o0pabOTka ¢ NPUMEHEHHEM t-KpUTepHus
Creiozenra. [3, ¢. 52-56] B skcmepiMeHTe MPUHSIIN
yuactue 48 ydaiuxcsi, y4eHUKH ABYX IapajielIbHbIX
9-x knmaccoB (OI' — 24 yen., KI' — 24 gen.). JluarHo-
CTHKa IIOKa3ajga OTCYTCTBHE HCXOAHBIX Ppa3Inunit
Mexay rpymmnamu (p > 0.05). DKcrepuMeHT JUIiIcs
TpU Mecsina. JKCIepuMeHTaNbHas pabota Obuia opra-
HHM30BaHa B TP JIOTHYECKH B3aMMOCBS3aHHBIX dTara:

I stan — Koncratupytomuii (J{uarnocruye-
ckuif): [IpoBegeHre KOMIUIEKCHOTO TECTUPOBAHMUS JIst
OTIpeNieNIeHUs] CTapTOBOTO YPOBHS (yHKIMOHAIHHOM
rpaMoTHOCTH. MHCTpyMeHTapuil BKIItOUal 3aJaHMus,

HalpaBJICHHBIC HAa OLECHKY aHAMTHYECKUX CIIOCOOHO-
CTell W yMEHHs BBIABHIaTh Hay4dHbIE I'MIoTe3sl. Ha
JaHHOM OJTarne (UKCHPOBAINCH 3aTPYIHEHHS Yyda-
IIUXCS TP paboTe C HECTPYKTYPUPOBAHHON HHPOpMa-
LUen.

II 3tan — ®opmupyromuii (Bueapenuyeckmii):
Cucremnas peanuzanus mMonenu STEM-oOyuenust B
9KCIIEpPUMEHTANILHOI TpymIe. B reueHue yuedHoro mo-
JTyronust o0Opa3zoBaTebHbIN porecc B 1" nononHsuics
LUKJIOM MEKANCIMIUIMHAPHBIX MpoekToB («Yucras
Bozay, «brormmactuky» u ap.), TpeOYIOMNX IPOXOKIe-
HUSI BCEX CTaii MHKCHEPHOTO IIUKJIA: OT aHAJIN3a TEO-
perndeckoii mpoOieMsr (Science) 10 KOHCTPYHPOBa-
HUs u ucnbiTanus nporotuna (Engineering). B xon-
TPOJNBHOW Tpymnme oOydeHHe MpOAOKAIOCh II0
TPaAUIMOHHOW METOJMKE C ONOPOH Ha CTaHIAApPTHBIC
nabopaTOpHBIC PAOOTHL.

III sran — KoHTpoJibHO-0000maromuii: Ilo-
BTOPHAasl TMarHOCTUKA YPOBHS KPUTHUUECKOTO MBIIIIE-
HUA W aHaliu3 JUHAMWUKU KOTHHUTUBHOI'O Pa3BUTHA.
[IpoBoannach KaueCTBEHHAsl OLICHKA 3aIIHUThI IPOCKT-
HBIX pa0OT M cTaTHCTHYecKas oOpadoTka Koimde-
CTBEHHBIX JAHHBIX TECTHPOBAHUS I BepHUPHKALUH
THIIOTE3BI HCCIICTOBAHUS.

CucteMa MEXAMCUMIUIMHAPHBIX 3aJaHUN pa3pa-
GaTpIBaJIach C OIIOPOH HA TPHU KPUTEPHSL:

1. JupexkTHBHOe COOTBETCTBHE: MONHAs MHTE-
rpaunys ¢ JEHCTBYIOIIEH IIKOJBHOM IPOrpaMMoOil 1o
XUMUH 11 9 KJacca.

2. TlpakTHyeckasi /IeTEPMHHHPOBAHHOCTDH:
UCIIOJIb30BaHHE KEWCOB, MOJENUPYIOUINX pPealbHbIE
TCXHOJIOTHYCCKHEC U DKOJIOI'MYCCKHUC BbI3OBBI.

3. KorHnTuBHAsi HANMpaBJIeHHOCTb: BKJIIOYE-
HHeE 3aJlad Ha MOMCK OIIMOOK, OLIEHKY JOCTOBEPHOCTH
JaHHBIX M CHHTE3 HOBBIX PELICHUH, YTO SBISIETCS OC-
HOBOM Pa3BUTHSI KPUTHIECKOTO MBIIUICHHSD).

Ipouecc padoTbl HaX NPOEKTOM CTPOMJICS IO
AJrOpUTMY HHKEHEPHOT 0 NPOEKTHPOBAHUS
(Engineering Design Process):

1. THocranoBka BbI3oBa (Ask): ®opMynnpoBka
9KOJIOTHUECKOHN MM TEXHUIECKOU MPOOIEMBI.

2. HccaenoBanme (Imagine): M3yuenne xumu-
YECKUX CBOWMCTB BEIIECTB U MOUCK ITyTEH pelIeHHUs.

3. IlnanupoBaHHe W  KOHCTPYHpPOBaHHe
(Plan/Create): Boibop peareHTOB U CO3/1aHHE IKCIIE-
PUMEHTAIEHON MOJICIIH.

4. TectupoBanue | yaydiieHue
(Test/Improve): Ananu3 OmKOOK U KOPPEKTHPOBKA
METO/IMKH Ha OCHOBE TTOJIyYEHHBIX JIaHHBIX.

Jlnst peanuzamuu oOydeHust Oblia paspaboTaHa
cucTeMa MPOEKTOB PAa3HOTO YpOBHA ciiokHOCTH (Tab-
nvma 1).
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Conep:xaTteabHo-TexHoJIornueckasi kapra STEM-npoekToB

Ta6auna 1.

YpoBeHb U Ha3BaHHe
NpoeKTa

Copep:xanue yuedHoii nes-
TeJbHOCTH (KOMIIOHEHTHI
STEM)

MexaucuunIuHapHas
HHTerpanus

Kpurepuu ouenu-
BaHHUA (MHAUKA-
TOPbI KPUTHYe-
CKOr0 MbIlLIe-
HHs)

Yposens 1: lpukaan-
HOM

«Hucras Boga: KOHCTPY-
HpoBaHHE OHOPIITBTPAY

S (Science): Uzyuenue mporiec-
COB aJICOPOIIMH U CBOMCTB MpH-
POAHBIX COPOEHTOB (Yroiib, e-
COK, IICOJIHT).

T (Technology): Hcnosb3oBa-
HHUE TUPPOBBIX TaTdukoB (pH-
METpBI, COJIEMEpbI) Ul aHAINn3a
pod.

E (Engineering): C6opka MHO-
TOCJIOMHOM KOJOHHHBI (PHIIBTpa-
IIUH.

M (Math): Pacuer ckopoctu
¢$unbTpanuu (MI/MUH) ¥ IIPO-
LIEHTa OYUCTKH.

Xumus + JkoJiorus +
MaremaTuka. U3yue-
HUE METOJIOB OUHCTKH
CTOYHBIX BOJI U pacyeT
SKOHOMIYECKON 3P Pek-
TUBHOCTH OBITOBBIX
($UITBTPOB.

1. YMenue o6ocHO-
BaTh BEIOOP COp-
OcHTa HAa OCHOBE
€ro XUMHYECKHX
CBOICTB.

2. TO4YHOCTb UHTEP-
MIpETaIy JaHHBIX
OU(PPOBBIX JaTYH-
KOB.
3.Crioco0HOCTE
TPEJJIOKUTH J0pa-
60TKy KOHCTPYK-
LMY TIPU HU3KOHN

3¢ GeKTHBHOCTH
OYUCTKH.

Yposens 2: Uccieno-
BaTeJbLCKHH

«AJBTEpHATUBHBIHN TOK:
¢pykToBas OGarapeiika

S (Science): Uccrnenosanue
ANIEKTPOXUMHYECKOTO psijia
HaNpsHKEHUH METaJIOB M POJIH
3JIEKTPOJIHTA.

T (Technology): Tlpumenenue
MYJBTHMETPA IS 3aMepa CHITBI
TOKA W HATIPSKEHUS.

E (Engineering): Co3nanue
MIOCJIeI0BATENIbHON U Mapa-
JICJIBHOM LIeNIH U3 OpraHuye-
CKHX 3JIEMEHTOB.

M (Math): TToctpoenwue rpa-
(hMKOB 3aBHCHMOCTH HaIIpsDKe-
HUS OT kuciaoTHocTH (pH)
CpeIBL.

Xumusa +@uzuka +
Auareopa. 13ydenue
OKHCIINTEIBHO-BOCCTA-
HOBUTEIBHBIX PEAKIIUH
1 3aKOHOB TIOCTOSIHHOTO
Toka. [loctpoeHue
GyHKIHH.

1. I'my6una ana-
JU3a MPUYHH BO3-
aukHOBeHus J/JIC.
2. YMeHue nporHo-
3UpOBAThH H3MCHE-
HUE HATPSDKCHUS
TIPA CMEHE DIICK-
TPOMAOB.

3. JIOTH4HOCTH BBI-
BOJIOB O BO3MOXKHO-
CTH MPAKTUYECKOTO
MPUMEHEHHUS TaKUX
HCTOYHHUKOB.

Yposens 3: TBopue-
CKO-HHKeHepPHbIT

«bromnactuk: monu-
Mepbl Oy TyIIero»

S (Science): Cunre3 noaumep-
HOTO MaTepHalia U3 Kpaxmaa,
U3yYCHHE BIMSHUS TUIaCTH(U-
KaTopoB (TJIHIEPHUHA).

T (Technology): Perynuposa-
HHE TeMIICPATYPHBIX PEIKUMOB
B MPOIIECCEe BAPKH MOIUMEPA.
E (Engineering): Pazpabotka
(hOPMBI M OTIMBKA OMBITHOTO
oOpasiia yrmakoBKH.

M (Math): Pacuer npomnoprmii
pEareHTOB ISl MOJTyYCHUS
HY>KHO#1 DJIACTHYHOCTH.

Xumnust + TexHoaorus
+ JxoHomuka. U3yye-
HHE MMOJIUKOHICHCAIUN
U aHaJH3 pBIHKA OHO-
pa3iaraeMbIX MaTepHa-
JIOB.

1. CiocobHOCTE
OLIEHHUTH DKOJIOT'H-
YECKHEe PUCKH TPO-
HM3BOJICTBA.

2. YMeHue BhI-
SIBUTH OIIIMOKHU B
COCTaBe IMpH MOy~
YCHHUHU XPYITKOTO
obpasia.

3. KpeatuBHOCTb B
peIIeHUH TIPO-
OJIEMBI YTHITU3AIUH
OTXO/IOB.

Pe3yabTaThl HCCIeJ0BaHUS:
AHanu3 U3MEHEHUH ypOBHS 3HAHUN U HABBIKOB

MMpOBOAWJICA C MOMOLIBIO CTATUCTUYCCKUX METOAOB (t-

kputepust CThiojieHTa). JlaHHbBIE TIPE/ICTABIIEHBI B Ta0-
Jmne 2.
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Tadauna 2.
CpaBHUTeIBHBIE Pe3yJbTATHI PA3BUTHSI KPUTHYECKOI0 MbILILTEHHSI

I'pynnel u 3Tansl | AHaJIUTHYe- OueHou- IIpornocruye- Cpen- Hpu- t-xkpure-
HCCJIeJOBAHMS CKMI KOMIIO- HBIH KOM- | CKHIl KOMIIO- HUH poct puii C1b-

HEHT MOHEHT HEHT oanamo | (%) I0IEHTA

rpynmne (p)

KonTtponsHas
rpymmna (KI)
Jo skcnepumenra | 62.4 61.8 60.2 61.5 — p>0.05
[Mocne skcnepu- 65.8 64.2 62.5 64.2 4.4% (He3Ha-
MEHTa YHMO)
DKCHeprUMEeHTab-
Hast rpynma (97)
Jo skcnepumenra | 61.9 62.1 59.8 61.3 — p>0.05
[Mocne skcnepu- 82.5 78.4 76.2 79.0 28.9% p<0.05
MEHTa

Kak BuaHO 13 TaOIUIb 2, HCXOXHBIC TOKA3aTEIN
rpynn 6putn upeHtuussl (P > 0.05). OmnHako mocie
BHenpeHus cucteMbl STEM-nipoekToB, cpenaunit 6amn
9KCIIEPUMEHTANILHOI rpymiTs! BeIpoc Ha 28.9%. Hanbo-
Jiee BBEIpaKCHHAs AMHAMUKa HaOJII0aeTcs B aHAINTH-
4ecKOM KoMmoHeHTe (82.5 0aa), 9To CBA3aHO C Pery-
JIIPHOM MPaKTUKOW JEKOMIIO3UIMM KOMILJIEKCHBIX
MEXIUCUUIUIMHAPHBIX MPOOJIeM B XOJI€ BBIIOIHEHHS
npoektoB "Uuctas Boga" u "buoruactuk"y. CtaTuctu-
YecKUi aHamu3 ¢ NpuUMeHeHueM t-kpurepus CTbio-
JICHTa MOJTBEPANIT 3HAUUMOCTh pasnuuuii (p < 0.05).
KagecTBeHHOE HaOmoaeHNE 3a(h)UKCHPOBAIIO TTOJIOKH-
TENbHBIC U3MEHEHHUS B JEATEIFHOCTH yqamuxcs O1':

1. CamocrosTenbHocTh U 40% pexe oOpaie-
HHUSI 32 MOACKA3KAMMU:

370 TpsAMOE CIEACTBHE POCTa AHAJUTHYECKOTO
KoMIoHeHTa (¢ 61.9 no 82.5 6amna). Korma y yaenunka
Pa3BUT aHAIN3, OH MOXET caM pa30HUTh CIOXKHYIO 3a-
Jlady Ha 9aCTH U He HY>KJAeTCs B IOCTOSHHOMN MOMOIIN
YUUTENS.

2. ApryMeHTamusi M pocT TepMuHOB B 1.5
pa3a:

3TO MOATBEPKIAETCS POCTOM OLIEHOYHOI0 KOM-
noneHTa (¢ 62.1 mo 78.4 6amna). UYToOBI OLIEHUTH JTaH-
HBIC U J0Ka3aTh CBOIO IPaBOTY, YYEHUKY HEOOXOIMMO
OIIEpUPOBATH TOUYHBIMH HAYYHBIMHU (DAKTAaMU U TEPMH-
HOJIOTHEH.

3. TI'mbkocTh W 2—-3 BapuaHTa pelIeHNs:

3T0 pe3ysNbTaT pPa3BUTHA MNPOTrHOCTHYECKOrO
KoMIoHeHTa (¢ 59.8 1o 76.2 6amna).

[Iporao3upoBaHre MO3BOJISIET YYEHHUKY BHICTH
pasHBle TyTH pPa3BUTHSA XHMHYECKOTO IIporiecca u
IpeUiaraTh albTepPHATHBHBIC MHXKCHEPHBIE PEIICHUS.
HccnenoBanue moarBepxkaaeT 3(QPeKTHBHOCTH MPo-
exTHoro oOyuenust B cucreMe STEM s pasBurus

KPUTHYECKOTO MBIIIICHUS ydanmxcs 8—9 Kiaccos.
STEM-11poeKThI TO3BOJISTIOT BUICTH CBA3b XUMHH C pe-
QJIBHOM JKM3HBIO, YTO CIIOCOOCTBYET I'TyOOKOMY YCBO-
SHHIO Marepuana. [ ycremHoN MHTeTpayu peKo-
MEHJYEeTCs BHEIPSATh OAMH KpaTkocpouHbli STEM-
poeKT (2—4 ypoka) B KOHIIE KaXI0TO KPYITHOTO y4ed-
HOro paszena xumuu. BHenpenue NaHHONM METOIUKU
1enecoo0pasHo st (HOPMUPOBAHUS KITFOUCBBIX KOM-
NETCHIUH B COBPEMEHHON TEXHOJIOIMUECKON U HAYKO-
€MKOI cpefe.
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This article provides a comprehensive analysis of the dynamics of changes in the quality of life of the popu-
lation in the Ganja-Dashkasan economic region since 2004. The study employs key indicators such as employment,
social infrastructure, utility provision, and migration. The results of the analysis indicate that, overall, the quality
of life in the region has improved; however, structural problems and intra-regional disparities have not been fully

eliminated.
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Introduction

The Ganja—Dashkasan economic region is located
in the western part of the Republic of Azerbaijan and is
distinguished by its predominantly mountainous and
foothill terrain, abundant mineral resources, and
favorable natural-geographical conditions. The
region’s climatic diversity, water resources, and
recreational potential play a significant role in shaping
and developing its economic structure.

As aresult of the administrative-territorial reforms
carried out in 2021, this territory was separated from

the former Gazakh-Dashkasan economic region and
established as an independent economic region. The
primary objective of this reorganization was to ensure
more efficient utilization of natural resources and to
accelerate the socio-economic development of the
region.

This economic-geographical region includes the
administrative  districts of Ganja, Dashkasan,
Goranboy, Goygol, Naftalan, and Samukh.

Table 1.

Ganja—-Dashkasan Economic Region (2025)

Area Population Urban Population
Economic Region (thousand sg. | Share (thousand Share | (thousand | Urbanization | Share
km) (%) persons) (%) persons) (%) (%)
Azerbaijan 86,6 100 102249 100 5562,9 54,4 100
Ganja—Dashkasan 4,5 5,2 1300,0 12,7 800,0 61,5 14,4

Source: Population of Azerbaijan. Baku: SSC (State Statistical Committee), 2025.

Although the Ganja—Dashkasan economic region
occupies a middle position among the country’s
economic regions in terms of territorial size, it has a
relatively high share in both total population and urban
population. This can be explained by the fact that the
level of urbanization in the region exceeds the national
average (Table 1).

Within the territorial structure of the economic
region, the Dashkasan district has the largest area,
while the city of Naftalan has the smallest. The region’s
relief is predominantly mountainous and is particularly
notable for its richness in ore mineral resources.

The city of Ganja plays a leading role in the socio-
economic development of the economic region. As the
second largest city in the country, Ganja is an important
industrial, transport, and cultural center. At the same
time, areas such as the Goygol district stand out for
their natural recreational resources and tourism
potential.

Thus, the Ganja—Dashkasan economic region is
characterized by the integrated development of
industry, agriculture, and tourism, and is considered

one of the key economic-geographical regions with a
high level of urbanization.

The relevance of the topic lies in the fact that
improving the quality of life of the population in the
Ganja—Dashkasan economic region serves as one of the
key indicators of socio-economic development and
determines the efficient territorial organization of
production and social infrastructure within the region.
At the same time, increasing employment, raising
incomes, and expanding access to social services have
a positive impact on public welfare, thereby
contributing to demographic stability and sustainable
development[1].

In regional development policy, the quality of life
of the population is considered one of the main
evaluation criteria. This concept is not limited to
economic indicators alone; it also encompasses factors
such as accessibility of social services, infrastructure
provision, employment opportunities, and
demographic stability[2].

The Ganja—Dashkasan economic region is one of

the important economic zones of Azerbaijan,
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characterized by the integrated development of
industry, agriculture, and the service sector. Since
2004, the changes that have taken place in this region
have led to noticeable improvements in the living
standards of the population.

Methodology

In this study, reference was made to the scientific
works of local scholars such as Z.N. Eminov, S.I.
Rzayeva, and T.M. Huseynova, who have examined the
factors affecting quality of life. These researchers have
conducted comprehensive analyses of the socio-
economic, demographic, and environmental factors
influencing the population’s well-being.

To identify the directions for improving the
quality of life in the Ganja—Dashkasan economic
region, the study employed comparative-statistical
analysis, dynamic analysis, and a systematic approach.
The data sources for the research included official
statistical records, regional reports, and analytical
observations.

Analysis and Discussion

Since 2004, the quality of life of the population in
the Ganja—Dashkasan economic region has gradually
taken shape and developed in stages. In the initial
phase, living standards were largely determined by the
availability of social infrastructure. In the city of Ganja,
social facilities were renovated, roads and
communication lines were restored, and healthcare and
educational institutions were modernized. The
construction of new residential complexes for
internally displaced persons positively influenced
population growth and improved social welfare.

In the districts of Naftalan, Dashkasan, Goranboy,
Goygol, and Samukh, measures were also taken to
repair roads, upgrade electricity and communication
networks, and support agricultural development.

However, limited employment opportunities in
rural areas, inadequate gas and water supply,
underdeveloped industrial sectors, and ongoing
migration remained key challenges. In subsequent
years, with increased economic activity, employment
opportunities in the region expanded, marking a new
qualitative stage in its development. The establishment
of industrial enterprises (aluminum, steel, and food
industries) as well as the expansion of transport and
social infrastructure contributed to a rise in
employment. The development of the industrial and
service sectors also led to increased incomes for the
population. At the same time, improvements in road
infrastructure and energy provision positively affected
living conditions[3].

The commissioning of large industrial and cultural
facilities in the city of Ganja strengthened its role as an
economic center. In other districts, the development of
agriculture, support for entrepreneurship, and
construction of social facilities continued.

After 2014, the modernization of infrastructure
and the development of industry and agriculture were
further strengthened. In the Dashkasan district, the
growth of the mining industry, the creation of new jobs,
and the renovation of road infrastructure enhanced the
region’s economic potential. During this period, an
increase in the accessibility of social services was also
observed. The expansion and modernization of
educational and healthcare institutions positively
impacted the social well-being of the population.

However, weak technical support in agriculture, as
well as issues with gas supply, irrigation, and
employment in some villages, hindered the full
realization of the region’s economic potential.

In the most recent period (2019-2025), large-scale
infrastructure projects were implemented in the region.
The road network was renovated, water supply and
sewage systems were established, and electricity and
gas provision were improved[4].

The implementation of water supply and sewage
projects, the construction of new substations, and the
development of the mining industry in Dashkasan
district have yielded significant results. In the districts
of Ganja, Naftalan, and Goygol, employment
opportunities have expanded in tourism, agriculture,
and small business sectors[5].

At the same time, the COVID-19 pandemic and
the wartime conditions had a certain impact on the
region’s socio-economic development. However, with
state support, these effects were partially mitigated, and
the measures taken had a positive impact on the
population’s health indicators[6].

Analyses indicate that despite the achievements in
the region, the following problems have not been fully
resolved:

¢ Limited employment opportunities and ongoing
migration in rural areas;

e Underdevelopment of the industrial sector in
certain districts;

o Deficiencies in water supply, sewage, and gas
provision;

e Uneven development of the material and
technical base of healthcare and educational
institutions;

e Limited technical and financial resources in
agriculture.

Table 2.
Dynamics of Quality of Life Indicators
Indicator 2004-2008 2009-2013 2014-2018 2019-2025
Employment Moderate Increasing Stable Increasing
Water Supply Poor Partially Improved | Moderate Good
Gas Supply Low Moderate Increasing High
Educational Infra- | Being Renovated Increasing Good High
structure
Healthcare Services | Limited Improving Moderate-Good Good
Migration High Moderate Moderate Relatively Decreas-
ing
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The analysis of Table 2 shows that positive dy-
namics are observed across all key indicators. Signifi-
cant progress has been recorded, particularly in gas sup-
ply and educational infrastructure. Developments in
water supply have proceeded at a slower pace, mainly
due to existing infrastructure problems in rural areas.

Although an increase in employment has been ob-
served, it does not fully meet the overall demand of the
population. For this reason, migration remains a rele-
vant issue. While a decreasing trend in migration is no-
ticeable, the process has not come to a complete halt.

Conclusion

The study has shown that the quality of life in the
region has gradually improved, with social and engi-
neering infrastructure serving as the main drivers of de-
velopment. Differences between urban and rural areas
persist, and employment and industrial development re-
main key challenges.

In the future, a comprehensive approach will be
required to further enhance the quality of life in the re-
gion. In particular, accelerating industrialization, mod-
ernizing agriculture, and ensuring the equitable distri-
bution of social services are essential.

The following priority directions should be
considered for improving the quality of life of the
population in the Ganja—Dashkasan economic region:

> Establishment of processing enterprises in the
regions.

» Modernization of agriculture and development
of irrigation systems.

» Strengthening of  social
(education, healthcare, and services).

» Creation of new jobs and expansion of
employment opportunities.

» Improvement of living conditions in the
regions to reduce migration.

infrastructure

» Protection of the environment and ensuring
sustainable development.

As a result, state programs implemented between
2004 and 2025 have played an important role in the
socio-economic development of the region and in
improving the living standards of the population. At the
same time, it is necessary to implement comprehensive
and continuous measures to address the remaining
challenges.
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Digital transformation has increasingly reshaped accounting information systems and financial reporting

practices worldwide. This study examines the effect of digital transformation on financial reporting quality in
emerging economies operating under International Financial Reporting Standards (IFRS). Using panel data from
non-financial firms across selected emerging economies over the period 2013-2023, the research applies fixed-
effects regression analysis to investigate how digitalization influences the relevance, reliability, and transparency
of financial reports. The findings indicate that higher levels of digital transformation are associated with improved
financial reporting quality, primarily through enhanced data accuracy, reduced information asymmetry, and more
timely disclosure of financial information. In addition, the results show that the positive impact of digitalization is
more pronounced in firms with stronger corporate governance mechanisms. This study contributes to the literature
by providing empirical evidence from emerging markets and highlighting digital transformation as a key institu-
tional factor supporting the effective implementation of IFRS. The results have important implications for regula-
tors, policymakers, and firm managers aiming to strengthen the credibility and usefulness of financial reporting in

the digital era.

Keywords: Digital transformation; Financial reporting quality; IFRS; Emerging economies; Corporate gov-

ernance.

1. Introduction

The ongoing process of digital transformation has
become a defining feature of modern economic systems
and organizational practices. Advances in digital tech-
nologies—such as enterprise resource planning (ERP)
systems, cloud computing, big data analytics, block-
chain, and artificial intelligence—have fundamentally
reshaped the way firms collect, process, and dissemi-
nate information. Accounting and financial reporting
systems, which constitute the backbone of corporate in-
formation infrastructure, are increasingly influenced by
these technological developments. As a result, digital
transformation is no longer viewed merely as an opera-
tional improvement tool but as a strategic factor that
can significantly affect the quality of financial infor-
mation provided to stakeholders.

High-quality financial reporting is widely recog-
nized as a cornerstone of efficient capital markets and
sustainable economic development. Financial reports
that are relevant, reliable, comparable, and timely re-
duce information asymmetry between corporate man-
agers and external users, enhance investor confidence,
and facilitate more accurate valuation and resource al-
location decisions. In this context, International Finan-
cial Reporting Standards (IFRS) play a crucial role by
promoting transparency, consistency, and comparabil-
ity of financial information across countries. However,
the effectiveness of IFRS in improving financial report-
ing quality largely depends on firm-level capabilities
and institutional conditions.

Emerging economies face particular challenges in
achieving high levels of financial reporting quality.
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These challenges often stem from weaker regulatory
enforcement, limited professional expertise, underde-
veloped capital markets, and heterogeneous adoption of
IFRS. Even when IFRS are formally adopted, differ-
ences in implementation practices may result in varia-
tions in reporting quality across firms and countries.
Consequently, identifying complementary mechanisms
that can enhance the effectiveness of IFRS in emerging
economies remains an important research and policy is-
sue.

Digital transformation has the potential to serve as
such a complementary mechanism. By automating ac-
counting processes, improving internal control sys-
tems, and enabling real-time access to financial data,
digital technologies can reduce human error, limit man-
agerial discretion in financial reporting, and enhance
compliance with accounting standards. Furthermore,
digitalization facilitates more efficient data integration
across departments, thereby improving the accuracy
and consistency of financial information disclosed in fi-
nancial statements.

Despite the growing relevance of digital transfor-
mation in accounting practice, empirical evidence on its
impact on financial reporting quality remains limited
and fragmented. Existing studies predominantly focus
on developed economies, where institutional frame-
works and technological infrastructures are relatively
advanced. In contrast, the role of digital transformation
in shaping financial reporting outcomes in emerging
economies has received comparatively little attention.
This gap in the literature is particularly notable given
the rapid pace of digital adoption in emerging markets
and the increasing reliance on IFRS as a global report-
ing framework.

This study aims to address this gap by examining
the impact of digital transformation on financial report-
ing quality in IFRS-adopting firms operating in emerg-
ing economies. By employing a multi-country panel da-
taset and robust econometric techniques, the study
seeks to provide empirical insights into whether and
how digitalization contributes to improved reporting
quality in institutional contexts characterized by higher
levels of uncertainty and enforcement challenges.

The contribution of this research is threefold. First,
it extends the literature on digital accounting by empir-
ically linking digital transformation to financial report-
ing quality, rather than focusing solely on operational
efficiency or cost reduction. Second, it enriches the
IFRS literature by highlighting digital transformation
as a firm-level factor that may enhance the effective-
ness of international accounting standards in emerging
economies. Third, it offers practical implications for
policymakers, regulators, and corporate managers
seeking to strengthen financial reporting quality in the
digital era.

The remainder of the paper is structured as fol-
lows. Section 2 reviews the relevant literature and de-
velops the research hypotheses. Section 3 describes the
data, variables, and methodology. Section 4 presents
the empirical results. Section 5 discusses the findings
in light of existing research, and Section 6 concludes
with policy implications and suggestions for future re-
search.

2. Literature Review

2.1 Digital Transformation and Corporate In-
formation Systems

Digital transformation refers to the comprehensive
integration of digital technologies into organizational
processes, structures, and strategies with the aim of en-
hancing performance and value creation. In the corpo-
rate context, digital transformation encompasses the
adoption of technologies that enable automation, data
integration, advanced analytics, and real-time commu-
nication. These technologies fundamentally alter how
organizations generate and use information, thereby in-
fluencing decision-making processes at all levels

In accounting and finance, digital transformation
has led to significant changes in corporate information
systems. Traditional manual and paper-based account-
ing processes have increasingly been replaced by inte-
grated digital platforms that allow for automated trans-
action recording and standardized data processing. ERP
systems, for example, enable firms to integrate finan-
cial data with operational and managerial information,
thereby improving data consistency and reducing rec-
onciliation errors. Cloud-based accounting solutions
further enhance accessibility and scalability, allowing
firms to process financial information more efficiently.

The literature suggests that digitalized accounting
systems improve internal control quality by strengthen-
ing audit trails, enhancing transparency, and facilitating
continuous monitoring. Automated controls embedded
in digital systems reduce the likelihood of intentional
manipulation and unintentional errors, thereby improv-
ing the integrity of financial data. Moreover, advanced
analytics tools enable accountants and managers to
identify anomalies and risks more effectively, support-
ing more accurate financial reporting.

However, the benefits of digital transformation are
not automatic. Successful digitalization requires com-
plementary investments in human capital, organiza-
tional change, and governance structures. Without ade-
quate digital skills and effective oversight mechanisms,
the adoption of digital technologies may fail to deliver
the expected improvements in information quality. This
consideration is particularly relevant in emerging econ-
omies, where disparities in technological capabilities
and professional expertise may influence the outcomes
of digital transformation initiatives.

2.2 Financial Reporting Quality: Concept and
Measurement

Financial reporting quality is a multidimensional
concept that reflects the extent to which financial state-
ments faithfully represent a firm’s underlying eco-
nomic performance and position. High-quality finan-
cial reports provide information that is relevant for de-
cision-making, reliably measured, comparable across
firms and periods, and presented in a timely manner.
These qualitative characteristics are emphasized in the
conceptual framework of IFRS and serve as bench-
marks for evaluating reporting outcomes.

Empirical studies commonly measure financial re-
porting quality using accrual-based indicators, earnings
management proxies, and disclosure quality indices.
Accrual-based measures assess the extent to which re-
ported earnings reflect underlying cash flows, with
lower levels of discretionary accruals generally inter-
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preted as indicative of higher reporting quality. Disclo-
sure-based measures, on the other hand, focus on the
completeness and transparency of information pro-
vided in financial statements and accompanying notes.

In emerging economies, measuring financial re-
porting quality presents additional challenges due to
data limitations and differences in reporting practices.
Nevertheless, accrual-based measures remain widely
used in the literature, as they provide a relatively objec-
tive assessment of earnings quality and are applicable
across different institutional settings.

2.3 IFRS Adoption and Reporting Quality in
Emerging Economies

The adoption of IFRS has been widely promoted
as a means of improving financial reporting quality and
enhancing comparability across countries. A substan-
tial body of research examines the effects of IFRS
adoption on reporting outcomes, with mixed results.
While some studies find improvements in transparency
and earnings quality following IFRS adoption, others
report limited or conditional effects, particularly in
countries with weak enforcement mechanisms.

In emerging economies, the effectiveness of IFRS
adoption often depends on firm-level characteristics
and institutional factors such as regulatory quality, in-
vestor protection, and audit enforcement. Merely
adopting IFRS does not guarantee high-quality report-
ing if firms lack the capacity or incentives to comply
fully with the standards. As a result, scholars increas-
ingly emphasize the importance of complementary
mechanisms that support effective IFRS implementa-
tion.

Digital transformation may represent one such
mechanism by facilitating standardized data processing
and enhancing compliance with complex reporting re-
quirements. By reducing manual interventions and in-
creasing traceability, digital accounting systems can
support more faithful representation of financial infor-
mation under IFRS.

2.4 Digital Transformation and Financial Re-
porting Quality

The relationship between digital transformation
and financial reporting quality has recently attracted
growing scholarly attention. Theoretical arguments
suggest that digitalization improves reporting quality
by enhancing data accuracy, reducing information
asymmetry, and limiting managerial discretion. Auto-
mated accounting processes reduce the scope for earn-
ings manipulation, while real-time data processing im-
proves the timeliness of financial disclosures.

Empirical evidence on this relationship, however,
remains limited. Some studies find that firms with
higher levels of digitalization exhibit lower levels of
earnings management and higher disclosure quality.
Others highlight the moderating role of corporate gov-
ernance, suggesting that digital technologies are most
effective when combined with strong oversight mecha-
nisms. Importantly, much of this evidence is derived
from developed economies, leaving open questions
about the generalizability of these findings to emerging
markets.

Given the distinctive institutional environments of
emerging economies, the impact of digital transfor-
mation on financial reporting quality may differ from

that observed in developed countries. Factors such as
regulatory enforcement, technological readiness, and
professional capacity may influence how digitalization
affects reporting outcomes. This underscores the need
for empirical research focused specifically on emerging
economies.

2.5 Research Gap and Hypothesis Development

Although prior studies provide valuable insights
into digital transformation and financial reporting qual-
ity, several gaps remain. First, there is a lack of com-
prehensive empirical evidence examining this relation-
ship in emerging economies. Second, existing research
often treats digitalization as a secondary factor, rather
than a central determinant of reporting quality. Third,
limited attention has been paid to the interaction be-
tween digital transformation and IFRS implementation.

This study addresses these gaps by explicitly ex-
amining the impact of digital transformation on finan-
cial reporting quality in IFRS-adopting firms from
emerging economies. Based on the theoretical argu-
ments and existing empirical findings, the following
hypothesis is proposed:

H1: Digital transformation has a positive and sta-
tistically significant effect on financial reporting qual-
ity in IFRS-adopting firms operating in emerging econ-
omies.

3. Hypothesis Development and Methodology

3.1 Theoretical Background and Hypothesis
Development

The relationship between digital transformation
and financial reporting quality can be theoretically ex-
plained through several complementary perspectives,
including agency theory, information asymmetry the-
ory, and institutional theory. According to agency the-
ory, conflicts of interest between managers and share-
holders arise due to information asymmetry and diver-
gent incentives. High-quality financial reporting serves
as a mechanism to mitigate these conflicts by providing
transparent and reliable information about firm perfor-
mance. Digital transformation strengthens this mecha-
nism by improving data accuracy, reducing manual in-
terventions, and limiting opportunities for opportunis-
tic behavior.

From the perspective of information asymmetry
theory, digital technologies reduce the gap between in-
ternal corporate information and external disclosures.
Automated accounting systems and real-time data pro-
cessing enhance the timeliness and consistency of fi-
nancial reports, thereby improving their decision-use-
fulness for investors and other stakeholders. This effect
is particularly relevant in emerging economies, where
information asymmetry tends to be more pronounced
due to weaker disclosure practices and institutional
constraints.

Institutional theory further suggests that organiza-
tional practices are shaped by regulatory pressures, nor-
mative expectations, and technological environments.
In IFRS-adopting emerging economies, firms face in-
creasing pressure to comply with international report-
ing standards while operating within less developed in-
stitutional frameworks. Digital transformation may
help firms respond to these pressures by facilitating
standardized reporting processes and improving com-
pliance with complex IFRS requirements.
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Building on these theoretical perspectives, digital
transformation is expected to enhance financial report-
ing quality through multiple channels. First, digital ac-
counting systems reduce errors and inconsistencies in
financial data. Second, digitalization strengthens inter-
nal control mechanisms and audit trails, thereby limit-
ing earnings management practices. Third, digital tools
enable more timely and comprehensive disclosure of fi-
nancial information. Consequently, the following hy-
pothesis is formulated:

H1: Digital transformation has a positive and sta-
tistically significant effect on financial reporting qual-
ity in IFRS-adopting firms operating in emerging econ-
omies.

In addition, prior research suggests that the effec-
tiveness of digital transformation may depend on com-
plementary governance mechanisms. Firms with
stronger corporate governance structures are better po-
sitioned to leverage digital technologies to improve re-
porting quality. Therefore, a supplementary hypothesis
is proposed:

H2: The positive effect of digital transformation
on financial reporting quality is stronger in firms with
higher levels of corporate governance quality.

3.2 Data and Sample Selection

The empirical analysis is based on a panel dataset
of non-financial firms operating in selected emerging
economies that have adopted International Financial
Reporting Standards. The focus on non-financial firms
is motivated by the distinct regulatory and reporting
frameworks applicable to financial institutions, which
may confound the analysis of financial reporting qual-
ity.

Firm-level financial data were collected from pub-
licly available annual reports and financial statements,
ensuring consistency and transparency in data sources.
Information related to digital transformation was ob-
tained from corporate disclosures, including manage-
ment reports, sustainability reports, and notes to the fi-
nancial statements, where firms describe their invest-
ments in digital technologies and information systems.

The sample period spans from 2013 to 2023, al-
lowing for the examination of medium- to long-term ef-
fects of digital transformation on financial reporting
quality. Firms with incomplete data or inconsistent re-
porting practices were excluded from the sample to
maintain data reliability. The final sample represents a
balanced panel of firms across multiple emerging econ-
omies, providing sufficient variation for econometric
analysis.

3.3 Variable Definition and Measurement

3.3.1 Dependent Variable: Financial Reporting
Quality (FRQ)

Financial reporting quality is measured using ac-
crual-based indicators that capture the extent of discre-
tionary accounting behavior. Consistent with prior lit-
erature, discretionary accruals are estimated using
modified accrual models, where lower absolute values
of discretionary accruals indicate higher financial re-
porting quality. This approach is widely applied in em-
pirical accounting research and is particularly suitable
for cross-country studies.

To enhance robustness, alternative measures of fi-
nancial reporting quality, such as earnings smoothness

and timely loss recognition, are also considered in sup-
plementary analyses.

3.3.2 Independent Variable: Digital Transfor-
mation (DT)

Digital transformation is proxied by the extent of
digital technology adoption at the firm level. This
measure is constructed based on qualitative and quanti-
tative disclosures related to investments in digital ac-
counting systems, ERP implementation, cloud-based
solutions, and data analytics tools. Firms with more ex-
tensive and integrated digital infrastructures are as-
signed higher values of the digital transformation in-
dex.

This approach captures the multidimensional na-
ture of digital transformation and reflects firm-level
commitment to digitalization rather than isolated tech-
nological investments.

3.3.3 Moderating Variable: Corporate Govern-
ance Quality (CGQ)

Corporate governance quality is measured using a
composite index based on board characteristics, owner-
ship structure, and audit quality indicators. Strong gov-
ernance mechanisms are expected to enhance the effec-
tiveness of digital transformation by ensuring proper
oversight and alignment with reporting objectives.

3.3.4 Control Variables

The analysis includes several control variables
commonly used in the financial reporting literature.
These include firm size, leverage, profitability, and
growth opportunities. Controlling for these factors
helps isolate the effect of digital transformation on fi-
nancial reporting quality.

3.4 Model Specification

To test the proposed hypotheses, the following
panel regression model is estimated

?RQ_{it} = \alpha + \beta_1 DT {it} + \beta 2
CGQ {it} + \beta_3 (DT _{it} \times CGQ _{it}) +
\sum \beta_k Controls_{it} + \mu_i + \varepsilon_{it}

where FRQ_{it} denotes financial reporting qual-
ity for firm i in year t, DT_{it} represents digital trans-
formation, CGQ_{it} captures corporate governance
quality, \mu_i accounts for firm-specific effects, and
\varepsilon_{it} is the error term.

Both fixed-effects and random-effects models are
estimated to account for unobserved heterogeneity. The
Hausman test is employed to determine the most appro-
priate specification.

3.5 Estimation Strategy and Robustness Tests

The primary estimation strategy relies on fixed-ef-
fects regression analysis, which controls for time-invar-
iant firm-specific characteristics. To ensure the robust-
ness of the results, several additional tests are con-
ducted. These include alternative measures of financial
reporting quality, lagged independent variables to ad-
dress potential endogeneity concerns, and subsample
analyses based on firm size and country characteristics.

Diagnostic tests for multicollinearity, heteroske-
dasticity, and serial correlation are performed to vali-
date the reliability of the regression results. Where nec-
essary, robust standard errors are applied.

3.6 Ethical Considerations and Data Reliability
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All data used in this study are obtained from pub-
licly available sources, ensuring compliance with ethi-
cal research standards. The analysis does not involve
confidential or personally identifiable information.
Methodological transparency and reproducibility are
maintained by clearly documenting data sources, vari-
able construction, and estimation procedures.

4. Empirical Results

4.1 Descriptive Statistics

Table 1 presents the descriptive statistics for the
main variables used in the analysis. The mean value of
the financial reporting quality (FRQ) indicator suggests
amoderate level of reporting quality among firms in the
sample, which is consistent with prior evidence from
emerging economies. The distribution of FRQ also in-
dicates substantial variation across firms, reflecting
heterogeneity in reporting practices and institutional
environments.

The digital transformation (DT) index shows a
gradual increase over the sample period, highlighting
the growing adoption of digital technologies by firms
in emerging economies. This trend is consistent with
global patterns of digitalization and suggests that firms
increasingly recognize the strategic importance of dig-
ital tools in accounting and reporting processes.

Control variables such as firm size, leverage, and
profitability exhibit expected patterns. Larger firms
tend to display higher levels of digital transformation,
likely due to greater financial resources and technolog-
ical capabilities. Profitability varies considerably
across firms, reflecting differences in operational effi-
ciency and market conditions.

Overall, the descriptive statistics provide prelimi-
nary evidence of a positive association between digital
transformation and financial reporting quality, which is
further examined through multivariate regression anal-
ysis.

4.2 Correlation Analysis

Table 2 reports the Pearson correlation coeffi-
cients among the key variables. The results indicate a
positive and statistically significant correlation be-
tween digital transformation and financial reporting
quality, suggesting that more digitally advanced firms
tend to exhibit higher reporting quality. Importantly,
the correlation coefficients among the independent var-
iables are below commonly accepted thresholds, indi-
cating that multicollinearity is unlikely to pose a serious
concern in the regression analysis.

The correlation between corporate governance
quality and financial reporting quality is also positive
and significant, supporting the notion that effective
governance mechanisms contribute to improved report-
ing outcomes. Control variables display correlations
consistent with prior literature, further validating the re-
liability of the dataset.

4.3 Baseline Regression Results

Table 3 presents the baseline regression results ex-
amining the relationship between digital transformation
and financial reporting quality. Both fixed-effects and
random-effects models are estimated, with the Haus-
man test indicating that the fixed-effects specification
is more appropriate for the analysis.

The coefficient on digital transformation is posi-
tive and statistically significant at the 1% level across

all model specifications. This finding provides strong
empirical support for H1, suggesting that digital trans-
formation enhances financial reporting quality in IFRS-
adopting firms operating in emerging economies. The
magnitude of the coefficient indicates that firms with
higher levels of digitalization experience lower discre-
tionary accruals and improved earnings quality.

Among the control variables, firm size and profit-
ability are positively associated with financial reporting
quality, while leverage exhibits a negative relationship,
consistent with prior studies. These results suggest that
larger and more profitable firms are better positioned to
produce high-quality financial reports, whereas highly
leveraged firms may face greater incentives for earn-
ings management.

4.4 Moderating Effect of Corporate Govern-
ance

To test H2, an interaction term between digital
transformation and corporate governance quality is in-
cluded in the regression model. The results, reported in
Table 4, show that the interaction term is positive and
statistically significant, indicating that the effect of dig-
ital transformation on financial reporting quality is
stronger in firms with higher governance quality.

This finding suggests that digital technologies
alone are not sufficient to improve reporting quality; ra-
ther, their effectiveness depends on the presence of ro-
bust governance mechanisms that ensure proper over-
sight and alignment with reporting objectives. In firms
with weak governance structures, the benefits of digital
transformation may be limited or unevenly realized.

4.5 Robustness Checks

Several robustness tests are conducted to validate
the main findings. First, alternative measures of finan-
cial reporting quality, including earnings smoothness
and timely loss recognition, are employed. The results
remain qualitatively similar, confirming the robustness
of the positive relationship between digital transfor-
mation and reporting quality.

Second, lagged values of the digital transfor-
mation variable are used to address potential endogene-
ity concerns. The lagged digital transformation coeffi-
cient remains positive and statistically significant, sug-
gesting that reverse causality is unlikely to drive the
results.

Third, subsample analyses are performed based on
firm size and country-level institutional quality. The
positive impact of digital transformation on financial
reporting quality is more pronounced in larger firms
and in countries with relatively stronger institutional
frameworks, although the relationship remains signifi-
cant across all subsamples.

4.6 Discussion of Empirical Findings

The empirical results provide consistent evidence
that digital transformation plays a significant role in en-
hancing financial reporting quality in emerging econo-
mies. By improving data accuracy, strengthening inter-
nal controls, and facilitating compliance with IFRS re-
quirements, digital technologies contribute to more
transparent and reliable financial reporting.

The moderating role of corporate governance un-
derscores the importance of complementary institu-
tional mechanisms in realizing the benefits of digital
transformation. Firms that combine digitalization with
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strong governance structures are better equipped to
translate technological investments into improved re-
porting outcomes.

These findings align with theoretical predictions
derived from agency theory and information asym-
metry theory and extend prior empirical research by fo-
cusing on emerging economies. They also highlight
digital transformation as a key factor supporting the ef-
fective implementation of IFRS in institutional contexts
characterized by greater uncertainty.

5. Discussion

The findings of this study provide robust empirical
evidence that digital transformation significantly en-
hances financial reporting quality in IFRS-adopting
firms operating in emerging economies. This result is
consistent with the theoretical arguments derived from
agency theory and information asymmetry theory,
which emphasize the role of high-quality information
systems in mitigating opportunistic behavior and im-
proving transparency.

The positive relationship between digital transfor-
mation and financial reporting quality suggests that
digital technologies contribute to more accurate and re-
liable accounting information by reducing manual in-
terventions and strengthening internal control mecha-
nisms. Automated data processing and real-time report-
ing capabilities limit discretionary accounting practices
and improve the timeliness of financial disclosures.
These findings are in line with prior studies conducted
in developed economies, which report lower levels of
earnings management and higher disclosure quality
among digitally advanced firms.

Importantly, this study extends existing research
by demonstrating that the benefits of digital transfor-
mation are also evident in emerging economies, despite
weaker institutional environments and enforcement
mechanisms. This suggests that digital technologies
can partially compensate for institutional deficiencies
by standardizing reporting processes and enhancing
compliance with IFRS requirements.

The moderating effect of corporate governance
quality further highlights the importance of comple-
mentary mechanisms in realizing the benefits of digital
transformation. Firms with strong governance struc-
tures are better able to leverage digital tools to improve
reporting quality, as effective oversight ensures that
technological investments are aligned with transpar-
ency and accountability objectives. In contrast, firms
with weak governance may fail to fully exploit the po-
tential of digitalization, limiting its impact on financial
reporting outcomes.

Overall, the findings underscore the need to view
digital transformation not as an isolated technological
initiative but as an integral component of a broader in-
stitutional and governance framework aimed at improv-
ing financial reporting quality.

6. Conclusion

This study investigates the impact of digital trans-
formation on financial reporting quality in IFRS-
adopting firms operating in emerging economies. Us-
ing panel data analysis over the period 2013-2023, the
study provides strong evidence that digital transfor-
mation positively and significantly improves financial
reporting quality. The results indicate that digitalization

enhances data accuracy, reduces information asym-
metry, and supports more effective implementation of
IFRS.

Furthermore, the findings reveal that the positive
impact of digital transformation is amplified in firms
with higher levels of corporate governance quality.
This highlights the importance of combining techno-
logical investments with robust governance mecha-
nisms to achieve meaningful improvements in report-
ing quality.

By focusing on emerging economies, this study
contributes to the literature by addressing a significant
research gap and providing empirical insights relevant
to policymakers, regulators, and practitioners. The re-
sults suggest that digital transformation can serve as a
powerful tool for strengthening financial reporting
quality in institutional contexts characterized by greater
uncertainty and enforcement challenges.

6.1 Policy and Managerial Implications

The findings of this study have several important
implications. For policymakers and regulators, the re-
sults emphasize the need to promote digital transfor-
mation as part of broader financial reporting reform in-
itiatives. Encouraging the adoption of digital account-
ing systems and supporting digital infrastructure
development may enhance the effectiveness of IFRS
implementation and improve market transparency.

For corporate managers, the study highlights the
strategic value of investing in digital technologies to
improve financial reporting quality. Firms should pri-
oritize the integration of digital tools into accounting
and reporting processes while ensuring that these in-
vestments are supported by strong governance struc-
tures and adequate professional expertise.

6.2 Limitations and Future Research

Despite its contributions, this study has several
limitations. First, the measurement of digital transfor-
mation relies partly on disclosure-based indicators,
which may not fully capture the depth and quality of
digital adoption. Second, the analysis focuses on non-
financial firms, limiting the generalizability of the find-
ings to financial institutions. Third, institutional differ-
ences across countries may influence the results in
ways not fully captured by the model.

Future research may address these limitations by
employing alternative measures of digital transfor-
mation, examining industry-specific effects, and ex-
ploring the role of emerging technologies such as arti-
ficial intelligence and blockchain in shaping financial
reporting quality. Longitudinal case studies and cross-
regional comparisons may also provide deeper insights
into the dynamic relationship between digitalization
and financial reporting outcomes.
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This article examines the nature of the problem related to analysing the state of the national economic system.
An approach to solving this problem is proposed. The problem has been broken down into its constituent structural
elements, which enabled the development of an algorithm to address it. The developed algorithm takes into account
the main methodological aspects of analysing multi-connected, multi-parameter, dynamic systems, which may
include linear, linearised and non-linear subsystems. The algorithm serves as a basis for the justification and de-
velopment of econometric models for the management of macroeconomic processes, as well as for the implemen-
tation of adaptive control of the national economic system. The proposed algorithm comprises three analysis loops:
the main analysis loop, the analysis loop for types of influences on the system, and the analysis loop for the sys-

tem’s self-tuning capability.
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Introduction

The foundation of the effective national economic
system’s management lies in the realisation of all man-
agement functions, including the analysis function. Is-
sues relating to the analysis, structure and management
of the national economy have been extensively studied
in the economic literature. Such famous scientists as
V. N. Shimov, A. Il. Korotkevich, 1. V. Novikova,
Yu.M. Yasinsky, I. V. Blauberg, E. G. Yudin,
A. Schueller, H. G. Krusselberg and others have signif-
icant contributed to the study of the analysis and struc-
ture of the national economy (for more information, see
the publication [1]). The research is based on contem-
porary achievements in management theory, systems
analysis and the theory of adaptive systems control, as
presented in the scientific works of A. G. Aleksandrov
[2], V. N. Afanasyev [3], E. M. Borodina, K. N. Boro-
dina [4], V.A.Borodenko [5], V.A. Besekersky,
E. P. Popov [6], A.P.Vlasov [7], B.S. Dobronets,
O. A. Popova [8], V. N. Kalinin [9], D. A. Novikova
[10], O. V. Folka, I. F. lvashkina [11], I. Yu. Tyukina,
V. A. Terekhova [12] and others, as well as a compre-
hensive study of the substantive characteristics of the
‘national economic system’s’ concept (for more infor-
mation, see the publication [13]).

However, there remains insufficient research into
the analysis of the state of the national economic sys-
tem in terms of its dynamics (development, evolution,
transformation), the nonlinearity of its components, and
the diversity of interrelationships between its structural
elements and the parametric indicators that characterise
them. Solving this problem will contribute to the justi-
fication and development of econometric models for
managing the national economic system, as well as to
the implementation of an adaptive control system. The
adaptive control system for the national economic sys-
tem comprises three control loops (the main loop, the
disturbance control loop, and the self-tuning loop). This
approach to adaptive control will ensure the speed, ac-
curacy, and stability (stability, reliability) of the param-

eters (characteristics, properties) of the national eco-
nomic system. Taking into account the control loops
described above, corresponding loops for analysing the
state of the national economic system have been iden-
tified.

Results and Discussion

The national economic system comprises numer-
ous subsystems. These subsystems are in the state of
constant development, driven in part by the influence
of various external and internal factors. The problem of
analysing the state of the economic system ‘is linked to
assessing the state of a dynamic system ... at a given
point in time ... and studying the system’s response’ [9,
p. 36]. The analysis is based on observing and record-
ing various parameters that reflect the functioning of
the economic system.

The key to solving the problem lies in identifying
an algorithm for analysing the system. The complexity
of analysing the state of the national economic system
stems from the presence of non-linear subsystems (ele-
ments) and, consequently, the need to transform them
into linear systems. This is required in order to describe
the mechanism of its functioning using a linearised
mathematical loop. At the same time, the national eco-
nomic system, when viewed in terms of its subsystems,
may include both non-linear and linear elements. In this
regard, to address the aforementioned problem, we pro-
pose considering three areas of analysis, which include
the mathematical description and interpretation of the
characteristics of the functioning of the national eco-
nomic system’s linear, linearised and non-linear struc-
tural elements [14]: 1) the analysis of the economic sys-
tem’s linear elements (subsystems) influence on its be-
haviour; 2) the analysis of the economic system’s non-
linear elements’ (subsystems’) influence on its behav-
iour, which can be studied as linear; 3) the analysis of
the influence on the behaviour of the economic system
of its fundamental non-linearities, i.e. those subsystems
that cannot be approximated by linear relationships.
These areas of the analysis are integrated into each of
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the three loops for analysing the state of the national
economic system.

The first analytical loop — the main loop — involves
an analysis of the system’s initial state. An important
element of this loop is the identification of observable
and unobservable parameters (indicators, trends, inter-
relationships, etc.) that reflect the stable characteristics
of the national economic system’s state. The main ob-
servable parameters include macroeconomic indicators
presented in the system of national accounts, as well as
their growth rates. The analysis is based on identifying
the state of the system through its explicit and implicit
reactions to various types of influences. Equally im-
portant for analysing the state of the system is identify-
ing the interrelationships between changes in the sys-
tem’s parameters (qualitative and quantitative charac-
teristics) and changes in the corresponding system
reactions. Reactions may include [14]: changes in eco-
nomic proportions; various economic and social conse-
guences; changes in the indicators characterising the ef-
ficiency and sustainability of the economy’s function-
ing; an increase in consumer demand; an increase in the
volume of domestic and foreign investment; changes in
social indicators (increase in the birth rate, decrease in
the mortality rate, etc.). Both explicit and implicit
(weak) reactions of the national economic system to a
particular type of impact are taken into account. Quali-
tative identification of these interrelationships enables
the analysis and assessment of unobservable economic
parameters.

A key area of the analysis involves the study of
almost-free movements and system responses, the ex-
amination of different types of environments, and their
classification (deterministic, stochastic, target, un-
known [9, p. 32]). The results obtained will form the
basis for: identifying the system’s responses to various
types of influences; identifying the types of relation-
ships between system-defining parameters; assessing
the impact of different types of influences on the sys-
tem. A comprehensive understanding of the economic
significance of the qualitative and quantitative charac-
teristics of the system’s almost-free motions and re-
sponses, as well as their description using appropriate
mathematical tools, will enable the transition to the
analysis of the second loop.

The main methodological challenges in analysing
the state of the national economic system are [14]: a)
determining the point in time (or time interval) of the
system’s initial state; b) determining the parameters for

analysing the system’s initial state; d) identifying the
cause-and-effect relationships underlying changes in
the system’s state, its parameters and properties, which
includes: 1) identifying and investigating the types of
cause-and-effect relationships that contributed to the
formation of the economic system’s state at the time
under study; 2) identifying cause-and-effect relation-
ships that have lost their relevance; 3) identifying new
(directions of transformation of ‘the old’) cause-and-ef-
fect relationships.

Determining the point in time (or time interval) of
the system’s initial state. This may be any point in time
(or time interval) that most fully reflects (characterises)
the negative or desired (target) characteristics of the na-
tional economic system.

Determining the parameters for analysing the ini-
tial state of the system.

The first step in analysing the initial state of the
system is to analyse the observable parameters of the
national economic system. In accordance with the sys-
tem of national accounts of the Republic of Belarus, the
main macroeconomic indicators used to describe and
analyse macroeconomic processes are: gross domestic
product, gross national income, gross value added,
gross profit, gross savings, output, the volume of ex-
ports and imports of goods and services, intermediate
consumption, taxes paid, compensation of employees,
gross profit and gross mixed income, property income,
final consumption expenditure, social security contri-
butions, social benefits, capital transactions, etc. [15].
However, as scholars note, GDP does not take into ac-
count: 1) the quality of life indicators (level of educa-
tion, life expectancy, environmental conditions, life
satisfaction, etc.); 2) potential future risks; 3) parame-
ters of the unobserved economy; 4) the purchasing
power of currencies and other factors. It should be
noted that some of the methodologies used to calculate
macroeconomic indicators are disputable. These as-
pects must be taken into account when interpreting the
results of the analysis.

Let us examine the trends in selected macroeco-
nomic indicators (Table 1). As can be seen from Table
1, there is a positive trend across all the indicators pre-
sented. In general, in terms of their economic content,
the indicators of gross value added, gross domestic
product, gross national income and gross savings re-
flect the processes of formation, distribution, redistri-
bution and utilisation of resources at the level of the
economy as a whole.
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Table 1
Trends in selected macroeconomic indicators
Indicator Period Growth rate, %
2021 2022 2023 2022 / 2021 2023 /2022
Output of goods and/or services at cur-
rent prices, million roubles 337989 371180 413385 109,82 111,37
Labour productivity: manufacturing
sector (at constant prices, as a percent- 102,8 97,2 108,1 - -
age of the previous year)
Labour productivity: services sector (at
constant prices, as a percentage of the 103,5 96,4 103,2 - -
previous year)
Gross value added at current prices,
million roubles 154853 | 172959 | 191266 111,69 110,58
Gross savings at current prices, million
roubles 52465 51034 57908 97,27 113,47
Gross domestic product at current
prices, million roubles 176879 193741 217969 109,53 112,51
Gross national income at current prices,
million roubles 170386 185608 210906 108,93 113,63

Note: Compiled by the author based on data from the National Statistical Committee of the Republic of Belarus

[15].

Gross domestic product is a key indicator in the
system of national accounts. It can be calculated using
three methods: the income approach, the expenditure
approach, and the production approach. Analysing the
composition and structure of gross domestic product
using these methods is crucial for assessing the perfor-
mance of the economy. Table 2 shows the trend in gross

domestic product calculated by source of income. As
can be seen from Table 2, in 2023, compared with 2022,
there was positive growth across all indicators. The
highest growth was observed in the indicator of net
taxes on production and imports, with an increase of
over 29.6%.

Table 2
Trends in gross domestic product by source of income
Period
0,
2021 2022 2023 Growth rate, %
Indicator Amount, Amount, mil- Amount, 2022 /
millions of lions of rou- millions of 2023 /2022
2021
roubles bles roubles

Compensation of employees at | g5, 4 92336,3 106657 1121 1155
current prices
Net taxes on production and im- 22918 21825,8 28280,7 95,2 129,6
ports at current prices
Gross profitand gross mixed in- | 715g4 5 79578,9 83031,4 111,2 104,3
come at current prices

Note: Compiled by the author based on data from the National Statistical Committee of the Republic of Belarus

[15].

Table 3 below shows the structure of gross domes-
tic product by source of income. There is no single op-
timal structure for the composition of gross domestic
product by source of income. One positive aspect worth
noting is that the growth rates of gross profit and gross

mixed income exceeded the growth rates of workers’
wages. As can be seen from Table 3, no significant
changes in the structure of gross domestic product were
observed during the period under review.
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Table 3
Structure of gross domestic product by source of income
Period Percentage-point
Indicator 2021 2022 2023 change, p.p.
Share of GDP, Share of GDP, Share of GDP, 2022/ 2023/
% % % 2021 2022
Compensation of employ- 46,57 47,66 48,93 1,09 1,27
ees at current prices
Net taxes on production
and imports at current 12,96 11,27 12,97 -1,69 1,7
prices
Gross profit and gross
mixed income at current 40,47 41,07 38,09 0,6 -2,98
prices

Note: Compiled by the author based on data from the National Statistical Committee of the Republic of Belarus

[15].

Table 4 shows the trend in GDP calculated using
the income approach. All components of ‘final con-

sumption expenditure’ show a positive trend, with

growth rates exceeding 10%. In 2023, a positive trend
can also be observed in ‘gross capital formation’.

Table 4
GDP growth calculated using the income approach
Period o
2021 2022 2023 Growth rate, %
Indicator A_mount, mil- Amount, Amount, 2022/ 2023/
lions of rou- millions of millions of
2021 2022
bles roubles roubles
Final consumption expenditure 119725 136897 156468 114,34 114,3
of which:
households 88838,7 102227 116057 115,07 113,53
public organisations 29744,1 33379,4 38911,6 112,22 116,57
non-profit institutions  serving 11421 1290.2 1499 4 112,97 116,21
households
Gross capital formation 431244 41844 53863,8 97,03 128,73
of which:
gross fixed capital formation 39923,6 37678,2 49163,7 94,38 130,48
ngg‘sges 0 ITEMETES T EREIT: | 4165,8 4700,1 130,15 112,83
Net exports 9992,5 11775,9 1021,8 117,85 8,68

Note: Compiled by the author based on data from the National Statistical Committee of the Republic of Belarus

[15].

Table 5 presents the structure of GDP calculated
using the income approach. As in the previous case,
there is no universally accepted optimal ratio between
the structural components. Based on this structure, the

qualitative characteristics of the resulting indicator can

be discussed. The structure of income use should con-
tribute to sustainable economic growth, raise the stand-
ard of living of the population, ensure the necessary in-
vestment in fixed capital and a positive net export.
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Table 5
Structure of GDP calculated using the income approach
Period Percentage-point
2021 2022 2023 change, p.p.
: Share of Share of Share of
Indicator GDP / GDP / GDP/ | 2022/ | 20231
within the within the within the 2021 2022 .
group, % group, % group, %
Final consumption expenditure 67,69 70,66 71,78 2,97 1,12
of which:
households 74,2 74,67 74,17 0,47 -0,5
public organisations 24,84 24,38 24,87 -0,46 0,49
non-profit institutions serving households 0,95 0,94 0,96 -0,01 0,02
Gross capital formation 24,38 21,6 24,71 -2,78 3,11
of which:
gross fixed capital formation 92,58 90,04 91,27 -2,54 1,23
changes in inventories of consumables 7,42 9,96 8,73 2,54 -1,23
Net exports 5,65 6,08 0,47 0,43 -5,61

Note: Compiled by the author based on data from the National Statistical Committee of the Republic of Belarus

[15].

GDP calculated using the production method com-
prises the sum of gross value added by economic activ-
ity and net taxes on products [15]. The optimal structure
depends, first and foremost, on the country’s economic
development model and priority economic activities.
The optimal structure of GDP calculated using the pro-
duction method is characterized by a predominance of
sectors (economic activities) with high value added.

The second element of initial system’s state anal-
ysis of the ‘unobservable parameters’ of the economy.
Within the loop of the proposed algorithm for analysing

the initial state of the national economic system, the un-
observable economy is examined on the basis of iden-
tified patterns in the functioning of the national econ-
omy. The identification of the ‘unobservable parame-
ters’ of the economy is carried out using weak signals
that reflect changes in economic processes and phe-
nomena.

As can be seen from Table 6, the largest share of
the unobservable economy falls within the services sec-
tor.

Table 6

Share of the unobserved economy (in current prices, as a percentage)

. Percentage-point
Indicator Period change, p.p.
2022/ 2023/
2021 2022 2023 2021 2022
The services sector as a proportion of gross do- 8.1 7.4 75 07 0.1
mestic product
The services sector as a proportion of gross 16,6 153 154 13 0.1
value added by economic activity
The manufac_turlng sector as a proportion of 25 37 3.2 1.2 05
gross domestic product
The manufacturing sector as a pr_oportlon of 6.6 9.1 8.1 25 1
gross value added by economic activity
Total by economic activity in gross value 121 124 121 03 03
added
Total by economic activity in gross domestic 106 111 10,7 05 0.4
product

Note: Compiled by the author based on data from the National Statistical Committee of the Republic of Belarus

[15].

For effective management of the national eco-
nomic system, it is important to increase the accuracy
of estimating the volume of the unobserved economy.
To address this issue, we shall adopt a descriptive defi-
nition of the unobserved economy — that is, defining the
subject of study through its properties and external
manifestations. At this stage of the analysis, it is neces-
sary to identify: the economic processes that occur in
an unobserved economy; non-systemic (chaotic) mani-
festations in the economy. The basis for analysing the

unobserved economy is the identification of cause-and-
effect relationships.

Identification of cause-and-effect relationships.

To identify causal relationships, various parame-
ters (indicators) are examined. These parameters may
include: ‘key macroeconomic indicators ..., indicators
characterising the causes and factors of growth, the de-
gree of economic balance, the type of reproduction, ...
the extent of a country’s integration into the global
economy’ [16, p. 54]; parameters of macroeconomic
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regulation [17, p. 5] and others; parameters characteris-
ing the social outcomes of the economy’s functioning
[16, p. 54] and others. The main indicators (parameters)
for analysing the state of the national economic system
may vary depending on the priority areas and objectives
of the national economy’s development. Such objec-
tives may include: economic growth, full employment,
price stability, economic efficiency, and maintaining a
balance of trade [18, pp. 20-21].

The results of the analysis of the system’s initial
state, as well as the identified patterns and interrelation-
ships between the elements of the national economic
system, form the basis of the second stage of the anal-
ysis.

The second analytical loop concerns the analysis
of the types of impact on the national economic system.
This loop involves the identification, analysis and as-
sessment of the system’s voluntary and involuntary
movements and reactions. The main methodological
tasks are (for further details, see publication [19]): 1)
recording and evaluating the movement (change in
state) of the economic system [9, pp. 31-35]; 2) calcu-
lating the time lag of the system’s response to random
(chaotic) and targeted (control) influences; 3) assess-
ment of the oscillatory nature (volatility) of the eco-
nomic system, its susceptibility to external influences
and the presence of undamped oscillations; 4) assess-
ment of the system’s inertia; 5) calculation of the ‘time
constant’ of the control input; 5) quantitative assess-
ment of the non-linear elements of the economic sys-
tem.

The assessment of nonlinear elements of the eco-
nomic system involves: 1) replacing them with their av-
erage characteristics; 2) selecting approximation func-
tions; 3) identifying input signals (impacts) in terms of
their small and large variations; 4) constructing a cor-
responding system of equations that reflects changes in
the system’s integrative properties.

A key aspect of implementing the proposed algo-
rithm is the analysis of: the distinctive features of the
system; the core economic activities; the stable links
between the system’s elements; the types of direct and
indirect external influences that affect changes in the
parameters and properties of the national economic sys-
tem; and the system’s known responses to specific
types of influences. When conducting the analysis, it is
necessary to take into account that the system’s motion
may be free in some directions and constrained in oth-
ers. The importance of this stage is determined by the
following: an accurate mathematical description of
known input influences, combined with a comprehen-
sive description of the system’s stable characteristics (a
mathematical description of the system’s state, includ-
ing its almost-freemovements and reactions), is ‘suffi-
cient for the unambiguous determination of the future
output situation’ [9, p. 28].

Once we have thoroughly identified the system’s
free-running movements and responses, we can pro-
ceed to analyse the system’s responses to various types
of control inputs. An economic system is always sub-
ject to control inputs. Control inputs may differ in terms
of: direction (vector), magnitude, type and frequency.

An analysis of the national economic system
within the loop of a study of the system’s forced move-
ments and reactions involves addressing two main
tasks: 1) examining the types and forms of regulatory
intervention in accordance with the state policy being
implemented; 2) examining the types and forms of ex-
ternal targeted and non-targeted influences (disturbing
influences). This analysis is based on a constructive de-
scription of the structure of the economic system,
which must answer the question of how to form the sys-
tem. From a constructive perspective, any system, in-
cluding an economic system, can be represented as: a
unity of inputs (targeted and non-targeted influences);
models of the economic system; and outputs (system
reactions). In the applied aspect, for the purposes of a
constructive description of the structure of the national
economic system, the types and forms of controlling in-
fluence that have occurred in the past, and which are
available for use in the current and/or forecast periods,
are substantiated and described by mathematical equa-
tions. The result of this analysis is a classification of
cause-and-effect relationships according to their inter-
connection with types of influence (controlling, per-
turbing) on the national economic system. The outcome
is a mathematical description of management methods
and tools.

Particular attention is paid to the evaluation of the
increment of the argument, which yields the increment
of the function. This allows us to assess the change in
the state of the economic system at a given point in time
(tn). An important outcome of the analysis of the sys-
tem’s free and forced movements and reactions is: a)
their integral evaluation; b) an assessment of the na-
tional economic system’s resilience to targeted and
non-targeted influences. The comprehensive assess-
ment of the system’s free and forced movements and
reactions is one of the most complex aspects, as even
the slightest error in the mathematical representation
(formulaic description) of the process under considera-
tion can lead to significant negative consequences.

An important stage of the second loop of analysis
involves analysing the parameters of the national eco-
nomic system following the application of control
measures. Based on the results of this analysis, conclu-
sions are drawn regarding the controllability, stability
and operational efficiency of the national economic
system, as well as the effectiveness of the control sys-
tem. Based on these results, the optimal control law (a
mathematical description of the control function) is se-
lected. Based on the results of the analysis, adjustments
may be made to the controlled object (the parameters
and properties of the national economic system). The
basis for such a management decision is an analysis of
the system’s transient characteristics upon reaching its
target (forecast) state.

The final stage of the second loop of analysis in-
volves the development of a methodological toolkit for
assessing synergistic effects. The basis of this method-
ological toolkit lies in identifying vertical and horizon-
tal links between elements of the national economic
system; these links form the vertices of graphs, reflect
the stable nature of the interrelationships, and ensure
the development (evolution, transformation) of the
economy. These elements may include [14]: 1) sectors
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of the economy and their corresponding institutional
units; 2) spheres of the economy; 3) aggregates of nat-
ural and material resources; 4) various levels of inter-
action between economic actors [1]; 5) groups of ‘eco-
nomic actors ensuring the circulation of goods and in-
come’ [1]; 6) various proportions between the system
elements described above; 7) economic operating con-
ditions (provisions of national and international law).
The identified relationships are classified and described
using corresponding integrated indicators. The result-
ing integrated indicators form the basis for assessing
the synergistic effect of the management decisions
taken.

The third analytical loop concerns the analysis of
the national economic system’s capacity for self-adjust-
ment. The theoretical basis comprises the fundamental
laws of economic theory and the laws governing the de-
velopment of economic systems. The methodological
objectives of this section are: to assess the permissible
level (values, parameters) of the system’s transient
characteristics; and to initiate the system’s self-adjust-
ment mechanism. The main categories of this line of
analysis [20]: ‘transient characteristic of the system’;
‘corrective  mechanism’ (corrective method, tool),
which is based on the analysis of function extrema and
bifurcation points; ‘overshoot’, which depends on the
magnitude of the first disturbance (the magnitude of the
deviation between transient and target parameters); vol-
atility of system indicators; ‘delay time’ of the system’s
response to the corresponding control action.

Conclusion

This article presents, for consideration, an algo-
rithm developed by the author for analysing the state of
the national economic system, which is a complex,
open, dynamic, highly interconnected, and multi-pa-
rameter system. The algorithm comprises three analysis
loops: the main loop (identification and analysis of ob-
served and unobserved parameters of the national eco-
nomic system, description of its initial and target
states); a loop for analysing types of impact on the na-
tional economic system (analysis of intended and unin-
tended impacts, which includes analysis of free and
forced movements and reactions of the system); a loop
for analysing the national economic system’s capacity
for self-adjustment, which enhances its adaptability to
various types of impact. The developed algorithm for
analysing the state of the national economic system is
designed to reflect objective processes in the economy
and will enable the acquisition of comprehensive,
multi-level, quantitative and qualitative information re-
garding its characteristics, properties, parameters and
reactions to various types of impacts. The application
of the algorithm will enable the formation of an adap-
tive management system for the national economic sys-
tem, which will ensure the speed, accuracy and stability
(reliability) of the system’s parameters (characteristics
and properties).
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The objective of this case report is to describe a clinical situation in which an external sinus lift was required
to facilitate implant placement, and the buccal bone wall was used as a 2D scaffold to reconstruct a mesial bone
defect with AM. Three Astra Tech EV implants were subsequently placed and restored three months later, with a

10-year follow-up.
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Introduction

Maxillary sinus augmentation (MSA) procedures
are widely recognized as highly reliable and safe meth-
ods, often selected when the remaining alveolar bone
height in the maxillary premolar-molar region
measures less than 2—4 mm [1]. This surgical technique
involves osteotomy of the buccal bone using the out-
fracture technique [1] or removal of the bone wall [2],
followed by elevation of the Schneiderian membrane
and placement of grafting materials between the crestal
bone and the membrane [1-3]. Numerous studies have
explored sinus augmentation using various materials,
including autogenous bone (AB) [4,5], allograft mate-
rials (AM) [6-8], synthetic grafts (SG) or xenografts
(XG) [8,9], combinations [9], or even graft-less tech-
niques [10,11].

This procedure facilitates subsequent dental im-
plant placement, either simultaneously or in a delayed
approach [11,12]. The long-term stability of implants is
closely linked to the viability and integration of grafting
materials with newly formed bone, which gradually de-
velops from the residual maxillary bone [13,14].

Various guided bone regeneration (GBR) tech-
niques and grafting protocols are employed to recon-
struct alveolar bone defects, depending on the defect's
morphology [15]. Minor horizontal defects may be cor-
rected through a single-stage augmentation procedure
[16]. The use of barrier membranes resorbable or non-
resorbable combined with tenting screws helps pre-
serve the gained volume and prevent resorption [17].
Consequently, restoring substantial defects requires
horizontal and/or vertical augmentation using AB
grafts or bone substitutes [15,16]. AB grafts are consid-
ered the "gold standard" for bone grafting due to their
osteogenic, osteoinductive, and osteoconductive prop-
erties [18]. However, harvesting AB necessitates an ad-
ditional surgery, increasing patient morbidity [19]. To
mitigate these risks, various SG, XG biomaterials, or
AM have been employed as bone substitutes because of
their osteoconductive scaffold and bone-forming ca-
pacity [6-9].

For two-dimensional (2D) bone defects, grafts
harvested from the chin or retromolar regions have

been utilized [20]. Pikos [21] introduced the inlay tech-
nique, which involves the precise placement of block
grafts that fit the defect. The shell technique has also
been described for 2D bone reconstruction [22,23].
Thin cortical bone shells can be harvested from the
retromolar region using a specialized diamond disk and
positioned to reconstruct the cortical plate, shielding
the harvested bone placed between the shells and the
defect from resorption [22,23]. These procedures re-
quire both augmentation of the recipient site and har-
vesting from an intraoral donor site, necessitating two
surgeries [22,23].

An alternative MSA technique involves the out-
fracture osteotomy, where a complete 360-degree oste-
otomy is performed, and the lateral window bone is
separated from the membrane [24-26]. The bony win-
dow can replace an absorbable membrane or be crushed
and mixed with graft material [24,26]. If the lateral
bone wall is thick (>2 mm), cortical bone can be har-
vested and used as graft material [27,28].

The objective of this case report is to describe a
clinical situation in which an external sinus lift was re-
quired to facilitate implant placement, and the buccal
bone wall was used as a 2D scaffold to reconstruct a
mesial bone defect with AM. Three Astra Tech EV im-
plants were subsequently placed and restored three
months later, with a 10-year follow-up.

Case Report

A 55-year-old female patient, classified as ASA |
and in good health, was referred to our clinic by her
dentist for evaluation of her edentulous maxillary area.
Clinical examination revealed edentulism extending
from the canine to the second molar in the left maxilla,
with minor pain in the right anterior and left posterior
maxillary regions.

Preoperative radiographic evaluation using pano-
ramic radiographs and cone beam computed tomogra-
phy (CBCT) revealed insufficient bone volume for
standard implant placement and a horizontal bone de-
fect in the premolar region. Consequently, sinus bone
elevation via the lateral approach and 2D reconstruc-
tion were deemed necessary (Figure 1a, b, ¢, d).

The procedure was discussed thoroughly with the
patient, explaining all available treatment options.


https://orcid.org/0000-0002-7658-1361
https://doi.org/10.5281/zenodo.19292665

26 Norwegian Journal of development of the International Science No 177/2026

MSA was performed under local anesthesia (4% arti-
caine with 1:100,000 adrenaline). Preventive antibiotic
therapy (2 g amoxicillin-clavulanic acid or 600 mg
clindamycin for penicillin-allergic patients) was ad-
ministered one hour preoperatively, followed by 1
2/300 mg twice daily for five days. Analgesics (600 mg
ibuprofen) were prescribed preoperatively and as
needed postoperatively, along with instructions for
daily 0.12% chlorhexidine gluconate oral rinses for one
week.

A crestal incision was made in the edentulous area,
with two vertical incisions mesially and distally. Access
to the maxillary buccal bone was achieved through a
full-thickness mucoperiosteal flap. Osteotomy of the
buccal bony window was performed using a piezo-ul-
trasonic device as planned on CBCT. The rectangular
bone was detached from the sinus membrane and ele-
vated with the membrane tip of the piezo unit, followed
by sinus curettes.

A solvent-dehydrated mineralized cortical-cancel-
lous bone allograft (MCBA) (Puros Cortical-Cancel-
lous particulate 0.25—1.0 mm; ZimVie, Carlsbad, USA)
was hydrated in sterile saline and condensed into the
sinus cavity, then sealed buccally with a collagen mem-
brane (CollaTape; ZimVie, Carlsbad, USA) (Figure 2a,
b,c,d, e, f, g, h).

Small perforations were made in the bone defect
using a round bur to stimulate vascularization from the
bone to the MCBA. The removed cortical bone wall
was repositioned and fixed with two bone screws (Pro-
fix, Osteogenics, Lubbock, USA, 1.5 mm X 12 mm).
The space between the cortical bone and the defect was
packed with MCBA. A bovine pericardium membrane
(CopiOs Pericardium Membrane, ZimVie) covered the
graft site and was fixed with four tacks. The flap was
closed with simple sutures (Monocryl 3/0, Ethicon,
Johnson & Johnson, Somerville, NJ, USA).

Weekly clinical and radiographic follow-up was
conducted. After six months, panoramic radiographs
and CBCT revealed complete healing of the defect and
sinus cavity. Four Astra Tech EV implants were placed
in the augmented areas using a similar flap design. (Fig-
ure3 a,b,c,d,e,f).

Eight weeks later, healing abutments were placed
through a limited crestal incision. Two weeks after-
ward, impressions were taken using polyvinyl siloxane,
and final crowns were fabricated using glass ceramic
and cemented onto Ti Design abutments with glass ion-
omer cement (Figure 4 a, b).

Clinical assessments and standardized intraoral ra-
diographs were obtained during follow-up visits up to
ten years using the long-cone paralleling technique
(Figure 5 a, b).

Discussion

MSA and GBR have demonstrated favorable re-
sults clinically, radiographically, and histologically for
bone reconstruction in dental implants [6-8,16,18].
Maxillary sinus membrane elevation and grafting is

widely recognized as the preferred treatment for im-
plant placement in edentulous posterior maxilla with
bone height deficiency [14,27,28].

GBR enhances alveolar bone volume in defects of
varying shapes and dimensions [16,18]. Several tech-
niques manage the lateral sinus bony window in MSA,
including elevating it into the sinus cavity, crushing and
mixing with particulate bone grafts, or repositioning it
[25]. The lateral window bone can serve as an autoge-
nous graft when horizontal or vertical crestal defects
adjacent to the augmented sinus require reconstruction
[22-24,26].

Proper immobilization and vascularization are
critical for 2D reconstruction success. The lateral win-
dow bone used to create the necessary space is secured
with two fixation screws [20-23]. Integration of 2D
bone reconstruction and barrier membranes minimizes
volumetric changes by reducing surface resorption dur-
ing healing [17].

The described method offers clinical advantages
by condensing the procedure into a single session, elim-
inating a second surgery. Sinus elevation and horizontal
augmentation are performed simultaneously, and im-
plants can be placed in the grafted sinus and augmented
area [24].

Bone substitutes, such as allografts, provide scaf-
folds for vascular infiltration and hard tissue regenera-
tion, integrating smoothly into newly formed bone
[6,7,9,14,29,30]. MCBA, according to histological
studies, is gradually replaced by autogenous bone while
demonstrating excellent integration [7,9,29,30].

Isolation of the bone substitute from the oral cav-
ity is crucial to prevent fibrous tissue infiltration [17].
Dense pericardial membranes exhibit stable resorption
and effectively support bone regeneration [31]. The in-
crease in bone width from 3.05 to 6.99 mm post-graft-
ing suggests enhanced vascularization, promoting tis-
sue regeneration [17]. Osteogenesis relies on progeni-
tor cells from bone marrow stroma and pericytes from
small blood vessels in connective tissue [29,30]. Perfo-
rating the underlying compact bone during GBR opens
marrow spaces, accelerating vascularization and en-
hancing bone regeneration [32].

The primary limitation of this technique is the po-
tential risk of sinus membrane perforation during bony
wall reflection or fracturing the bony wall during fixa-
tion.

Conclusion

The shell technique using cortical bone from the
lateral buccal wall, in combination with allograft mate-
rials and lateral sinus augmentation, provides a reliable
method for horizontal ridge reconstruction. This ap-
proach enables simultaneous sinus elevation and hori-
zontal augmentation, reducing surgical interventions
while maintaining predictable outcomes for implant
placement. Long-term follow-up demonstrates stable
bone volume and successful integration of graft mate-
rials, confirming the technique’s efficacy for managing
complex maxillary defects.
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Figure 1:
a: Panoramic radiograph showing the height in the posterior part of the maxilla.
b: para-axial cuts of the CBCT showing the bone defect in the premolar area and the crestal extension of the
maxillary sinus.
¢: panoramic reconstruction of the CBCT
d: clinical view of the area to be grafted, note the buccal defect in the premolar area.

Figure 2:

a: the osteotomy of the buccal wall

b: the buccal wall retrieved in one piece

c: the buccal wall is fixed with screws in the buccal defects, note the small perforation of the sinus membrane
d: the preformation was closed with a collagen membrane

e: the space and the sinus were filled with MCBA

f: collagen membrane covered the augmented area

h: sutures of the flap.

Figure 3:

a: post-operative panoramic radiograph

b: Para-axial cut of the CBCT showing the augmented area

¢: Para-axial cut of the CBCT showing the augmented sinus with respect to the sinus cavity

d: 4 months later a clinical view showing the augmented area, note that the new bone is covering the screw.
e: 3 Eve implants were placed in the augmented area.

f; Intra-oral radiograph showing the 3 implants.
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Figure 4:

a: clinical view with fixed crowns on the implants.
b: intra oral radiograph of the implants and crowns.

Figure 5: Post-Operative radiographs at 10 years
a: Panoramic radiograph
b: Intra oral radiograph of the implants and crowns, note that there is no bone loss around the neck of the implants.
c: Para-axial CBCT of the premolar area reconstructed in 2D.
d: Para-axial CBCT of the molar region with sinus grafting the continuity of the grafted materials with respect to
the sinus membrane is well noted.
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Abstract

This scientific and analytical work systematizes the clinical applications of ultrasound diagnostics for various
thyroid diseases. Diffuse and focal changes, echogenicity variations, nodular and cystic lesions, inflammatory
changes, and neoplastic processes in this organ are covered in detail. It is emphasized that ultrasound examination
occupies a leading place both in the initial diagnosis and as part of a comprehensive patient examination. The
article presents a detailed and comprehensive review of modern ultrasound diagnostic methods using various
modes: B-mode only, Doppler techniques, microangiographic technologies, elastography, contrast-enhanced ul-
trasound, and digital analysis algorithms using artificial intelligence, as well as their features and informative value
in the differential and early diagnosis of thyroid pathological conditions. Current recommendations for ultrasound
diagnostic specialists in accordance with the TI-RADS standard are presented. The article presents clinical proto-
cols for the diagnosis and treatment of various thyroid pathologies, and also describes in detail current international
practices and trends in the field of oncological surveillance and early diagnosis of thyroid cancer using ultrasound
examination.

Keywords: thyroid gland, thyroid, thyroid lesions, radiology, ultrasound, ultrasound diagnostics, region of
interest, B-mode, color Doppler, ultra-microangiography, ultra-microvascular imaging technology, elastography,
contrast ultrasonography, computer-assisted diagnosis, artificial intelligence, fine needle aspiration biopsy, oncol-
ogy, thyroid cancer.

Today, ultrasound diagnostics of various thyroid  for the diagnosis and treatment of thyroid pathology in
gland pathologies, including diffuse changes, de- the Republic of Kazakhstan, ultrasound diagnostics oc-
creased and increased echogenicity, nodular and cystic  cupies a leading position both in diagnostics and for
lesions, inflammatory changes, and thyroid cancer,isa  monitoring [1-4].
leading method for both primary diagnosis and compre- As noted by Zhou H. et al. [5] thyroid cancer is
hensive examination. According to current protocols
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one of the most common malignant tumors of the en-
docrine system. Thyroid nodules in 5% ~ 15% thyroid
cancer are malignant. The incidence rate of thyroid can-
cer is increasing year by year. The incidence rate in
women is generally higher than that in men. Papillary
thyroid carcinoma is the most common clinical feature
of thyroid cancer. It has the characteristics of high dif-
ferentiation, low malignancy, good prognosis, and long
survival. However, local metastasis and distant metas-
tasis can also occur. Studies have shown that the rate of
lymph node metastasis in papillary thyroid carcinoma
is 84.7%, of which two-thirds have 70% lymph node
metastases to thyroid cancer, and the incidence rate of
thyroid cancer ranges from 70% to 85%. Local invasion
or distant metastasis of thyroid cancer may increase the
chance of postoperative recurrence. Therefore, metas-
tasis of thyroid cancer is one of the important factors
affecting the prognosis of patients. Early detection of
thyroid cancer metastasis can help clinicians to esti-
mate the surgical conditions. Ultrasound is the most im-
portant imaging method for the diagnosis of thyroid
cancer metastasis, which is not only convenient but also
accurate and reliable. With the continuous improve-
ment of instrument performance, high-frequency ultra-
sound can not only sensitively display the internal
structure of lesions but also provide blood flow infor-
mation or judge the quality of lesions. In 2009, the
American Thyroid Association emphasized the signifi-
cance of ultrasound in thyroid nodules in the diagnosis
and treatment manual of thyroid nodules and differen-
tiated thyroid cancer and evaluated the ultrasonic thy-
roid examination as Grade A. Ultrasound examination
is of great significance for early detection of thyroid
cancer metastasis, early treatment, and improving the
survival rate and quality of life of patients and has an
important impact on the prognosis of patients.

A very interesting study was conducted by Ken-
nedy E. et al. [6]. Our colleagues investigated which in-
dications most commonly prompt referral for thyroid
ultrasound and the diagnostic utility by indication. Ex-
tractors categorized referral reasons into (1) suspected
palpable nodule (SPN) on physical examination; (2)
chronic symptoms (CS) - e.g., globus sensation and
dysphagia; (3) metabolic symptoms (MS; e.g., fatigue,
weight change, and heat intolerance); (4) screening due
to high risk for thyroid cancer (e.g., multiple endocrine
neoplasia, Pendred syndrome, and family history of
thyroid cancer); (5) follow-up of incidental thyroid
nodule detected on another imaging study; or (6) com-
bination of aforementioned factors. Suspected cases of
goiter were included in the physical examination find-
ings of a palpable thyroid nodule or mass. Additional
variables extracted included the date of ultrasound,
maximum diameter of largest nodule identified, if a bi-
opsy was recommended by the interpreting radiologist,
and if fine needle aspiration biopsy (FNAB) was per-
formed. Demographic variables extracted included pa-
tient age, sex, race/ethnicity (White, Black, Asian, and
Hispanic), insurance status (Medicaid, Medicare, pri-
vate insurance, and uninsured), and Charlson Comor-
bidity Index (CCI) - 0, 1, and 2+. The primary outcome
of interest was the percentage of thyroid ultrasounds

performed that had an identifiable nodule for each re-
ferral indication. The secondary outcome evaluated
“biopsy-recommended” nodules specifically, which
were defined as nodules that the radiologist recom-
mended for biopsy. Radiologists at institution routinely
utilize the Thyroid Imaging Reporting and Data System
(TI-RADS), and recommendations for biopsy are based
on nodule size and TI-RADS category; however, spe-
cific TI-RADS scores were not abstracted. The percent-
age of biopsy-recommended nodules among all ultra-
sounds performed was compared among each referral
indication.

In all, 3459 discrete neck ultrasounds were identi-
fied between 2017 and 2019. Of these, 1739 (50%) met
inclusion criteria. The majority of patients were female
(76%), White (86%), privately insured (62%), and
healthy (76% with CCI 0); the mean age was 53 years
standard deviation (SD). The most common indication
for thyroid ultrasound referral was an SPN on physical
examination (40% of all ultrasounds performed). The
next leading referral indication was follow-up of a nod-
ule identified on incidental imaging (28%). Referral for
CS and MS made up 13% and 6% of ultrasounds, re-
spectively. Only 2% of patients were referred for thy-
roid ultrasound due to high-risk factors. Patients re-
ferred for a combined indications accounted for 11% of
thyroid ultrasounds. The combined indication was most
often (45%) due to a patient presenting with CS and an
SPN on examination. Among all ultrasounds per-
formed, 62% identified a thyroid nodule. Patients re-
ferred for incidental findings had the highest percent-
age of ultrasounds with thyroid nodules present at 94%.
Several possible reasons exist for the 6% of incidental
findings that lacked a thyroid ultrasound correlate. For
example, some were imaging “suggestive” of a nodule,
but not definitively a nodule. These findings typically
derived from imaging that was not optimal for the thy-
roid (e.g., chest or cervical spine computed tomography
scan and nuclear imaging); and the suggestive nodule
was ultimately not detectable on dedicated thyroid ul-
trasound [6].

In comparison, patients referred because of an
solid pseudopapillary neoplasm (SPN) on examination
and for CS identified nodules on 55% and 39% of ul-
trasounds, respectively. Patients with MS had a nodule
on ultrasound 43% of the time. Among those referred
for high-risk factors, 57% had a nodule present. Pa-
tients referred for combined indications had nodules on
42% of ultrasounds. Analysis of variance (ANOVA) in-
dicated the difference in nodule detection rate between
indications was statistically significant (p <0.05). Only
27% of ultrasounds identified a thyroid nodule that was
recommended for biopsy. Those referred from inci-
dental imaging had the highest percentage of biopsy-
recommended nodules (55%). This was followed, in or-
der, by patients referred for physical examination of a
palpable thyroid nodule (21%), high-risk factors (20%),
combined indications (16%), MS (10%), and CS (6%).
The overall mean maximum diameter of identified thy-
roid nodules was 1.9 cm (SD 1.3 cm). Of note, 32 radi-
ology reports identified a thyroid nodule but did not
record size and were, therefore, excluded from this spe-
cific analysis. Patients referred for incidentally found
thyroid nodules had the largest mean nodule size at
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2.4 cm (SD 1.2 cm). All other groups had a mean nod-
ule size between 1.2 and 1.8 cm. The difference in av-
erage size of nodule was statistically significant
(p <0.05). A logistic regression model evaluated the as-
sociation of patient age, sex, ethnicity, CCl, insurance
status, and referral indication with identification of a
nodule on ultrasound. Compared with patients referred
for an SPN on examination, those with incidental nod-
ules were over 10 times more likely to have a nodule
found on ultrasound (odds ratio [OR]=10.6 [confi-
dence interval (CI) 7.0-16.0]). Conversely, patients re-
ferred for CS were half as likely to have an identifiable
nodule compared with those referred for physical ex-
amination findings (OR = 0.5 [CI 0.4-0.7]). In addition,
the odds of finding a nodule increased with age, espe-
cially for those aged 65 years and above (vs. age <45
OR =3.6 [CI 2.2-5.9]). Finally, females were twice as
likely to have a nodule found on thyroid ultrasound
(OR=2.0 [CI 1.5-2.6]). Results were similar when
evaluating only biopsy-recommended nodules. Com-
pared with patients referred for an SPN on examination,
those referred for incidental findings were significantly
more likely to have a biopsy-recommended nodule
(OR=4.7 [CI 3.5-6.3]), while those referred for CS
were significantly less likely to have a biopsy-recom-
mended nodule on ultrasound (OR=0.3 [CI 0.1-0.5].
There was no difference in identifying biopsy-recom-
mended nodules between sexes (female vs. male
OR = 1.2 [CI 0.9-1.6]). In conclusion, the authors em-
phasize that only a quarter of dedicated thyroid ultra-
sounds yielded a nodule recommended for biopsy, and
39% did not have a nodule present at all. Moreover,
only half of ultrasounds performed to evaluate a sus-
pected nodule on physical examination actually identi-
fied one. Ultrasound referrals for symptoms had the
lowest diagnostic yield, with fewer than 10% identify-
ing a biopsy-recommended nodule. These findings sug-
gest that re-evaluation of guidelines on thyroid ultra-
sound referral may be necessary to decrease the
overutilization of thyroid ultrasound and the down-
stream consequences of detection of small potentially
irrelevant nodules [6].

Wu J. et al. [7] to study the application value of
SMI technology (ultra-microvascular imaging technol-
ogy) and contrast-enhanced ultrasound in the differen-
tial diagnosis of thyroid benign and malignant nodules.
According to the authors, thyroid disease has always
been a common and frequent disease in clinical medi-
cine, and its disease detection rate has been increasing
year by year. Thyroid diseases are mainly divided into
two categories: thyroid diseases treated by medical
treatment and thyroid diseases treated by surgery. Thy-
roid cancer has also become one of the most common
malignant secretory tumor diseases today. Ultrasound
examination is a commonly used method for diagnos-
ing thyroid diseases. During the diagnosis process, doc-
tors need to observe the characteristics of ultrasound
images and combine professional knowledge and clini-
cal experience to give the patient’s disease status.

The thyroid is an important organ of the human
body, and it plays an important role in maintaining the
health of the human endocrine system and the physical
and mental health of the human body. With the ad-

vancement of medical ultrasound technology, ultra-
sound examination has become one of the most com-
monly used early detection methods for diseases due to
its advantages such as low price, safety, noninvasive-
ness, convenient use, and ability to reflect the actual sit-
uation of tissues. A thyroid nodule refers to a mass in
normal thyroid tissue that is different from normal glan-
dular tissue. Thyroid nodules can be divided into two
categories according to their nature: benign nodules
and malignant nodules. Among them, benign nodules
can be divided into nodular goiter, thyroid adenoma,
and Hashimoto's thyroiditis (HT); the main type of ma-
lignant nodules is thyroid papilloma, which is the most
common pathological type with the highest incidence
of malignant thyroid nodules, while other pathological
types are relatively rare. Due to the superficial location
of the thyroid, the boundary between the outer envelope
and surrounding soft tissues is clear, which provides fa-
vorable conditions for ultrasound diagnosis. The self-
regulation of thyroid function refers to the regulation of
the secretion of thyroxine by the amount of iodine sup-
plied by the thyroid itself in the absence of thyroid-
stimulating hormone (TSH) or the concentration of
TSH is unchanged. Therefore, for the identification and
diagnosis of benign and malignant thyroid nodules, ul-
trasound has always been one of the preferred imaging
methods. With the continuous improvement of the level
of science and technology, ultrasound inspection tech-
nology has also improved. When using ultrasound to
diagnose thyroid diseases, thyroid neoplastic lesions
can be displayed more clearly on the ultrasound images,
and the lesions can be found in time and medical
measures can be taken to control the condition. How-
ever, thyroid diseases are complex and changeable, es-
pecially malignant thyroid nodules, which are difficult
to diagnose and control. During an ultrasound exami-
nation, benign and malignant nodules overlap on the
two-dimensional sound image, which makes the diag-
nosis more difficult. Especially when some nodules
have both benign and malignant characteristics, it is
difficult to distinguish and qualitatively diagnose their
nature based on the sonogram alone, which directly af-
fects the choice of clinical treatment and surgical meth-
ods. This puts forward higher requirements for the ini-
tial qualitative diagnosis of lesion formation for ultra-
sound diagnosticians. Therefore, medicine urgently
needs more advanced ultrasound diagnostic technology
to overcome the difficulties encountered when using
conventional ultrasound examination methods to diag-
nose thyroid diseases so as to help clinicians better di-
agnose and treat thyroid diseases and protect the health
of patients. There is a clinical need for an intelligent
diagnosis technology of thyroid diseases based on ul-
trasound images, which can provide objective and reli-
able auxiliary diagnosis opinions for thyroid diseases
through the texture, shape, and other information of the
images, freeing doctors from heavy work [7].

The study states that SMI technology is a new ul-
trasound diagnostic imaging method proposed by
Canon in Japan in 2014. The principle basis of SMI
technology is the motion suppression technology used
to isolate and eliminate clutter but retain the vulgar
blood flow signal. It includes ultrasound diagnostics,



Norwegian Journal of development of the International Science No 177/2026 33

ultrasound therapy, and biomedical ultrasound engi-
neering. Therefore, ultrasound medicine has the char-
acteristics of combining medicine, science, and engi-
neering. It involves a wide range of contents and has a
high value in the prevention, diagnosis, and treatment
of diseases. In the motion suppression technology, the
ultrasonic detection image subtracts the change of the
structure position from one frame to another, leaving
only the color imaging part. SMI technology uses an
adaptive wall wave to suppress clutter noise and mini-
mize the flash artifacts of the image. Ultrasound tech-
nology is a high-tech developed in the 20th century. It
is an emerging, interdisciplinary, and borderline sci-
ence, which has attracted extensive attention of scien-
tific and technological workers in countries such as the
United States, Germany, Canada, Japan, and China.
Contrast-enhanced ultrasound technology is a very
prominent technological development in the field of ul-
trasound imaging diagnostics in recent years, and it can
also be called the third leapfrogging revolution in the
history of ultrasound imaging. Contrast-enhanced ultra-
sound uses low mechanical index (MI10.2) pulse con-
trast sequence imaging technology for ultrasound in-
spection, so it reduces the damage to microbubbles and
greatly improves the signal-to-noise ratio of the image.
In the project of acquiring a dynamic image by contrast-
enhanced ultrasound, although the detected object can
hold the breath for a short time, the slight movement of
the organs cannot be completely eliminated, and the or-
gan movement may be more serious after the breath-
hold is over. In order to comprehensively use multiple
imaging modes or co-modal changes to provide more
complete information, the ultrasound contrast motion
correction algorithm often integrates all effective infor-
mation to make up for information deficiencies and bet-
ter serve clinical diagnosis and treatment. In the work
of our colleagues, the experimental methods of this
study are as follows: first, 40 cases of benign and ma-
lignant thyroid nodules in China in 2018 were ran-
domly selected. Among them, there were 20 cases of
benign and malignant nodules. The maximum diameter
of the nodules was 0.6~3.9 cm, with an average of
2.10.3 cm. The pathological results of all nodules were
obtained through fine-needle aspiration biopsy or sur-
gical treatment. Then, according to the standard blood
flow distribution pattern of thyroid nodules, SMI tech-
nology and contrast-enhanced ultrasound were used to
judge, and two different selected nodule cases com-
posed of 20 nodules in each group (10 benign and ma-
lignant nodules) compared the distribution pattern of
blood flow and the morphological characteristics of
blood vessels. According to the standard blood flow
distribution pattern of thyroid nodules, in this experi-
ment, SMI technology was used to judge the blood flow
distribution pattern of nodules 4 times. That the analy-
sis of the blood flow distribution pattern of SMI tech-
nical nodules in 20 cases of benign and malignant thy-
roid nodules in this group showed that the number of
central and mixed nodules was the same, and the num-
ber of peripheral nodules was the least. After evalua-
tion, through 4 repeated judgments, the blood flow dis-
tribution pattern of the nodules under SMI technology
is completely consistent with the actual case. It shows

that SMI technology has a high accuracy rate for dis-
playing the blood flow distribution pattern of thyroid
nodules. SMI angiography showed that the vascular
morphology of malignant nodules was stump type and
crab foot type, with more tortuous and chaotic direc-
tions, and more irregular small branches, which was in
line with the actual situation. This shows that SMI tech-
nology has a good imaging effect on nodular blood ves-
sels [7].

In conclusion, the authors come to the conclusion
that with the improvement of medical technology in to-
day's society and the enhancement of people's health
awareness, people's attention to thyroid diseases con-
tinues to increase. However, thyroid diseases, such as
malignant secretory tumor diseases, are more complex
and changeable, especially for malignant thyroid nod-
ules, which are difficult in clinical diagnosis and treat-
ment. Conventional thyroid ultrasound examination
methods also have certain limitations, such as: for be-
nign and malignant thyroid lesions, two-dimensional
detection images sometimes overlap, which can also
lead to different images of the same disease, and the
same frequency of different diseases; at the same time,
the blood flow with a low flow rate will not be dis-
played. And usually, it can only clearly display the
larger blood vessel images, but the new microvascular
network of the tumor cannot show its full picture,
which means that thyroid cancer with less blood supply
is easy to be missed. These deficiencies in conventional
ultrasound examinations will directly affect the clinical
treatment of thyroid diseases. Therefore, the medical
field of thyroid diseases urgently needs more advanced
ultrasound diagnostic technology to overcome the dif-
ficulties encountered in the diagnosis of thyroid dis-
eases so as to help clinicians better diagnose and treat
thyroid diseases and protect the health of patients. With
the improvement of science and technology, two more
advanced ultrasound detection technologies, SMI tech-
nology and contrast-enhanced ultrasound, have
emerged in medicine. SMI technology can detect very
low blood flow in thyroid lesions and can noninva-
sively and truly reflect the blood perfusion state of the
nodules; contrast-enhanced ultrasound can continu-
ously and dynamically observe the vascular distribution
and blood perfusion of thyroid nodules, showing that
the possibility of tumor neovascularization has also
been improved. Therefore, SMI technology and con-
trast-enhanced ultrasound technology can solve the cur-
rent problems in the diagnosis and treatment of thyroid
diseases to a certain extent by virtue of their own ad-
vantages and have begun to be used in the identification
and diagnosis of thyroid benign and malignant nodules.
The research in this article has proved through experi-
ments that SMI technology and contrast-enhanced ul-
trasound have high diagnostic sensitivity for the identi-
fication and diagnosis of benign and malignant thyroid
nodules, that is they have better diagnostic efficiency
and application value. And from the comparison of sen-
sitivity, the diagnostic sensitivity of SMI technology is
slightly higher than that of contrast-enhanced ultra-
sound, which shows that SMI technology has slightly
better diagnostic performance and application value
than contrast-enhanced ultrasound. The findings of this
article provide a meaningful reference for the medical
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community to better apply SMI technology and con-
trast-enhanced ultrasound in the diagnosis and treat-
ment of thyroid diseases. The number of features ex-
tracted manually in the research of thyroid nodular dis-
ease in this article is relatively small. In the future, more
features can be added to study the interaction between
artificial features and neural network features to
achieve better classification results [7].

Jacome C.S. et al. [8] mpoBenu mo3HaBaTeIbLHOE
HCCIIeIOBaHHE, MOCBAIICHHOE 3(P(PEeKTHBHOCTH Talb-
ITaTOPHOT'O BBIABJICHUA Y3JIOB B HlPITOBPII[HOﬁ KEIIC3C U
KOPPEALUA 9TUX PE3YJIbTATOB C IIOCIEAYOIUMH YJIb-
TPa3BYKOBBIMH HCCIeZoBaHMsMH. The authors con-
ducted a retrospective observational study and identi-
fied adult patients (>18 years old) who underwent thy-
roid or neck ultrasounds (TUS) for the first time
between January 1, 2015, and September 30, 2017,
from ultrasound database. An initial search identified
5,938 patients with a TUS, from which our colleagues
randomly selected a cohort of 500 patients who had a
TUS ordered for any reasons (e.g., screening, workup
of thyroid dysfunction). Of these, 327 patients were
found to have both a TUS ordered and documented
physical examination of the thyroid, which was per-
formed either as part of the thyroid-related workup
(e.g., thyroid function test abnormalities, personal or
family history of thyroid cancer) or as a routine neck
examination. In all those instances, the TUS was or-
dered after the physical examination had been con-
ducted.

The researchers piloted and applied an extraction
form to collect patient demographics and the specialty
of the clinician who conducted the physical exam.
From the physical exam documentation, they extracted
the types of findings (solitary nodule, multinodular goi-
ter, enlargement without nodularity, normal thyroid,
and an "other category" for patients with indeterminate
findings such as thyroid asymmetry). Additionally,
study's authors documented the precise locations (right
lobe, left lobe, isthmus or bilateral) where these find-
ings were encountered, whenever the data was accessi-
ble. In a similar fashion, researchers carefully extracted
the TUS findings (solitary nodule, multinodular goiter,
enlargement without nodularity, no finding, and "other
category" to group patients who had thyroiditis without
the presence of nodules or lymphadenopathy) and
noted the corresponding locations of the described find-
ings. When there was a nodular finding in the ultra-
sound, authors extracted the largest diameter from the
largest nodule. Given that the accuracy of thyroid phys-
ical exam may be affected by previous knowledge of
thyroid-related symptoms, our colleagues also docu-
mented whether there was presence of symptoms asso-
ciated with thyroid nodules or masses (e.g., neck full-
ness, dysphagia, odynophagia, choking, etc). The au-
thors summarized continuous variables using means
and standard deviations, and categorical variables using
frequencies and percentages. Using the TUS findings
as the reference standard, they calculated the accuracy
of the findings noted from the thyroid palpation. First,
our colleagues calculated the sensitivity, specificity, ac-
curacy, and positive predictive value (PPV) and nega-
tive predictive value (NPV) of the thyroid palpation in
the identification of any abnormal thyroid findings (any

abnormality yes/no in thyroid palpation compared with
any abnormality yes/no in thyroid ultrasound). Then,
study's authors estimated the accuracy of the physical
exam in detecting thyroid nodules (single thyroid nod-
ule [yes/no] detected by thyroid palpation compared to
thyroid nodule [yes/no] detected on confirmatory thy-
roid ultrasound), and multinodular goiters (multiple
nodules [yes/no] found by thyroid palpation compared
to multiple nodules [yes/no] identified on a thyroid ul-
trasound). Additionally, they calculated the accuracy
and PPV of the thyroid physical exam to determine the
location (e.g., right lobe, left lobe, isthmus or bilateral)
of the thyroid findings when data was available in the
medical records. Finally, authors calculated the propor-
tion of additionally findings derived from a positive
thyroid palpation as 1) the number of patients who had
a solitary nodule palpated and were found to have mul-
tiple nodules on the subsequent ultrasound, or 2) pa-
tients who had a thyroid enlargement in the physical
exam and found to have one or more thyroid nodules
on the subsequent ultrasound. When possible, research-
ers conducted subgroup analyses by patient sex, patient
weight (obese or overweight vs. normal weight based
on body mass index (BMI) categories), size of the thy-
roid nodule (<2 cm or >2cm), symptoms of nodular dis-
ease (yes and no), and by clinician specialty (primary
care vs. specialties). Scientific researchers conducted a
test interaction to evaluate for statistically significant
subgroup differences [8].

Our colleagues included 327 patients, the majority
were female (213/327, 65.1%) and white (275/327,
84.1%) with a mean age [standard deviation — (SD)] of
50.8 years old (16.9). Most patients were obese or over-
weight (225/327, 71.2%) and had the thyroid physical
exam performed by a primary care clinician (178/327,
54.4%). Additionally, most patients did not present any
symptoms of thyroid nodular disease (231/327, 70.6%).
Regarding finding any thyroid abnormality, the thyroid
physical exam had a sensitivity of 71.8% (n= 189/263,;
95% CI 66%-72.2%), specificity of 35.9% (n= 23/64;
95% CI 24.2%-49.9%), accuracy of 64.8% (212/327;
95% CIl 59.4%-70.0%), NPV 23.7% (23/97; 95%
17.5%-31.3%) and PPV 82.1% (189/230; 95% CI
79.1%-84.9%). When the diagnostic accuracy was esti-
mated by an individual thyroid palpation finding (thy-
roid nodule or multinodular goitre), the physical exam
had a sensitivity of 20.3% (n=12/59; 95% CI 12.3%-
36.2%), specificity of 79.1% (212/268; 95% CI 73.7%-
83.2%), accuracy of 68.5% (n=224/327; 95% CI
59.4%-70.0%), NPV 81.8% (n=212/259; 95% 81.5%-
85.8%) and PPV 17.6% (n=12/68;95% CI 11.1%-
27.1%) in detecting a thyroid nodule; and a sensitivity
of 10.8% (n-=17/157; 95% CI 6.4%-16.7%), specificity
0f 96.5% (n=164/170; 95% Cl 92.4%-98.7%), accuracy
of 55.4% (n=181/327; 95% CI 49.78%-60.8%), NPV
53.9% (n=164/304; 95% 52.4%-55.4%) and PPV
73.9% (n=17/23; 95% CI 53.4%-87.5%) in finding a
multinodular goiter. Out of 327 patients, 60 physical
exams included the side of the thyroid nodule. Among
these, the overall accuracy, and the PPV of the physical
examination in identifying the location (e.qg., right lobe,
left lobe, isthmus, or bilateral) of the thyroid finding
were 46.6% and 37.5%, respectively. Physical exams
among symptomatic patients demonstrated superior
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performance than those conducted among asympto-
matic patients, with higher specificity (100% vs. 62%;
p<0.01), accuracy (83% vs. 62%; p<0.01), and NPV
(87% vs. 79%; p<0.01) for detection of solitary nod-
ules, as well as a higher NPV for detection of multinod-
ular disease (61% vs. 51%; p<0.01). In addition, higher
PPV for detecting multinodular disease was observed
when a specialist conducted the physical exam com-
pared to a primary care provider (100% vs. 60%;
p<0.01) and when the nodule detected by physical ex-
amination was greater than 2 cm (100% vs. 73% for
nodules <2 cm; p=0.026). The study's authors found
that out of 68 solitary nodules palpated, 37 (54%) were
found to have additional findings such as, multinodular
goiter on a subsequent TUS; similarly, out of 88 pa-
tients for whom the physical exam identified an en-
larged thyroid, 56 (64%) of these were subsequently
found to have a solitary nodule (16 cases) or a mul-
tinodular goiter (40 cases) on the TUS. The authors em-
phasize that in this retrospective observational study,
scientific researchers found that, while a thyroid physi-
cal exam can detect thyroid abnormalities, these find-
ings were rarely concordant with findings identified on
a subsequent thyroid ultrasound. Furthermore, the diag-
nostic accuracy of specific thyroid physical exam find-
ings was low, particularly for the PPV of solitary thy-
roid nodules. For instance, out of every 100 patients
with a physical exam consistent with a solitary thyroid
nodule, approximately 18 had a thyroid nodule, while
out of every 100 patients with a physical exam con-
sistent with multinodular goiter, about 74 had the same
finding in the ultrasound. In the course of the study, the
authors state that thyroid physical exam has limited di-
agnostic performance and leads to additional findings
when followed by a thyroid ultrasound. As such, thy-
roid physical exams in asymptomatic patients may play
an important role in the overdiagnosis and overtreat-
ment of thyroid cancer. To determine if any patient sub-
groups derive some benefit from thyroid physical ex-
ams beyond their use as a diagnostic approach, further
research is necessary. Additionally, potential interven-
tions should be explored to improve the accuracy of
thyroid physical exams [8].

Next, we consider a study aimed to examine the
potential associations between Doppler parameters and
clinical characteristics of hypothyroid patients, such as
the autoimmune nature of the disease and adequacy of
LT4 replacement [9]. Angelopoulos N. et al. in their
work note that While hormonal assays are commonly
used for thyroid function assessment, Doppler sonogra-
phy provides valuable information on vascularization
and blood flow.

A total of 400 consecutive patients with hypothy-
roidism attending an Endocrinology outpatient clinic
for annual follow-up visit were evaluated for eligibility.
Autoimmune thyroiditis was considered the underlying
disease of hypothyroidism based on high serum con-
centrations of antithyroid antibodies [thyroid peroxi-
dase (anti-TPO) and/or thyroglobulin (anti-Tg) anti-
bodies]. Exclusion criteria were history of Graves’ dis-
ease or subacute thyroiditis, malignancies, pregnancy,
previous use of medications that can affect thyroid stiff-
ness (amiodarone, tamoxifen, anti-neoplastic) and nod-
ular abnormalities of the thyroid gland (nodules > 3 mm

detected by conventional B-mode ultrasound. A total of
338 patients treated for hypothyroidism [females:
n=292 (86.4%); males: n =46 (13.6%)] were enrolled
in the study. Demographic characteristics (age, sex,
BMI), treatment parameters (L T4 daily dose) were rec-
orded and thyroid hormones [TSH, free thyroxin (fT4)]
were measured. All included subjects were residents of
a geographical area of low-prevalence iodine defi-
ciency disorders. The study protocol was conducted by
the tenets of the Declaration of Helsinki and all patients
agreed to participate in the study, which was approved
by the Bioethics Committee of the Aristotle University
of Thessaloniki, Greece. Conventional B-mode thyroid
ultrasound and strain elastography [(real-time elas-
tography (RTE)] were performed on a General Electric
P9 machine (LOGIQ-P9; GE Medical Systems, Mil-
waukee, WI, USA) with an 8-12 multifrequency linear
probe. Conventional grey-scale ultrasound was initially
performed to measure transverse (two dimensions) and
longitudinal (one-dimension) diameters and thyroid
volume. Three linear dimensions were measured for
each lobe: the length (L) was assessed on the sagittal
view and the anterior—posterior (A-P) and width (W)
diameters of each lobe were assessed on the transverse
view. Given that the normal thyroid shape is ellipsoid,
the volume of each lobe was automatically calculated
by recording the abovementioned three linear dimen-
sions (ellipsoid equation with a correction factor: V
(ml)=L (cm) x A-P (cm) x W (cm) x 0.523). Thyroid
vascularity was examined with color Doppler and pa-
tients were classified into four patterns: Pattern | (nor-
mal thyroid vascularity, blood flow limited to the pe-
ripheral thyroid arteries, absent parenchymal flow);
Pattern Il (minimally increased thyroid vascularity,
mildly increased parenchymal flow); Pattern Il (in-
creased blood flow with a diffuse homogenous distri-
bution, increased parenchymal flow with a diffuse ho-
mogenous distribution pattern) and Pattern 1V (mark-
edly increased parenchymal flow with a homogenous
distribution, including the “thyroid inferno”). The
probe was placed perpendicularly to the skin for RTE
examination, and repetitive light compression was ap-
plied in the longitudinal plane. The ideal pressure on
the target lesion was confirmed based on the cine-
memory data. A cine-memory stores data obtained
through the transmission and reception of ultrasound.
A cine-memory generally has a storage capacity allow-
ing storage of multiple numbers of frames obtained in
time sequence. In a cine-memory, the newest input data
overwrites the oldest data which is already stored in the
memory, and this process is repeated. The patients held
their breath while the images were obtained to avoid
respiratory motion artifacts. The strain index (elas-
tography ratio, E2/E1) was used that represents the ra-
tio of the strain of thyroid parenchyma (E2) to that of
sternocleidomastoid muscles (E1). Region of interest
(ROI) for E2 was free-handed and designed at the pe-
ripheral edge of the gland to include the whole longitu-
dinal image of each lobe; ROI for E1 was the ster-
nocleidomastoid muscle in front of the ipsilateral thy-
roid parenchyma [9].

An endocrinologist with twenty years of experi-
ence in sonography, who was blinded to the clinical sta-
tus, performed all thyroid ultrasound examinations. The
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Doppler spectral analysis was of the right and left infe-
rior thyroid arteries in the transverse scanning, in which
the vessels crossed the common carotid arteries poste-
riorly, or in the longitudinal scanning of the ascending
parts of the arteries, in which the vessels lie parallel to
the common carotid arteries for the superior thyroid ar-
teries. The superior thyroid artery was assessed with the
probe positioned in the oblique sagittal plane, close to
the superior thyroid pole. The inferior thyroid artery
was assessed in the oblique transversal plane, close to
the transition between the mid and inferior third of the
thyroid. The cursor for evaluating the inferior thyroid
artery was set close to the trachea to avoid artifacts
from the common carotid artery and the internal jugular
vein. Parameters for color Doppler are frequency 4.4—
6.6 MHz, Gn 40%, pulse-repetition frequency (PRF) 2—
8 kHz and Wall Filter (WF) 25-80 Hz. The angle cor-
rection cursor was parallel to the flow direction and the
Doppler angle was kept at or below 60°. The sampling
gate was set to 2 mm. The peak systolic velocity (PSV),
end-diastolic velocity (EDV), and pulsatility indices
(P1) and the resistive index (RI) values in the superior
and the inferior thyroid arteries were obtained in both
thyroid lobes. The mean value of the right and left lobes
was used as the outcome parameter. Serum TSH and
fT4 concentrations were measured by the immuno-
chemistry method with enzyme chemiluminescence
immunoassay (reference range: 0.27-4.5 mUl/ml and
0.8-1.5 ng/dl, respectively). Measurements were per-
formed on the Cobas 8000 platform by Roche (Basel,
Switzerland). Data were presented as mean=+SD or
range (min—max). The Kolmogorov—Smirnov test was
used to evaluate data distribution. The Student’s t-test
was used for group comparisons of continuous varia-
bles with a normal distribution (age, BMI, weight) and
Mann-Whitney test was used for variables with a non-
parametric distribution. Spearman and Pearson correla-
tion coefficients were used to investigate correlations
between variables. The Chi-squared test (y2-test) was
used for group comparisons of categorical variables.
Predictive models were compared using Receiver Op-
erating Characteristic (ROC) — Area Under the Curve
(AUC) statistics. The optimal threshold values were de-
termined from the ROC curve analysis and the Youden
Index and its associated criterion values. The sensitiv-
ity, specificity, positive likelihood ratio and negative
likelihood ratio values were calculated. A p-
value < 0.05 was considered statistically significant [9].

In total, 288 patients (85.2%) had autoimmune
thyroiditis, while 50 (14.8%) had no history of in-
creased thyroid autoantibodies. A total of 68 patients
(20.1%) had TSH concentrations > 4 mIU/1 (50 with au-
toimmune thyroiditis and 10 without autoimmune dis-
ease) and were considered suboptimally treated at the
time of the enrolment, while 270 (79.9%) had TSH con-
centrations within the reference range (<4 mlU/l) and
were considered optimally treated ( 230 with autoim-
mune disease and 40 without). In patients with autoim-
mune thyroiditis, the LT4 dose (expressed as
dose/weight) needed to achieve optimal thyroid treat-
ment was higher (1.1£0.4 vs. 0.8+0.4 mcg/kg,
p <0.001). The elastography ratio was increased in pa-
tients with autoimmune thyroiditis (0.86+0.52 vs.
0.77 £0.54, p=0.026) compared with patients without

autoimmune thyroiditis. There was a positive associa-
tion between autoimmune thyroiditis and vascularity
[x2(3)=13.28, p=0.004, Cramér’s V=0.2]. In pa-
tients with no autoimmune thyroiditis, the total thyroid
volume was lower in those with suboptimal LT4 re-
placement (5.3 +3.0 vs. 6.3+£3.7 ml, p=0.032) com-
pared with those with optimal replacement. There was
no association between suboptimal LT4 replacement
and vascularity [¥2(3)=2.11, p=0.551, Cramér’s
V =0.08]. PSV and EDV of the inferior thyroid artery
were higher in patients with suboptimal LT4 replace-
ment compared with those with optimal replacement
(PSV:41.9+17.0 vs. 35.1+11.2, p=0.004 and EDV
18.5+9.0 vs. 14.7+£6.0, p=0.004, respectively). RI
was lower in patients with suboptimal LT4 replacement
compared with those with optimal replacement
(0.63£0.08 vs. 0.66=0.09, p=0.024). The severity of
hypothyroidism, as expressed by LT4 dose/BMI, was
negatively correlated with thyroid volume (r= —0.190,
p<0.001) and EDV values of superior (r= —0.16,
p=0.009) and inferior thyroid arteries (r= —0.17,
p=0.008). A weak positive correlation was found be-
tween LT4 dose/BMI with elastography ratio
(r=0.180, p<0.001). This correlation was significant
only in patients with autoimmune thyroiditis (r = 0.156,
p=0.007) but not in those without it (r=0.255,
p=0.07). A positive correlation was found between
dose/BMI and PI and RI of both arteries (Pl superior:
r=0.130,p=0.031; Pl inferior: r=0.140, p=0.023; RI
superior: r=0.140, p=0.024; RI inferior: r=0.150,
p=0.014). A backward stepwise logistic regression
analysis was performed to identify possible predictors
of suboptimal LT4 replacement. All ultrasound indices
(PSV, EDV, PI, RI, elastography ratio) were included
as independent variables. Only R1 and PSV of the infe-
rior thyroid artery remained in the final model,
[x2(2)=14.93, df=2, p=0.001). ROC curve analysis
was performed for PSV of the inferior thyroid artery to
define the optimal threshold for predicting suboptimal
LT4 replacement (defined as TSH >4 or>5 mIU/ml).
The AUC for TSH >4 mIU/ml was 0.625 (p=0.002,
Youden Index: 0.238, associated criterion: > 31.2, sen-
sitivity 81.8%, specificity 42%). For TSH > 5 mIU/ml,
the corresponding AUC was 0.672 (p <0.001, Youden
Index: 0.305, associated criterion: >37.7, sensitivity
61.8%, specificity 67%) [9].

In conclusion, our colleagues state that this is the
largest study to have applied the concurrent evaluation
of multiple ultrasound parameters of the thyroid gland
in patients with hypothyroidism and the first to have
used thyroid artery measurements to evaluate the ther-
apeutic efficacy. Lymphocytic infiltration in autoim-
mune thyroiditis affects tissue echogenicity and causes
a diffuse increase in parenchymal vascularization. In
the natural history of the disease, as hypofunction gets
severer, elasticity, volume of the gland and blood flow
are reduced, indicating a fibrotic degeneration process.
Effective monitoring and evaluation of LT4 supple-
mentation are crucial to anticipate relapse of hypothy-
roidism. The monitoring is mainly based on thyroid
hormone measurements since clinical symptoms may
be absent in borderline TSH increases. However, in
cases where blood tests are difficult to obtain, a color
Doppler ultrasound can be used as an alternative tool in
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estimating responses to therapy and distinguishing
those patients who should be further evaluated by hor-
monal examinations [9].

In the work of Soltani K. et al. [10] the authors
note that the diagnostic role of Doppler ultrasonogra-
phy regarding HT is not fully established. Our col-
leagues examined intraparenchymal RI as a Doppler
parameter, thyroidal vascularity and other Gray-Scale
findings in adults with HT in order to evaluate the clin-
ical feasibility of RI in the diagnosis of this disease.
This study is designed based on the cross-sectional
analysis of sonographic findings in newly diagnosed
patients with HT. The target population was selected
from patients referred to the radiology department of
Modarres Hospital from the endocrinology clinics of
Modarres and Loghman Hospitals between 2013 and
2014. Subclinical hypothyroid patients were identified
based on the clinical assessment of an endocrinologist.
Exact laboratory data (TSH, FT4) were not available.
Newly diagnosed patients without any history of re-
ceiving treatment for HT, who were either euthyroid or
sub-clinically hypothyroid at the time of sonography,
were included. Forty-eight females recently diagnosed
with HT aging between 20 and 50. All the participants
underwent Gray-scale (determining gland size, volume,
and echogenicity) and color Doppler (evaluating vascu-
larity and calculating RI of each lobe in 2 points) so-
nography by 1 radiology resident using a Medison X8
sonography device with a 7 MHz probe. Thyromegaly
in females was defined as thyroid gland volume ex-
ceeding 15 mL. Gray-scale findings were classified into
4 grades (1-4) using the classification system intro-
duced by Sostre and Reyes (Sostre S., Reyes M.M.,
1991). Color Doppler findings were divided into 4 pat-
terns (O—I111) based on a visual scale provided by Schulz
et al., 2003. The settings of the ultrasound equipment
(gain and PRF) were calibrated such that aliasing of the
carotid artery and jugular vein could not be seen. The
RI (minimum PRF and maximum gain) of both upper
and lower poles of each thyroid lobe were calculated by
the ultrasound device using the formula below and the
mean RI measured from both lobes was considered as
the total RI of the thyroid gland. In addition, 45 controls
aged between 20 and 70 years with normal thyroid la-
boratory results and without any prior history of thyroid
disease were examined sonographically and the RI of
those participants whose Gray-scale results proved to
be normal was measured in 3 different points in each
lobe. The mean RI of each participant from each of
these 2 groups was calculated and compared to the
mean RI of the control group.

Based on the definition provided by the World
Health Organization, out of every 48 patients with HT,
30 (62.5%) had a normal thyroid gland volume (thyroid
gland volume < 15mL) and 18 had thyromegaly (thy-
roid gland volume > 15mL). Based on the Gray-scale
grading, 13 patients (27.08%) were classified as grade
1, 12 patients (25.00%) as grade 2, 18 patients (37.50%)
as grade 3, and 5 patients (10.42%) as grade 4. The
parenchymal vascularity of the thyroid gland (color
Doppler appearance) presented as pattern 0 in 22 pa-
tients (45.83%), pattern | in 15 patients (31.25%), pat-
tern 11 in 6 patients (12.5%), and pattern Il in in 5 pa-
tients (10.42%). The RI ranged between 0.50 and 0.70

in the patient group and 0.47 and 0.70 in the control
group. The average RI in the patient group was 0.5733
+0.05012and 0.5453 +0.05061 in the control group.
Independent t-testing of the average RI showed a statis-
tically significant difference between the patient and
control groups (P = 0.009). The highest average RI was
seen in Grade 1 (0.5808 + 0.04173) and the lowest in
Grade 4 (0.5500 =+ 0.03808). One-way ANOVA of the
average RI between different Gray-scale grading
groups showed no statistically significant difference (P
= 0.352). Furthermore, participants with grade 1 Gray-
scale findings were considered as part of the normal or
near-normal group and those with grades 2, 3, and 4 as
part of the substantial Gray-scale changes group. The
average RI of the normal or near-normal group was
0.5808 + 0.04173 and 0.5706 + 0.05319 in the substan-
tial Gray-scale changes group. Independent t-testing
showed no statistically significant difference in average
R1 when comparing the normal or near-normal with the
substantial Gray-scale changes group (P = 0.537). The
highest RI was seen in pattern 0 of color Doppler find-
ings (0.5845 + 0.04828) and the lowest in pattern 11
(0.5300 + 0.04817). ANOVA results showed no statis-
tically significant difference in average Rl among dif-
ferent groups of color Doppler findings (P = 0.109).
Results of Kruskal-Wallis test followed by pairwise
comparisons showed a statistically significant relation-
ship in terms of average RI between the grade 1 patient
group and control group (P =0.010) and between the
grade 3 patient group and control group (P = 0.015).
But the same comparison showed no statistically sig-
nificant relationship between the grade 2 patient group
and control group (P =.406) and between the grade 4
patient group and control group (P = 0.752). Results of
Kruskal-Wallis test followed by pairwise comparisons
showed a statistically significant relationship in terms
of average RI between the pattern 0 patient group and
control group (P = 0.003) and between the pattern | pa-
tient group and control group (P = 0.034). But the same
comparison showed no statistically significant relation-
ship between the pattern Il patient group and control
group (P =.418) and between the pattern Il patient
group and control group (P = 0.381). Summarizing the
study, the authors state that the results of this study
show that, regardless of gray-scale views and color
Doppler patterns, the intraparenchymal RI of patients
diagnosed with HT was higher compared to normal
controls and, thus, this sonographic parameter may be
a useful yet noninvasive modality in the diagnosis of
HT [10].

It is impossible to ignore technological develop-
ments and the increasingly active development of thy-
roid ultrasound examination using artificial intelligence
(AD.

In the clinical trial by Edstrom A.B. et al. [11] it
was examined how the articifial intelligence (Al)-based
diagnostics system S-Detect (this is a built-in Al feature
in ultrasound machines that helps the doctor analyze the
detected formations) for Thyroid influences the ultra-
sound diagnostic work-up of thyroid ultrasound per-
formed by different ultrasound users in clinical practice
and how different ultrasound users influences the diag-
nostic accuracy of S-Detect. The researchers conducted
a clinical trial with 20 participants, including medical
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students, ultrasound novice physicians, and ultrasound
experienced physicians. Five patients with thyroid nod-
ules (one malignant and four benign) volunteered to un-
dergo a thyroid ultrasound scan performed by all 20
participants using the same ultrasound systems with S-
Detect installed. Participants performed a focused thy-
roid ultrasound on each patient case and made a nodule
classification according to the European Thyroid Imag-
ing Reporting And Data System (EU-TIRADS) [12].
They then performed a S-Detect analysis of the same
nodule and were asked to re-evaluate their EU-
TIRADS reporting. From the EU-TIRADS assessments
by participants, authors derived a biopsy recommenda-
tion outcome of whether FNAB was recommended.

In this clinical trial, our colleagues observed that
using S-Detect did not improve the thyroid diagnostic
work-up of thyroid nodules among novice and interme-
diate ultrasound operators. Furthermore, they observed
that the operator had a strong impact on the Al-
generated ultrasound diagnosis, with a variation in di-
agnostic accuracy ranging from 40 to 100%, even
though the same patients and ultrasound machines were
used in the trial. A strength of this study is the con-
trolled experimental setup, including participants with
different ultrasound experiences who used S-Detect on
the same ultrasound equipment and patient cases. In
this way, we could measure the impact of the ultra-
sound operator’s influence on the diagnostic accuracy
of Al-assisted thyroid nodule diagnosis and how Al in-
fluenced the operator’s assessments. Another strength
is that we had a cytological/histological diagnosis on all
the patients, and three experts were used to define the
reference standard for the ultrasound characteristics.
The authors believe that for Al-assisted ultrasound di-
agnosis to be successfully implemented in clinical set-
tings, the technology should be developed with a clear
purpose as a tool for the clinician in mind. Future re-
search should focus more on how Al-assisted tools are
affected by the image quality obtained by the ultra-
sound operator and how they affect the diagnostic pro-
cess, including time use and patient outcomes. In con-
clusion, they observed that using S-Detect did not en-
hance the diagnostic accuracy of thyroid nodule
evaluation among novice and intermediate ultrasound
operators. The operator significantly influenced the Al-
generated ultrasound diagnosis, with diagnostic accu-
racy ranging from 40 to 100%, despite the same pa-
tients and ultrasound machines used. While Al systems
like S-Detect have the potential to improve the diagnos-
tic work-up of thyroid nodules, more research is needed
to ensure how it should be used in the diagnostic pro-
cess to save time and improve final patient outcomes
[11].

A fundamental study concerning multimodal im-
aging of solid thyroid lesions was conducted by Jung
E.M. et al. [13]. Goal of the study was the assessment
of Al-assisted diagnosis of solid thyroid foci with mul-
timodal modern ultrasound imaging. 50 patients (26—
81 years, 54.7+13.1 years) were included in the study.
Multimodal ultrasound imaging by means of B-mode
with linear probe (4—12MHz) with option of automated
documentation of findings by means of Al, with sup-
plementary ultra-microangiography (UMA) was used.

Macrovascularisation was assessed by dynamic con-
trast ultrasonography (CEUS) with parametric evalua-
tion and perfusion analysis, and microvascularization
was assessed by combined strain and shear wave elas-
tography on a novel high-performance ultrasound sys-
tem (Resona R9/Mindray) by an experienced examiner
with independent reading. The evaluation was per-
formed according to TI-RADS I11-V. Inclusion crite-
rion was preparation for immediate surgery by indica-
tion through interdisciplinary case conferences with en-
docrinologic, nuclear medicine, and surgical
evaluation. All examinations with CEUS were per-
formed after written consent. The evaluation of the ex-
aminations was performed retrospectively with the ap-
proval of the local ethics committee. The examinations
were requested after preliminary examinations by spe-
cial outpatient clinics with the question of the assess-
ment of solid thyroid lesions that had been noticed in
out-of-town preliminary examinations. An evaluation
according to TI-RADS 111-V had to be performed and
it had to be decided to what extent a histological clari-
fication was necessary or whether a follow-up should
be performed. All examinations were performed by an
experienced investigator (more than 3000 examinations
per year, over more than 20 years) using a linear mul-
tifrequency probe (L 4-12MHz) on high-performance
ultrasound equipment with digital image documenta-
tion. This allowed independent subsequent evaluation
by experienced readers. According to the predefined
scheme of an Al image evaluation program, both thy-
roid lobes were measured in longitudinal and transverse
axis with length, depth and width, the volume was cal-
culated, the echogenicity was evaluated as homogene-
ous, discrete inhomogeneous or inhomogeneous and
the echo pattern was judged as echo-complex or echo-
normal. The ultrasound elastography techniques avail-
able in parallel mode as strain or shear wave elas-
tography were used to assess compaction of thyroid tis-
sue and solid foci. The pulsatile region of a carotid ar-
tery was bypassed as much as possible to avoid
artifacts. Image quality could be assessed automati-
cally, optimally with 5 green stars. False colors in-
formed about homogeneous or inhomogeneous com-
paction. Measured values over individually adjusted
ROI could be recorded in m/s or kPA, with val-
ues>2.5m/s or>30 kPA considered suspicious for pos-
sible malignant lesions.

Detectable solid lesions were also measured by Al
in three planes, and the rim contour was bypassed for
volumetric detection. Then, marginal contour had to be
assessed as regular, lobulated or irregular, rim as com-
plete or incomplete, or absent, growth axis, parallel or
directed in depth, shape as oval or roundish, and possi-
ble macro- or microcalcifications and entered into a
predetermined scheme. After localization of the suspi-
cious lesion, the evaluation according to TI-RADS I1l1-
V was then color-coded in a final scheme with topo-
gram. This then also considers a possible tumor vascu-
larization, as irregular malignancy-suspicious, or as
regular marginal benign. UMA was used to assess the
vascularization of tumor foci in as much detail as pos-
sible with velocity ranges<10cm/s. Vascular patterns
were recorded dynamically in short cine loops up to
10s. This also captured possible conspicuous lymph
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nodes with regular benign vascularization from the hi-
lus or malignancy-typical from the margin. Macrovas-
cularization of thyroid lobes and foci was classified as
normal, enhanced, or decreased, and that of foci as reg-
ular or irregular. Color-coded duplex sonography, flow
with glazing flow, and UMA were used for this pur-
pose. The criterion for benign findings was a regular
vascular pattern, especially a marginal vascularization,
for example in adenomas. Irregular vascularization was
considered suspicious for malignancy. This was then
additionally investigated with CEUS to determine the
extent to which irregular arterial hypervascularization
with delayed wash out occurs, which is evaluated as a
malignancy criterion. CEUS after bolus administration
of 1 to 1.5ml of sulphuhexafluoride microbubbles with
10ml of saline solution cubital, if possible, was used to
assess dynamic microvascularization of the suspicious
solid lesions. When possible, cine loops of incipient ar-
terial vascularization after 10 to 15s up to one minute
were then evaluated parametrically and by time inten-
sity curve using the High-End Devices internal perfu-
sion program. ROI were individually matched, in the
center, at the edge of the lesion to be assessed compared
with surrounding thyroid tissue. Parametric color maps
were fitted to the corresponding perfusion parameters
such as time to peak, peak, mean transit time, wash in
area under the curve (wash in AUC) and tabulated at
the end [13].

50 cases (2681 years, mean age: 4347 years)
were examined with multimodal imaging consisting of
B-mode, UMA, elastography and CEUS with paramet-
ric and perfusion analysis with good to very good im-
age quality in all cases, according to the internal evalu-
ation mode especially in the shear wave elastography
technique with clearly>85% or 5 green stars. The vol-
ume of the thyroid lobes on both sides averaged
39ml+5ml (27 to 69ml). All echo-poor, irregularly vas-
cularized, inhomogeneously indurated lesion>1cm
were identified as highly suspicious for malignancy
with early wash out kinetics and were also confirmed
surgically. The 13 cases of histologically confirmed
thyroid carcinoma (8 papillary, 2 medullary, 2 micro-
follicular, 1 anaplastic carcinoma) with a mean size of
I5mm+6mm (9-21mm) were correctly evaluated by
TI-RADS IV based on irregular shape, indura-
tion>2.5m/s or>30kPA and appositional wash-out ki-
netics using CEUS (TI-RADS V). Tumor lymph nodes
could be correctly detected preoperatively only in one
case of medullary carcinoma according to the surgical
findings, based on irregular vascularization with UMA
in roundish shape with cortex>4mm with a transverse
diameter up to 11mm. In 25 cases of inhomogeneous
nodular goiter, evaluation with TI-RADS Il was per-
formed in 31 cases, evaluation with TI-RADS IV was
performed in 4 cases with incomplete marginal contour,
partial marginal vascularization with UMA and partial
wash out with indurations up to 2.5m/s or 30 kPA, and
surgical excision was performed for nodular goiter. In
12 cases of adenomas with diameters of 1.7 to 3.5cm,
mean 26cm=0.5cm, nodular goiter resulted in propor-
tionately regressive nodular changes. Only in 7/12
cases a typical echo-poor rim and a typical rim vascu-
larization were found. In 5 cases, the rim was incom-
plete. CEUS also showed a partial central wash out in

these cases with but preserved marginal vascularization
and elastography revealed partial induration up to
2.5m/s or 30 kPA an assessment with TI-RADS |11 or
IV rating. Using the Al tool, the 20 of 25 goiter nodes
were evaluated as TI-RADS Ill, 7 of 12 adenomas, 5
goiter nodes and 5 adenomas as TI-RADS 1V, 5 of 13
carcinomas as TI-RADS IV and 8 of 13 carcinomas as
TI-RADS V. Microcalcification as a definite malig-
nancy criterion was automatically detected in 5 of 13
malignancies, an echo-poor irregular echo structure in
all cases, and in intracystic tumors in 2 cases. The shape
was irregular in all cases, proportionately lobulated, but
oriented in depth in only 8 of 13 cases. Of the 25 struma
nodules evaluated as possibly also malignant, partial
necrosis and inhomogeneous microvascularization
with also induration on elastography occurred in all
cases. For 37 patients both classifications were identi-
cal. From the 12 cases, histologically classified as TI-
RADS V, 11 were also classified as TI-RADS V by the
Al-based diagnosis. Of the 13 remaining cases in which
there were discrepancies between the two methods, 12
were histologically confirmed grade 3 carcinoma. Us-
ing Al-based diagnostic they were classified at least
one grade higher by Al (n=12, including 2 two grades
higher) and in one case a histologically confirmed as
TI-RADS V case one grade lower. During the course of
the work, the authors established the new multimodal
ultrasound modalities offer the possibility of early de-
tection of malignant foci. Multicenter evaluation is
needed to evaluate the possibility of additional Al in
terms of differentiation from TI-RADS |1l to TI-RADS
V [13].

In conclusion, it is worth noting that modern thy-
roid ultrasound diagnostics is a high-tech, multi-level
system for assessing structural and functional changes
in the organ, providing high clinical information value
in identifying thyroid lesions, including solitary or mul-
tinodular thyroid nodules, inflammatory processes, and
tumors. B-mode diagnostic ultrasound remains the pri-
mary method, allowing for the assessment of size, con-
tours, echogenicity, echostructure, and calcifications,
as well as precise ROI selection for subsequent quanti-
tative analysis.

In thyroid cancer diagnostics, ultrasound risk
stratification based on the TI-RADS standardizes de-
scriptions and defines indications for fine needle aspi-
ration biopsy, improving the clinical validity of inva-
sive interventions. The additional use of Color Doppler
ultrasound and microcirculation imaging technologies,
including UMA and ultra-microvascular imaging tech-
nology, enables detailed analysis of the vascular pattern
of nodular lesions. Evaluation of hemodynamic param-
eters such as PRF, PSV, EDV, PI, and RI expands the
possibilities for differentiating between benign and ma-
lignant processes.

Elastography significantly contributes to in-
creased diagnostic specificity, including the quantita-
tive elastography ratio, which reflects tissue mechani-
cal properties and the degree of fibrosis. This method is
particularly informative in chronic inflammatory dis-
eases such as autoimmune thyroiditis, including the
most common form, HT, as well as in conditions ac-
companied by hypothyroidism. A comprehensive as-
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sessment of ultrasound features, combined with labor-
atory values for thyroid-stimulating hormone and free
thyroxin, provides a comprehensive picture of the func-
tional state of the thyroid gland.

A promising approach is CEUS, which allows for
the analysis of the perfusion characteristics of lesions.
The concept of multimodal imaging, consisting of B-
mode, UMA, elastography, and CEUS, significantly
improves diagnostic accuracy by integrating morpho-
logical, vascular, and biomechanical parameters.

The implementation of computer-assisted diagno-
sis (CAD) systems and artificial intelligence algorithms
enables automated image processing, objectivization of
ROI assessment, and reduction of operator dependence.
The use of intelligent technologies contributes to the
improvement of positive predictive value (PPV) and
negative predictive value (NPV), increasing the relia-
bility of risk stratification and clinical decisions.

Thus, the integration of B-mode, Doppler tech-
nigues, microangiographic technologies, elastography,
contrast-enhanced ultrasound, and digital analysis algo-
rithms forms the modern standard for comprehensive
thyroid ultrasound examination. Ultrasound diagnostic
techniques for various thyroid pathologies in general,
and thyroid cancer in particular, are an important link
in the specialty of "Radiology.” Their high information
content, sensitivity, and specificity often allow for an
accurate diagnosis without resorting to more complex
examination methods, which often carry a fairly high
risk of complications and/or radiation exposure, and
make it possible to conduct targeted, specialized treat-
ment for these patients.
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The article shows that intellectual and creative activity of everyone living in the "Techno-democratic-
information society" becomes a paramount requirement, and for this it is desirable for every member of this society
to rise to the level of a subject of intellectual skills, they must have information culture and technological literacy.

The research paper presents the characteristics of "Education 4.0" in terms of the formation of intellectual
skills (skills specific to the subject of information culture and technological literacy) in education, and the groups
of skills in question formulated on a certain logical basis in this system.

The article draws attention to the fact that the tasks are designed on the principle of modeling the structure of
various intellectual skills. As students complete them, they acquire intellectual skills such as determining the
purpose of their work, systematizing educational material from this point of view, independently collecting

material, etc.

The work focuses on the didactic principles that are necessary for the selection and systematization of tasks
to be applied and the organization of students' activities on them, in order to form the skills (intellectual skills)
specific to the subject of information culture and technological literacy.

Keywords: intellectual skills; metacognition; metacognitive skills; creative thinking; idea; task; interactive
learning; psychological support; facilitator; motivation; reflection.

Relevance of the topic: In modern times, to
succeed, it is not enough to just be able to read and
write, have knowledge of mathematics and natural
sciences, and more competences are required. The
characteristics of the 21st century require that a person
develop the necessary qualities for creative activity
(decision-making,  problem-solving, independent
learning, cooperation, teamwork, evaluating different
approaches, putting forward new ideas, taking
initiative, etc.) to live and advance in a rapidly
changing, developing world. This creates conditions for
sustainability for the future development of society.
Everyone living in a “techno-democratic-information
society” must engage in intellectual, creative activity.
For this, a person must rise to the level of skills
(intellectual skills) specific to the subject of
information culture and technological literacy.
Therefore, it is necessary to determine the optimal ways
to acquire intellectual skills and regulate the
environment that includes adequate ways. However,
the methodological system for solving the problem in
question has not been developed on a sufficiently
scientific basis. Therefore, we assert the relevance of
the research on the topic of "Formation of skills specific
to the subject of information culture and technological
literacy among students in secondary schools."

The purpose of the study is to identify the
directions of pedagogical influence aimed at the
formation of information culture and technological
literacy skills in students in the process of
implementing general education; it is taken into
account that: an idea is an important value; the world of

human activity is always based on an idea; everyone
takes steps to check the adequacy of the results of their
activities to the idea they consider acceptable.

Methodological basis of the research: In the
process of conducting the research, L. Bertalanfi's "ldea
of System Analysis" [2;8] was used (an idea whose
meaning is explained as an attempt to study the
properties of an object based on the properties of its
parts). The "System-structural approach", which has
been formed as an important branch of dialectics and
has risen to the level of its alternative, empirical,
empirical-theoretical and theoretical methods of
scientific cognition, the internal relationships of the
forms of scientific cognition, and various pedagogical
and psychological research generalizations were used
as a methodological basis.

Interpretation of generalizations from research
materials: It is undeniable that education, which is a
process of sharing human experience, has developed in
stages as a product of social practice (especially
pedagogical  science) by incorporating  the
characteristics of industrial revolutions. In the era of the
IV industrial revolution, an education system that can
form a creative, innovative and globally competitive
generation is required, and currently the impact of the
aforementioned revolution on the educational process
and the issue of "education of the future" are being
discussed on various platforms and the necessary steps
are being taken accordingly.[11], [12; 92-97].

The Fourth Industrial Revolution has different
implications for different areas of our lives. From this
perspective, there are both opportunities and challenges
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for education. The use of different technologies such as
IoT, 3D printing, quantum computing, artificial
intelligence, etc. allows for more efficient information
transfer and the development of a new “educational
framework”. [9;288], [14; 78-94].

Currently, there is a system called the "Techno-
democratic-information society” that makes people
stronger. Members of the "Techno-democratic-
information society" must have information culture and
technological literacy, otherwise they will not be able
to assert themselves as active and creative members of
the society in question.

Providing all members with adequate and
sufficient information and providing high-level
information services is a special feature of the society
in question.

The information society, unlike the industrial
society, is a more intellectual society and creates
conditions for the highly educated, skilled, determined,
and comprehensive development of people. The main
characteristics of the information society are: mass
satisfaction of information needs in society;
information economy in society; high level of
information needs of society members; high
information culture in society, expansion of open
information networks for society members; prospects
for the formation and development of a single
information environment; information security for
society members; level of globalization and integration,
etc.

Information culture is the knowledge, intellectual
skills, and habits necessary for a person to adapt to the
information society. The role of the computer network
in the formation of information culture is great.

Information culture: is the ability to wuse
information resources and information communication
tools of society; is the application of advanced
achievements in the field of informatization and the
development of information technology tools in
society; is the ability to obtain and transmit information
using modern technical means and methods, computer
technologies.

Technological literacy—the ability of people to use
various digital technologies, analyze data, and operate
safely in a digital environment. “This skill is not limited
to using a computer and the internet, but also includes:
1) Adhering to digital safety and cybersecurity rules; 2)
Working with artificial intelligence and automation; 3)
Digital analytics and data processing skills; 4) Using
cloud technologies; 5) Quickly adapting to new
technologies™[5]

Technological literacy includes the ability to use
information and communication technologies. Digital
education allows people to participate independently in
social life. In addition, the reality of digital education
and the digital revolution requires fundamental changes
in the forms and methods of moral education, leading
to the emergence of digital skills as the most important
skills. [16;58-64]

Developing digital skills is essential to ensure that
they can engage safely and effectively with digital
technologies in the future. Education systems need to
take a comprehensive and integrated approach,

supporting all learners to develop the skills to be active
and ethical users of digital technologies.[17; 57-79]

In order to ensure accessibility to digital
technologies, students are provided with devices that
they can use at school and at home, or BYOD (Bring
Your Own Device) strategies are used. A number of
steps can be taken to develop digital skills, such as
updating the curriculum, developing “learning
frameworks”, involving educators in training, and
developing digital educational resources. [15]

Digitally empowered learners can learn with peers
from around the world and develop solutions to
problems as a team. There is no doubt that developing
learners’ digital skills will enable them to participate
more actively in society as digital citizens in the future.
[15], [17; 57-79]

In order for students to demonstrate their skills and
abilities in new areas emerging under the influence of
the Fourth Industrial Revolution, it is necessary to
implement fundamental changes in technology and the
curricula of the subjects taught. By reviewing the
curricula of the subjects formed on the basis of
chemistry, biology, physics, etc., which are considered
"basic sciences” in the new curricula, more attention
should be paid to the teaching of computer science
subjects, which play a key role in the formation of the
Fourth Industrial Revolution literacy. Naturally, more
attention should be paid to the teaching of the subjects
in question. [20; 432-466]

Due to the rapid development of technology, the
knowledge and skills that students acquire during their
education are outdated by the time they graduate. In
order to help develop and shape the use of today's
fastest-growing technologies in scientific and technical
education, it is necessary to train students and prepare
them for the digital environment. Adapting to a rapidly
changing environment will make it necessary for
students to stay in touch with educational institutions
even after graduation, providing both workers with
updated skills and young students (and faculty) with a
new direction related to the rapidly changing realities
of the industrial and corporate sectors.[18; 25-30], [19;
579-592]

In our modern era, parameters such as relevance,
practicality, effectiveness, and sustainability are the
indicators of the quality of an educational program,
while the indicators of its success are the quality of
acquisition by learners and the extent to which learners
can effectively use what they have acquired for their
personal, social, cognitive, psychological, and
emotional development. [3; 5].1t is worth emphasizing
that the expected paradigmatic changes in the education
system and the implementation of global education
reform have been further accelerated by the influence
of the Fourth Industrial Revolution.[21; 147-171]. In
the era of the Fourth Industrial Revolution, education
must have the potential to develop society, complex
and dialectical opportunities. Educational institutions
must achieve that students acquire digital and
technological literacy (digital and technological
literacy) - intellectual skills, in addition to acquiring
knowledge. [10]

In connection with Industry 4.0, we would not be
wrong to say that “innovation has begun to dominate
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education systems”. Educational institutions will have
to see innovation not only as a means of ensuring
increased global competitiveness under the influence of
globalization, but also as one of the main parts of the
education system. In accordance with the requirements
of the times, the teaching of new technologies will be
accepted as one of the main needs on a logical basis.
“Lifelong learning” will be the main motto of the
education system. Naturally, the content of education
should also take into account the skills of the 21st
century: in addition to knowledge, the development of
abilities and skills such as complex problem solving,
critical thinking, creativity, leadership, digital literacy,
emotional intelligence, global citizenship, cooperation,
discussion, judgment and decision-making will also be
accepted as the main learning outcomes.

Education 4.0 should serve the formation of skills
(intellectual skills) that help learners develop in
accordance with changes in society. Education 4.0 aims
to prepare individuals to be creative and innovative.
Education should adapt to the environment in which
learners live and provide them with a reliable and
successful future. This new system uses “smart” school
management systems, learning management programs,
communication tools and teaching and learning tools.
[13; 238-254]. In the Education 4.0 approach, it has
been determined that, going beyond constructivist
education systems and Bloom's taxonomy, an
environment-based learning process will be applied,
focusing on the formation and development of
intellectual skills, especially based on the following
directions: 1) 3R (Recalling, Relating, Refining)
regulating understanding; 2) 31 (Inquiring, Interacting,
Interpreting) that encourages research; 3) 3P
(Participating, Processing, Presenting) that is based on
drawing conclusions.[22; 92-98], [23; 40-45]

Education 4.0, which provides an effective
environment for the formation of skills specific to the
subject of information culture and technological
literacy in students, has the following characteristics: 1)
Learning regardless of time and place (lifelong
learning, e-learning, etc.); 2) The opportunity to receive
personalized education according to the skills and
abilities of students; 3) Taking into account the
suggestions of students when preparing the curriculum;
4) Predominance of project-based learning; 5)
Formation of students' ability to conduct analysis on
large-scale data (Big Data); 6) Assessment of students'
knowledge in the process of applying them to projects;
7) Becoming a part of the education system of
developing new technologies, etc. [11-12]

In the era of the Fourth Industrial Revolution,
"smart" educational tools and resources should enable
individuals to acquire more advanced experience,
knowledge, and skills, and to reveal their innovative
perspectives.

The way of forming intellectual cognitive skills in
education is adequate to the merits of innovative
teaching applied in our modern era.

Scientific sources indicate that in the process of
implementing general education, the student (student)
must acquire the necessary intellectual skills to realize
his intellectual qualities and purposefully regulate
cognitive activity. Intellectual skills are numerous.

Taking into account the research of NA Menchinskaya
in this area, intellectual skills can be divided into the
following groups: 1. General intellectual skills
(planning, working with books, self-control); 2.
Intellectual skills necessary for the organization of
mental activity (distinguishing the main idea in the text,
dividing the text into parts according to its meaning,
comparing events, etc.); 3. Specific intellectual skills
(they reflect the characteristics of this or that subject,
for example, graphic skills). Another classification of
intellectual skills, authored by I. Unt, is as follows: 1.
Skills related to the perception of educational material
(reading, observation, listening skills); 2. Ability to
perform logical operations with educational material
(attribution of what is important, comparison, ability to
draw conclusions, etc.); 3. Creative skills (ability to
build a composition, etc.) [1; 60].

The main function of the skills inherent in the
subject of information culture and technological
literacy is related to the exteriorization of intellectual
operations (mental activity is considered external,
practical activity is considered internal, and mental
activity is considered external - transformation into
something external): the content of cognitive activity is
conditioned by intellectual operations, and their
realization in the process of activity directly depends on
the level of intellectual skills [1; 60], [7; 174].

In school practice, the psychology of cognitive
activity has not been studied enough, and although
students are interested in the characteristics of their
memory or thinking, their interests have not been
satisfied. In modern American psychology, this issue
has been brought into the spotlight and studied as a
metacognitive system. It has been established that as
children develop, certain ideas about cognitive
processes are formed in them and they begin to regulate
their mental activity.

It is worth emphasizing that self-monitoring, self-
regulation, and self-assessment are metacognitive
skills, which are related but distinct concepts. It is a
person's awareness and understanding of their own
cognitive  processes.  Self-monitoring  involves
observing and following their actions, behaviors, and
cognitive processes during a task. Here, the learner
does not try to control themselves, judge, or evaluate
their own performance. They simply collect
information about their performance by observing
themselves. The main components of this process are:
observation; awareness; feedback. Self-regulation is
the ability of a person to monitor and manage their
cognition, emotional state, and behavior to achieve a
goal. The main components of this process are: goal
setting; planning; emotional regulation; adaptation.
Self-assessment is the ability to judge or evaluate their
own performance or learning. The main components of
this process are: evaluation; reflection (3;50).

Flavell has studied and described in detail some of
the functions of metacognition. Among them are the
following: 1. Problem formulation and identification of
possible solutions; 2. Knowing which cognitive
processes are necessary to solve a task; 3. Activating
cognitive rules and methods; 4. Confidence in the
capabilities of thinking; 5. Attempting to solve tasks
more efficiently.
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These functions are interconnected. The first
function is conditioned by the formation of ideas about
the goals of the activity in children. As they grow older,
they learn to apply known methods to various
situations. Gradually, students form ideas about
cognitive processes. They understand that in order to
remember the material, it is necessary to listen carefully
to the teacher, and to remember in order to remember.
When the student's ideas about these psychological
processes are clear, he activates attention in one case,
and memory in another, depending on the nature of the
task. In this process, his competence gradually
increases: he looks for new ways to solve the problem.
When the student believes in the possibilities of his
thinking, he does not shy away from difficulties, even
if he fails, he thinks and tries to solve the problem. In
this process, his attitude towards himself also changes.
He solves the task not in a hurry, not in a hasty,
headlong manner, but in efficient ways [1; 60].

According to P.Massen, C.Kenger, C.Kogan and
A.Houston, the mentioned functions develop to one
degree or another in all children. However, the level of
their development is significantly influenced by the
upbringing conditions. [7;192]. They should be
developed by all means. The relevance of the issue
should be clearly understood from a scientific-
methodological aspect and systematic work should be
carried out in this area at school.

A system of special tasks is applied to form skills
specific to the subject of information culture and
technological literacy in students. These tasks are
designed on the principle of modeling the structure of
various intellectual skills. As students complete them,
they acquire intellectual skills such as determining the
purpose of their work, systematizing educational
material in this regard, independently collecting
material, writing an essay, etc. From the point of view
of the principle of developmental training, this method
is considered effective. However, in order to use it
purposefully, the system and content of intellectual
skills in classes and subjects must be thoroughly
developed.

According to our subjective understanding, by
creatively using the curriculum model currently being
applied in secondary schools (which is conditioned by
the teacher's scientific and theoretical training and
pedagogical mastery), it is possible to form a system of
tasks that also aims to develop skills (intellectual skills)
specific to the subject of information culture and
technological literacy in students.

In the preparation of tasks for active learning
aimed at general, specific learning outcomes and
performance indicators, the hierarchy of thinking types
is established from simple to complex in the following
order: logical thinking - critical thinking - creative
thinking. The operations of thinking provide the basis
for determining its type. This factor can also be used in
the management of learning.

Tasks and their system: should be consistent with
the purpose of the lesson and aimed at solving the
research problem set (according to the type of thinking,
information sources, form of presenting results, etc.);
should be appropriate to the age, knowledge and
intellectual level, abilities and interests of students, and

should be differentiated; should be based on the state
program and national values; should be relevant,
related to real life and students' experiences; should be
interesting, attractive, and encourage discovery; should
be clearly stated; should contain clear and open
questions.

The formation of a system of tasks is only part of
the work aimed at developing students' intellectual
skills in the learning process. One of the important
issues is to achieve the formation of cognitive activity
of students when working on tasks and its (continuous)
maintenance throughout the entire process. It should be
noted that four main mechanisms of learning-centered
learning, in other words, active (interactive) learning
(the main goal of this process is research), lead to the
formation and maintenance of cognitive activity during
the lesson. These are the following: Creating a problem
situation (the student is presented with a problem and
is directed to solve it, which results in cognitive
activity); The student's role as a researcher, the teacher
as a facilitator (during active (interactive) learning, the
student should stand in the position of a subject, be an
equal participant in this process, he should
independently acquire knowledge during research);
The need for dialogue and cooperation (active
(interactive) learning is carried out in a dialogical,
collaborative environment). Psychological support:
respect and trust (The means of maintaining students'
cognitive activity is their psychological support, which
is possible thanks to the teacher's benevolent attitude,
respect and trust towards students, and confidence in
their abilities) [8; 49-50]. .

It is possible for a student to act in the position of
a researcher when the content of the training material,
the form of action of the tools and methods (in the
training process, the content of the training material,
tools and methods take precedence over the content in
terms of the organizational form) are in accordance
with the research process. The organizational form of
training organized in accordance with the research
process has a unique structure (the structure of the
active lesson resembles the stages of the research
process).

This form, called active learning, includes the
following stages:

1. Motivation stage (posing a problem, putting
forward hypotheses); 2. Research stage (searching for
facts to test hypotheses); 3. Information exchange stage
(presentation of the obtained data); 4. Information
discussion and organization stage (discussion of the
obtained data, correlation of various facts, their
systematization); 5. Generalization and conclusion
stage (generalizations, comparison of results with
hypotheses and conclusion on their confirmation or
refutation, answer to the research question); 6.
Productive (creative) application stage (application in
new conditions, solution of practical problems); 7.
Evaluation or reflection stage (evaluation of activity,
mastering the rules of learning, reflection in
consciousness of the already completed process, one of
the main mechanisms that allows analyzing and
understanding all stages of knowledge acquisition)

[4; 646-652].
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In selecting and systematizing tasks to be applied
in order to form skills specific to the subject of
information culture and technological literacy in
students, and organizing students' activities on them,
the following principles should be kept in focus:
completeness of the learning process; creation of equal
opportunities in  learning;  student-centeredness;
development-orientedness; stimulation of activity;
creation of a supportive environment.

Scientific novelty of the study: The idea of the
directions of pedagogical influence aimed at the
formation of skills specific to the subject of information
culture and technological literacy in students in the
process of implementing general education has been
identified.

Theoretical significance of the study: The
research on the presented topic has a specific function
in directing further scientific activity for a broad study
of theoretical and practical ways to solve the problem
of creating conditions for sustainability for the future
development of society.

Practical significance of the study: In the real
pedagogical process, practical educators have the
opportunity to benefit from the idea of the directions of
pedagogical influence of information culture and
technological literacy skills on students in their
activities.

Conclusion: 1. Intellectual and creative activity of
everyone living in the “techno-democratic-information
society” becomes a paramount requirement, and for
this, it is necessary for each member of this society to
rise to the level of a subject of information culture and
technological literacy; 2. The presence of information
culture and technological literacy in each member of
the society formed in accordance with the calls of the
IV industrial revolution is a desirable quality; 3. The
education system adequate to the “techno-democratic-
information society” has taken its place in scientific
sources and pedagogical practice under the term
“Education 4.0” and has been interpreted as a
superstructure on logical grounds; 4. “Education 4.0,
which exhibits an effective environment for the
formation of intellectual skills, has specific
characteristics, and it is possible to divide the
intellectual skills that need to be formed in this system
into groups on a certain logical basis; 5. In general
education schools, a system of special tasks is applied
to form skills (intellectual skills) specific to the subject
of information culture and technological literacy in
students, and it is advisable to compile these tasks
based on the principle of modeling the structure of
various intellectual skills; 6. In selecting and
systematizing tasks to be applied for the purpose of
forming intellectual skills and organizing students'
activities on them, the following principles should be
kept in focus: 1) Completeness of the educational
process; 2) Creation of equal opportunities in
education; 3) Student orientation; 4) Development
orientation; 5) Stimulation of activity; 6) Creation of a
supportive environment.
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Abstract

The article presents a comprehensive analysis and scholarly-methodological reinterpretation of the innova-
tions of the Prykarpattia School of Physics, founded at the Ivano-Frankivsk Pedagogical Institute (now Vasyl
Stefanyk Precarpathian National University), with an emphasis on their potential for adaptation to the modern
competency-based and digital educational paradigm. The point of departure is the identification of current prob-
lems in the practice of teaching physics in Ukraine: formalized acquisition of knowledge, insufficient experimental
training, fragmentation of learning material, and the need to combine digitalization with the continuity of proven
didactic models. It is shown that the methodological approaches of the school’s representatives (H. Haiduchok, P.
Kyrychok, 1. Luchkiv, and others) in the 1970s—1980s were ahead of widespread practices and remain relevant to
the contemporary priorities of the New Ukrainian School: the development of critical thinking, research skills,
technological literacy, and the applied use of knowledge.

It is substantiated that H. M. Haiduchok’s idea of generalized experimental skills can be naturally scaled
through digital laboratories, interactive simulations, and STEM projects. At the same time, Al tools can personalize
the experimental learning trajectory, diagnose learning difficulties, and shift from the “fixation of an error” to its
explanation and correction. Approaches to the differentiation of experimentation (H. Haiduchok) are interpreted
as a methodological prototype of adaptive learning, particularly relevant in inclusive and distance education. P. P.
Kyrychok’s positions on the fundamentalization of teacher training align with the need for modern pedagogical
education to integrate scientific, practice-oriented, and technological components. It is concluded that the legacy
of the Prykarpattia School of Physics constitutes an effective methodological resource for modernizing physics
education in schools, professional colleges, and universities amid digital transformation and the development of

Al.

Keywords: Prykarpattia school of physics, physics education methodology, generalized experimental skills,
digital laboratories, STEM education, adaptive learning, artificial intelligence, competence-based approach.

Introduction. The development of physics teach-
ing methodology in Ukraine is taking place against the
backdrop of rapidly changing educational standards,
digitalization, and the growing demand for compe-
tence-based learning outcomes. At the same time, edu-
cational practice continues to face persistent problems,
including the formalized assimilation of knowledge, in-
sufficient experimental training, and the fragmented
presentation of instructional material. In this context,
there is a pressing need to reconsider national method-
ological traditions capable of providing instruments for
renewing the content and technologies of physics
teaching without breaking with well-established di-
dactic models [4]. A significant resource for such re-
consideration is the legacy of the Prykarpattia School
of Physics, formed at the lvano-Frankivsk Pedagogical
Institute (now Vasyl Stefanyk Precarpathian National
University), whose representatives, notably H. M. Hai-
duchok, P. P. Kyrychok, and I. M. Luchkiv, proposed,
in the 1970s and 1980s, approaches that were ahead of
the dominant educational practices of their time. Alt-
hough these methodological proposals were developed
several decades ago, they have not lost their relevance,
as they align with the current priorities of the New
Ukrainian School: the development of critical thinking,
inquiry skills, technological literacy, and the ability to
apply knowledge in practical situations. The problem is
that these achievements often remain confined to the

“archives” of historical pedagogy, whereas contempo-
rary technical means enable them to be translated into
applied educational solutions.

The scholarly relevance of this study is
obycnosienuii? Need to continue in English. Let's
craft.

The scholarly relevance of this study is determined
by the need to demonstrate how H. M. Haiduchok’s
idea of developing generalized experimental skills can
be implemented through digital laboratories, STEM
projects, and interactive simulations, while also being
enhanced by artificial intelligence tools that individual-
ize learning trajectories [3]. It is equally important to
analyze the line of instructional technologization devel-
oped by H. M. Haiduchok and I. M. Luchkiv, namely,
technical teaching aids, programmed assessment, and
rapid feedback [6], which, in the contemporary educa-
tional environment, can evolve from the mere “identi-
fication of an error” to its explanation and personalized
correction through learning analytics and generative
models. Approaches to the differentiation of experi-
mental activity proposed by H. M. Haiduchok and V.
H. Nyzhnyk also require separate consideration, as they
acquire new significance under the conditions of inclu-
sive education and distance learning formats [7]. No
less relevant is the methodological training of teachers
and the concept of “scientific school studies” empha-
sized by P. P. Kyrychok, since contemporary teacher
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education requires models that combine fundamental
academic grounding, practice orientation, and techno-
logical competence [5]. Thus, the scholarly problem
consists in identifying ways to adapt the innovations of
the Prykarpattia School to contemporary digital condi-
tions and in demonstrating their applied value for the
educational process not only in school education, but
also in professional colleges and universities.

The purpose of the article is to provide a compre-
hensive analysis and scholarly-methodological reinter-
pretation of the methodological practices of the
Prykarpattia School of Physics, in particular its ap-
proaches to the development of generalized experi-
mental skills, the technologization of instruction and
programmed assessment, the differentiation and indi-
vidualization of learning activities, the methodological
training of teachers, and the integration of knowledge
into a holistic scientific worldview, to identify the pos-
sibilities for their adaptation and implementation in the
contemporary educational process of schools, profes-
sional colleges, and universities through digital plat-
forms, virtual laboratories, STEM tools, and artificial
intelligence technologies.

Methods. The study employs historical-pedagog-
ical and historical-genetic methods to reconstruct the
formation of the Prykarpattia methodological school of
physics and the evolution of its approaches from pro-
grammed instruction practices and technical teaching
aids to contemporary digital solutions. The methods of
analysis and synthesis are used to identify the key meth-
odological innovations, namely, the development of
generalized experimental skills, programmed assess-
ment and feedback, the differentiation of experimental
activity, the fundamentalization of teacher training, and
the integration of knowledge, and to establish their log-
ical connections with the competence-based paradigm
of the New Ukrainian School. A comparative method
is applied to correlate the approaches proposed in the
1970s and 1980s with contemporary practices, includ-
ing STEM, digital laboratories, interactive simulations,
adaptive learning, and elements of COIL, and to deter-
mine their didactic equivalence. The method of theoret-
ical modeling (instructional design) is employed to for-
mulate possible ways to implement the school’s ideas
on digital platforms and through the use of artificial in-
telligence tools to personalize learning trajectories and
diagnose learning difficulties. In addition, an interpre-
tive-hermeneutic approach is applied to examine the
content of the works and methodological recommenda-
tions of the school’s representatives, taking into ac-
count their historical context and the potential for con-
temporary reinterpretation.

Results. The development of the national method-
ology of teaching physics may be understood as a con-
tinuous historical process in which each stage not only
reflects the demands of its era but also creates the pre-
conditions for subsequent didactic transformations. A
particularly prominent center of such development was
the Prykarpattia School of Physics, established at the
Ivano-Frankivsk Pedagogical Institute (now Vasyl
Stefanyk Precarpathian National University). Its repre-
sentatives, in particular H. M. Haiduchok, P. P. Kyry-
chok, and I. M. Luchkiv proposed several approaches
to renewing the content, organization, and technologies

of physics teaching, which, in the 1970s and 1980s,
were ahead of the prevailing educational practices and
at the same time laid down methodological guidelines
consonant with the current priorities of competence-
based education and digitalization. For this reason, the
innovations of the Prykarpattia School may be reinter-
preted as a methodological resource for the develop-
ment of contemporary educational practices, including
the use of artificial intelligence technologies.

One of the school’s conceptual innovations was H.
M. Haiduchok’s idea of developing generalized exper-
imental skills and abilities [3]. Its central emphasis was
that, under conditions of scientific and technological
advancement, what becomes decisive is not the mere
sum of reproduced theoretical information, but the stu-
dent’s ability to organize experimental activity: to se-
lect and set up instruments, control experimental pa-
rameters, interpret results, assess errors, and draw well-
grounded conclusions. The contemporary educational
paradigm reproduces this logic through the develop-
ment of scientific and technological competencies,
while its practical implementation is increasingly asso-
ciated with interactive simulations, STEM projects, and
digital laboratories. Given that H. Haiduchok’s concept
placed significant emphasis on the staged character of
learning activity and differentiated support for the
learner [1], the potential of artificial intelligence may
be employed for the individualization of learning: algo-
rithms are capable of tracking the trajectory of perform-
ing a virtual experiment, identifying typical difficulties,
and providing targeted prompts at the stages where er-
rors occur, thereby reproducing the methodological
idea of pedagogical “scaffolding” and support for
learning progress.

A second important line of innovation within the
Prykarpattia School was the introduction of technical
teaching aids and programmed assessment of
knowledge. In the works of H. M. Haiduchok and I. M.
Luchkiv, the structure of lectures was described as an
integral cycle consisting of an introductory, main, and
concluding part, within which special control devices
were used to provide rapid feedback on students’ mas-
tery of the material [6]. In its historical context, such
solutions may be regarded as prototypes of modern
learning management systems oriented toward the
prompt diagnosis of learning outcomes and the correc-
tion of learning activity. The distinctive feature of the
contemporary stage lies in the fact that artificial intelli-
gence is capable of moving from mere error detection
to error explanation: not simply identifying an incorrect
answer, but determining its probable cause, that is, a
typical misconception or a gap in understanding, and
automatically offering personalized learning material
to eliminate the identified problem. At the same time,
the idea of intensifying independent work, which the
school’s methodologists associated with technical
teaching aids, acquires additional possibilities in the
digital environment: generative models can sustain ed-
ucational dialogue, assist in constructing virtual mod-
els, explain physical phenomena in different ways, and
stimulate argumentation, thereby developing the format
of the “lecture-conversation”, in which the technologi-
cal tool functions not as a passive carrier of illustrations
but as an interactive participant in cognitive interaction.
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An organic continuation of the technologization of
instruction within the Prykarpattia School was its atten-
tion to the differentiation and individualization of ex-
perimental activity, particularly in the works of H. M.
Haiduchok [2]. In substantiating a differentiated ap-
proach to frontal experimentation, these scholars pro-
posed additional tasks for more advanced students, sup-
port cards for those requiring assistance, and home ex-
periments as a form of independent inquiry. Under
contemporary conditions of inclusive education and the
spread of distance-learning formats, these solutions
align with the logic of adaptive learning, in which the
level of difficulty and types of tasks are selected in ac-
cordance with the learner’s academic achievements and
educational needs. The practical equivalent of paper-
based “cards” is now represented by interactive work-
sheets and digital platforms that can modify the learn-
ing trajectory based on task performance results. Vir-
tual laboratories, in turn, make it possible to reproduce
experimental situations of varying complexity and pro-
vide a space for creative inquiry in which the learner
can make personal “discoveries” through planning the
experimental procedure, varying parameters, and inter-
preting data, which corresponds to the heuristic orien-
tations embedded by the methodologists of the
Prykarpattia School.

A distinct and methodologically significant di-
mension of the legacy of the Prykarpattia School of
Physics is associated with its understanding of teacher
training as a holistic process that combines profound
subject-matter competence, methodological culture,
and the capacity for pedagogical reflection. In the
works of P. P. Kyrychok and his colleagues, the idea
was consistently affirmed that high-quality profes-
sional training for the future physics teacher cannot be
limited to mere assimilation of specialized discipline
content. It must rest on a high level of scientific and
theoretical instruction, the systematic comprehension
of teaching methodology, a continuous connection be-
tween pedagogical theory and school practice, and the
formation, in the future teacher, of the ability to analyze
the educational process as a complex, dynamic, and sci-
entifically organized system. It is precisely in this con-
text that the development of a specific form of “scien-
tific school studies” within teacher education acquires
significance, since it oriented students not only toward
mastering instructional material, but also toward under-
standing the regularities governing the functioning of
the school, the logic of lesson construction, the specific
features of organizing the learning environment, and
the mechanisms through which students’ cognitive ac-
tivity is formed.

A substantial role in implementing this approach
was played by methodological seminars, which were
not auxiliary elements of training but served as a full-
fledged instrument of the future teacher’s professional
development. It was through seminar work that the dis-
cussion of typical difficulties in teaching physics, the
analysis of the content of school curricula, the testing
of methodological solutions, the reflection on the re-
sults of pedagogical observations, and the generaliza-
tion of best practices were ensured. Such a model con-
tributed to the fundamentalization of professional train-
ing, since the future teacher was formed not as a narrow

transmitter of knowledge, but as a teacher-researcher
capable of selecting teaching methods in a reasoned
manner, designing educational situations, and critically
evaluating their own practice. Under contemporary
conditions, this approach has not lost its relevance; on
the contrary, it has acquired new meaning. Higher edu-
cation today operates within the framework of modu-
lar-rating technologies, the credit-modular organization
of the educational process, the competence-based ap-
proach, and the growing role of practice-oriented mod-
els of professional training. Under such circumstances,
the ideas of the Prykarpattia School may be reinter-
preted as a methodological foundation for combining
academic fundamentalization with pedagogical mobil-
ity, digital literacy, and the capacity for innovative ac-
tivity. Their value lies in offering not a fragmented but
a systemic model of physics teacher formation, in
which scientific rigor, methodological soundness, and
practical orientation function not as separate compo-
nents but as interrelated elements of professional com-
petence.

A final, yet fundamentally important, line of inno-
vation within the Prykarpattia School was its orienta-
tion toward systematicity and the integration of
knowledge, particularly through generalizing lessons in
the school physics curriculum on the topics of “The
Electromagnetic Field” and “The Contemporary Scien-
tific Worldview”, where emphasis was placed on the
interrelationship of fundamental concepts and princi-
ples [2]. Such instruction ensured the formation of a ho-
listic worldview and an understanding of physics as a
system rather than as a collection of disconnected top-
ics. In the contemporary context, these ideas are mani-
fested in integrated science courses and STEM educa-
tion, where knowledge from physics, mathematics,
computer science, and technology is combined within
project-based tasks. The use of artificial intelligence
can further strengthen this integrative effect by support-
ing interdisciplinary projects, from consultations on the
scientific and historical context of discoveries (thus im-
plementing the principle of historicism) to assistance in
modeling processes through programming and data
analysis, thereby making the systematic nature of
knowledge practically tangible for the learner.

Conclusions. Thus, the methodological innova-
tions of the Prykarpattia School of Physics constitute a
significant layer of Ukrainian pedagogical thought that
demonstrates the continuity of ideas from the early
forms of the technologization of instruction to the con-
temporary digital transformation of education. The
generalization of experimental skills, technological
feedback and assessment, the differentiation of learning
activities, the fundamentalization of teacher training,
and the integration of knowledge into a holistic picture
of the world form a conceptual core consonant with the
competence-based paradigm of the New Ukrainian
School. The reinterpretation of these approaches within
the framework of digital platforms and artificial intelli-
gence opens up possibilities for transitioning from
“programmed assessment” to personalized learning tra-
jectories, for developing high-tech STEM environ-
ments grounded in the laboratory method, and for en-
suring high-quality distance education through virtual
experimentation and learning analytics. Reflection on
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and adaptation of this experience are important precon-
ditions for shaping a competitive system of physics ed-
ucation in Ukraine that combines national methodolog-
ical traditions with openness to global innovations.
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Abstract

This paper presents an overview of modern social engineering methods enhanced by generative Al technol-
ogies. The dominant role of data in the success of cyberattacks is examined using empirical data. The inadequacy
of classical linear models for describing the adaptive nature of Al-mediated threats is revealed. A six-stage con-
ceptual model of the life cycle of a social engineering attack is proposed. The attack is presented as a cyclical,
iterative process with stages of goal formulation, reconnaissance, preparation (with data verification), initiation of
contact, exploitation, and completion (with reflection). The key advantages of the model are its consideration of
adaptability, the allocation of data verification to Al content generation, and the ability to influence the victim's
subconscious mechanisms. The practical significance of this work lies in the possibility of constructing proactive
defense systems with attack interruption points at any stage of its implementation. The mathematical justification
of the model using the apparatus of probability theory and Markov processes, and the corresponding flowchart of
the algorithm, confirming the cyclical nature of modern threats and the possibility of their formalized description,
was developed.

AHHOTAIHSA

B pa60Te OpeacCTaBJICH O630p COBPEMCEHHBIX METOA0OB COIIHaJIbHOﬁ HWHXXCHEPHH, YCUIINMBACMBIX TEXHOJIOTU-
SAMHU TCHEPATHUBHOT'O Hn. PaCCMOTpeHa JOMHUHHDpYIOIIas poJjib B YCHCIIHOCTU KI/I6€paTaK Ha OCHOBC SMIIMpHUYC-
CKUX JaHHBbIX. BrIgBIIEHAa HECOCTOATENLHOCTE KJIIACCHYECKUX JIMHEHHBIX MOIleJ'ICfI JJIA OITMCaHUsA aHaHTHBHOﬁ npu-
poxbl MM-onocpenosansbix yrpo3. [Ipeanoskena nmectustanHas KOHUENTyaabHasi MOJAEIb dKU3HEHHOTO IIUKJIA CO-
LMOMHXXEHEPHOW aTaku. ATaka TpeJICTaBlIeHa KaK I[HUKIMYECKUH WTEepaTUBHBIA TMpoOIlecC C ITarnamu
(hOpMYITHPOBKH LIENH, PEKOTHOCIUPOBKH, MOJTOTOBKH (C BepuHUKaIiel JaHHBIX), HHAIMAINNA KOHTaKTa, YKC-
IUTyaTalliy | 3aBepIIeHue aTaky (¢ pedraexcueil). KimoueBbIME MpenMyIiecTBaMy MOAEIH SIBJIIOTCS YUET ajall-
THBHOCTH, BBIACIICHUC Bepm’pnkaunn JAaHHBIX OJIS1 I/II/I-reHepauHH KOHTCHTA U BO3MO>XXHOCTbH BOS}ICﬁCTBI/Iﬂ Ha 110a-
CO3HATCJIIbHBIC MEXaHU3MBI )KCPTBBI. HpaKTI/I‘IeCKaH 3HAYNMOCTh pa60T1>1 3aKJII0Ya€TCA B BO3MOXXHOCTH ITOCTPOE-
HUA TMPOAKTHUBHBIX CHUCTEM 3allUTBI C TOYKAMMU IMPEpbIBaHUA aTaKd Ha JII000M JTame ee peam3anuu.
Maremarnyeckoe 000CHOBaHHE MOJECJIM C UCIIOJIb30BAHUEM almapara TCOprun BepOHTHOCTCﬁ 1 MapKOBCKHX IIpO-
OECCOB, a TaAKKEC pa3pa60TaHa COOTBETCTBYIOLIAs 0JI0K-cXeMa AJIropuT™Ma, MOATBEPIKAAIOIIAsA HUKINICCKYIO ITPpU-
poay COBPEMCHHBIX YyIpO3 U BO3MOKHOCTb UX (bOpMaJ'II/IZ’uOBaHHOFO OIIMCaHMus.
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KnroueBble cioBa: knbepyrposa, T€HEpaTUBHBIM HCKYyCCTBEHHBIH WHTEIUIEKT, 3JI0YMBIIIICHHUK, KHOe-
paTaka, KOHIENTyalbHasi MOJIeJb )KU3HEHHOT 0 IIUKJIa aTaKu, COLMAIbHAS UHKEHEPUs, YI3BUMOCTh, IPOTUBOEH-
CTBHS COLIMAILHON WH)KEHEPHUH, KPUTHUECKHE TOUKH Pa3pbiBa IUKIIA aTaKH.

Beeaenne

I'mobGanbHast nudpoBU3anmMs, OXBAaTHIBAIOIIAS BCE
cepbl 4eTI0BEUeCKO AeATeNbHOCTH ¢ KOHIa X X Beka,
MOBBIIIAET MPOU3BOAUTEIBHOCTE TPyJa U KadeCTBO
JKU3HH, OJHAKO OJHOBPEMEHHO aKTyaJIU3UPYET CIELH-
(udeckne mpoOieMbl HHOOPMAITMOHHOH Oe30MmacHo-
cti. HecMoTpst Ha TO, 9TO BOIPOCHI 3aILUTHI HA IIPO-
TPaMMHO-TEXHHYECKOM M IIPaBOBOM YPOBHSX CH-
CTEMHO npopabaThIBalOTCS npoUIEHBIMU
BeZoMcTBaMu, a pe3yisTraTtel HUOKP Bortomarotcs B
COBPEMEHHBIX CpEICTBaX 3aIlUTHl U aJaNTUPyeMoil
HOpPMaTHBHOW 0a3ze, B JIIOOOW 3aILUIEHHONW CHUCTEME
HanOoJiee yA3BHMBIM 3JIEMEHTOM OCTaeTcs MOJb30Ba-
TeNb — HOCHTEIb WHIUBHUIYAJIbHBIX MOBEJCHUYECKUX
0COOCHHOCTEH, 0OBEANHIEMBIX TIOHATHEM «UelloBeYe-
ckuii pakTop». IMEHHO 3TO 00yClIaBIMBAET BHICOKYIO
3G PEKTUBHOCTh TEXHUK COIMAIBHON WHKCHEPUU Kak
crioco0a peanu3anyu KnOepaTak: MaHUITYJISIHS YeTIo-
BEYECKMM (DaKTOPOM IO3BOJIIET OOXOANTH KJIaccHye-
CKHE, MPEUMYIIECTBEHHO TEXHOJIOTUYECKHUE CHCTEMBI
3alUTHI U N10JIy4aTh HECAHKIIMOHUPOBAHHBIN TOCTYII K
KOH(pHIeHIMATbHBIM JaHHbIM [1, 2]. JlonmonHuTEb-
HBIM CTHMYJIOM JJIS 3JOYMBIIUIEHHHKOB B TEKYIIHX
peausx CIIy)KUT 000CTpeHHE MUPOBOH COLMATLHO-TIO-
JUTHUYECKON U SKOHOMHUYECKON HECTaOUIBLHOCTH, TIpe-
BpallaloIlee aTakh Ha OCHOBE COLUAIIbHON NHKEHEPUUT
B MHCTPYMEHT BeICHHUS THOPUIHON BOWHEI [3].

Takum oOpa3oM, Kk HanboJiee aKTyaJIbHBIM 33j1a-
yaM MH()OPMaINOHHON 0e301MacHOCTH OTHOCATCS Kak
aHallu3 METOJUK COLIMAIbHON HHXKEHEPHH, UCIIONb3Yye-
MBIX 3JIOyMBIIUICHHUKAMH, TaK W pa3paboTka OJOK-
CXEMBI, B JETAISIX ONMCHIBAIOIIASA KHU3HEHHBIH LUK
COBPEMEHHBIX COIIMOMHKEHEPHBIX aTaK.

Llenb HACTOAIIETO UCCIIETOBAHHS COCTOUT B IIPO-
BEJICHUU aHAJHM3a COBPEMEHHBIX METOJOB U MPHUEMOB
COLIMAIEHON MH)KEHEPUH U Pa3paboTke 0O0CHOBAHHOM
KOHUENTYaJIbHOU MOJEIU LUKJIA COLUOMH)KEHEPHOU
aTakd, OTPAKAIOIIETO CIEIU(PUKY COBPEMEHHBIX
yIpos.

ConnajbHast MHAKeHepHs

TepMuH «conuanbHasi HHXKEHEPH» BOLIET B aKa-
JEMUUYECKHH AUCKYPC OTHOCUTENIBHO HEJJABHO, OJJHAKO
METOAMKA MOJy4deHHs1 HHpopMaIun myTeM HHpopMa-
IIHOHHO-TICUXOJOTHIECKOTO BO3JICHCTBUS, I/I€ TI0JIB30-
BaTeJb BBHICTYHAN CyOBEKTOM IOCTYTA K 3aIUIAeMBIM
naaabiM. CornmacHo mcrounukam [1, 2, 3, 5], B npen-
METHOMI 00J1acTH HHPOPMAITMOHHOW 0€301aCHOCTH CO-
[aTbHASI HHXKEHEPHS ONPeeNaeTCs KaK KOMIUICKCHAS
METO0JIOTUs OIy4EHUs] HECAaHKIIMOHUPOBAHHOTO J0-
CTyna K KOH(UWAEHIHMAILHOH HWH(pOpPManMu Iocpen-
CTBOM HH(OPMAIMOHHO-TICHXOJIOTHYECKOT0 BO3JICH-
CTBHSI, T/I€ JOCTYII Peau3yeTcs IPEUMYILECTBEHHO Ye-
pe3  OKCIUTyaTallUl0 YsA3BHUMOCTEH 4YeI0BEYECKOIOo
(akTopa, a He uYepe3 NPSAMON TEXHHYECKHH B3JIOM.
KiroueBoe oTanume oT TpagUIMOHHBIX KHOepaTak 3a-
KIIFOYA€TCs B TOM, YTO TEXHUYECKUE CPEACTBA MIPHME-

HSIOTCS JIMIIb Ha OTAENBHBIX dTamax (JocTaBka (u-
LIMHIOBOTO MHMCbMA, Pa3MEIIeHUe BPEJOHOCHOTO KOH-
TEHTa), HO HE OTIPEEeI0T ycrex onepannud. OCHOBOH
CIy)XHT TICUXOJOTWYECKass MaHWMYJALUS: CO3JaHUE
MpaBaoMoN00HOTO Tpezsora, (GopMUpOBaHHE JIOXK-
HOTO KOHTEKCTa, MWCIIOJIb30BAHNE AaBTOPHUTETA WIIN
CPOYHOCTH IJIsl HOOY KICHUS )KEPTBBI K LIETIEBOMY JIeH-
ctBuio [2, 4]. COOTBETCTBEHHO, COIMOWHXCHEPHEIC
aTaku — ATO BUJ KuOeparak, HalpaBJICHHBIX Ha IOJY-
YEeHHUE JOCTYNA K JIMYHBIM JTAaHHBIM WJIM O0BEKTaM WH-
(opMaTH3aLMKM U OCHOBaHHBIX MPEUMYIIECTBEHHO Ha
9KCILTyaTalll1 YeJI0OBeYecKoro (akropa.

Beicokasi apekTHBHOCTh TakMX aTak 00yCJIOB-
JIeHa TeM, 4TO JII000ii uesioBeK, Oyayun CyObeKTOM UH-
(OpMaIMOHHBIX OTHOIICHHH, 00Jamaer 0ocoOeHHO-
CTAMH U CIabOCTSAMH, BO3JICHCTBHE Ha KOTOPBIE CIO-
co0HO peann3oBath CIICHapHH, BBITOTHBIN
3JIOYMBIIUIEHHUKY [2, 3]. Peub ugeTr o MHOXECTBEH-
HBIX TICUXOJOTHYECKUX TEXHHKAX, 00pa3yromuX cTpa-
TETHH BO3/ICHCTBHUS HA CO3HAHHE U TIOBE/ICHHE KEPTBBI.

AHAJU3 CTATHCTHKH aKTyaJbHBIX KHOepyrpo3

OMIupuYecKkue JaHHbIe BeIyIIUX KOMIAHHUH, B
YaCTHOCTM  ©KEKBapTalbHble  OTY4eTHl  Positive
Technologies «AxTyanbHble KHOEpYrposbl» [3, 4],
HOJTBEP KJAI0T aKTUBHBIM POCT aTak Ha OCHOBE COLU-
anbHOM uHxeHepuu. CornacHo otuery 3a I-II kBap-
tansl 2025 rona, couuaibHas HHXXEHEPUS] TOMUHUPYET
B aTakax Ha 9acTHBIX Jui (93%, pocT Ha 5 1.11.) [6, 7].
B arakax Ha opranuzaunuu meto] npumensercsa B 50%
YCIENIHbIX HHIUIEHTOB, IIPHU 3TOM B 97% Tapretupo-
BaHHBIX aTaK 3JOYMBIIIJICHHUKH HCIOJIb3YIOT COIH-
AIBHYI0 MHXEHEpHIo, a B 43% cilydaeB TeXHUYECKHE
BEKTOPHI HE 33/IeHCTBYIOTCS BOBCE [6].

AHanu3 KaHaJOB JIOCTAaBKH BBIABISIET YCTOHYH-
BbIE PA3IMYMs B TAKTUKE 3I0YMBIIIJICHHUKOB: B aTaKax
Ha OpraHM3allii JOMUHHMPYET 3JEKTPOHHAs IouTa
(88% WHITMIEHTOB), TOTJa KaK Ha YaCTHBIX JIUI] — BeO-
caitter (69%) [7]. IlpumeyatenbHBIM TPEHIOM CTajX
POCT UCIIOIb30BaHMS MECCEHKEPOB B aTakax Ha 4acT-
HBIX JIUI] Ha 92% [6], 94TO 00YCIIOBIICHO IPUMEHEHUEM
YTEKIINX NEePCOHAIBHBIX JaHHBIX, B3JIOMAHHBIX aKKa-
YHTOB U TEXHOJOIWH reneparusHoro M.

O¢ddexTnBHOCTS COMMATBPHON WH)XEHEPUH IIOA-
TBEPKAAeTCs pe3yIbTaTaMH aTaK: YTEeUKH JaHHBIX 3a-
(ukcupoBaHbl B 52% ciy4aeB aTak Ha OpraHU3aLUN 1
B 74% — Ha 9aCTHBIX JIUI], IPEUMYIIECTBEHHO MOXHUIIA-
JOTCS YU€THBIE U IepCcOHaNbHBIE JaHHEIE [6, 7, 8]. PocT
HCTIOJB30BAaHUSI MECCEHPKEPOB M COLHAIBHBIX CEeTel
KOPpEJNUpPYeT ¢ Pa3BUTHUEM IMPOTPECCUBHBIX METOIUK
Ha 6aze MU, Bximrovast iundelku u runeprnepcoHain-
3UPOBaHHBIN (GUIIUHT [7, 9]. DTO CBHICTEIBCTBYET O
KaueCTBEHHOM U3MEHEHMHU MPUPOIBI YTPO3: OT MACCO-
BBIX HETIEPCOHATM3MPOBAHHBIX aTaK K IEJIEBBIM Ollepa-
LUSIM C aBTOMAaTH3UPOBAHHOM IreHepanued KOHTEHTa.
CorasibHass WHXXEHEpHUs: ocraeTcs Hamboiee dPdek-
THBHBIM METO/IOM peali3aliy KHOepaTak, a ee HBOIIO-
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uus B ctopoHy MH-onocpenoBanHbIX omepaiuii Tpe-
OyeT TepeoCMBICICHNS IOAXOJ0B K MPOTHUBOACH-
CTBHIO.

IIporpeccuBHbBIEC METOABI ATAK

Haunbonee panuoHaneH nNoaxoa K pacCMOTPEHUIO
COLIMOMHKEHEPHBIX aTaK CO CTOPOHBI 3I0YMBIIIICHHU-
KOB, MHCHOJB3YIOIEr0 KOMMYHUKAIIOHHBIE CPEbI
(UuTtepuet, nouTa, cotcetH) [2, 4, 5]. [Tockonbky me-
TOJIbI aTaK Ha OpraHu3alvy U (PU3NYECKHX JIMI] OTIIH-
4aroTcs, HeoOXoanMa KilacCHu(UKaIus ¢ pa3aeicHIeM
nenu. AHamuTH4Yeckue maHHbe [1, 2, 5] memoHCTpH-
pyIoT, uTo Hamboiee 3 (HEeKTUBHO PeaTn3yIOTCs aTaku
C MCIOJIb30BAaHNEM TEXHHK (DUIIMHTA, IPETEKCTHHTA U
reHepatuBHoro MU. JlupupyromuMu MeTOJaMU IO
pacmpoCcTpaHEeHHOCTH U APPEKTHBHOCTH HA CETOTHSIII-
Hui nenp sBisorcsi Deepfake, Spear phishing,
Quishing, ClickFix, Typosquatting [6, 7, 8, 9].

Texunonorus deepfake, ocHoBaHHasi Ha reHepa-
TUBHO-COCTsI3aTeNbHBIX ceTsax (GAN) u Tpanchopmep-
HBIX apXUTEKTypax, MO3BOJISAET CO3/1aBaTh CHUHTETHYE-
CKHH MYJIbTUMEANUHBIN KOHTEHT, BU3yaJIbHO UJIH aKy-
CTUYECKM HEOTIMYMMBbIA OT opuruHaia [9, 10]. B
KOHTEKCTE COLIMAIbHON MH)XEHEPHU OHA Pean3yeTrcst
B 4YETHIpeX MOIM(pHUKANMAX: MOAMEHA JIMIA, CHHTE3
peun (KIOHUPOBaHHE roJI0ca), MOJIHAs TeHepalys BH-
JIE0 «C HyJISD» W HHTEPAKTUBHASI BUACOKOH(EPEHINS C
munderikom. KirodeBo#l sKCIUTyaTHpyeMol ysS3BUMO-
CTBIO SABISETCA AOBEpUE K MYJIBTUMOAAJIbHBIM KaHa-
JaM KOMMYHMKAIlUH, YTO JeJaeT TPaJUIMOHHBIE Me-
Toapl Bepudukanuum HedpdekTUBHBIMU H TpeOyer
BHEJIPEHHSI JOTIOTHUTEIBHBIX ()aKTOPOB ayTeHTU(HKa-
[IUU AJIs1 KpUTHYECKU BaKHBIX omeparnmii [11, 12].

CrupdummHr ¢ ucnonp3oBanuem MU aBTromarn-
3UpyeT HMOATOTOBKY aTakW depe3 OOJbIINe S3BIKOBBIE
momemu (LLM), 3ameHsss pydHOH cOOp HOaHHEIX M
Hanucanue nuceMm [13]. LLM renepupytot runepnep-
COHAJIM3MPOBAHHBIE COOOIIEHHST HA OCHOBE OTKPBITHIX
JIAHHBIX, YYUTbIBass KOHTEKCT U CTHJIb XEPTBHI [14],
910 3aTpyAHsAeT oOHapyxeHue. Ilo maHHeIM Avast,
MePCOHATN3UPOBAHHBIE (DUIIMHTOBBIC aTaKu C IIPUMe-
nenuem U nemoHcTpupytot B 3-5 pa3 6osee BRICOKUI
MoKa3aTe’db KOHBEPCHU IO CPAaBHEHHMIO C MAaCCOBBIMHU
KamnaauaMu [15]. TpaguinoHHBIE MOAETH HE OTpa-
JKaroT JTAaHHBIM YpOBEHb aBTOMATH3AIlMM M CKOPOCTHU
CO3/JaHUS KOHTEHTA.

Bekroper mocraBku (kBummHT, ClickFix) peamu-
3yIOT HEepPeXo] K MaCCUBHOMY «BBDKHIAHHMIO»: CO3Ja-
torcs npuMaHku (QR-kozpl, mognensabie CAPTCHA),
paccunTaHHbIE HA aBTOMATUYECKOE AECHCTBHE MOIb30-
Baremst [7, 16]. Ilpu xBummHre QR-k0a BO BIIOKEHUN
DOCX mnepenamnpasnsier Ha GUIIMHTOBBIA calT [17],
npu ClickFix BpenoHoCHast kKOMaHa KOMUpyeTcs B Oy-
dbep obmena depes mommensHyro CAPTCHA mns
BCTaBKH IOJIb30BaTe]IeM. POCT METOZIOB mMoKa3aTelneH:

1 B snoxy reneparuBHoro MM kauecTBO BXOAHBIX JaH-
HBIX ompefenseT yoeautenbHoCTh KoHTeHTa. CoBpe-
MEHHas TIOATOTOBKA BKJIFOYAeT cOOp JTaHHBIX M UX aB-
TOMaTHU3UPOBaHHYIO Bepudukanuio. Kak ormedaer
A.O. X100bICTOBA, 3TAll «aHAJIN3 ¥ BEPU(PHUKALINID) SB-
nsieTcs KinodeBbIM [23]. TpaaunmoHHbIe MOCITH HE OT-
paXarwT  TEXHOJOTHYECKOU cnermupukn  MU-
OTIOCPEIOBAaHHBIX OIEpALIHiA.

HCTIOJF30BaHNE MECCEHKEPOB BBIpociio Ha 92%, a
monst atak ¢ ClickFix 8 H1 2025 yBenuuunmnace 6oiee
gem Ha 500% otHOcuTensHO H2 2024 [7]. ®okyc cme-
CTHJICSI Ha CO3JaHHE JIOBYIICK», IKCILUTyaTHPYIOMINX
MIPUBBIYHOE MIOBEJICHUE.

TalNCKBOTTUHT B DKOCUCTEMAX C OTKPBITBIM KO-
oM (npm, PyPI) coderaer ysa3BUMOCTb UeIOBeKa U CH-
CTEMBI: Pa3pabOTUUK 3arpy’kaeT BPEIOHOCHBII ITakeT
BCIIEAICTBHE OINevyaTku B Ha3BaHuu [18]. B nepBom mo-
ayroguu 2025 rona 3adukcupoano 6onee 4200 nHIN-
JEHTOB, 4TO Ha 73% TpeBHIMIAaeT MOKa3aTelh aHAJo-
rugHoro mepuona 2024 rona [6, 7]. D10 HeMoHCTpH-
pyeT MHOTOCIOHMHOCTb AaTaKW, 3aTPardBaroIIyIo
TEXHUYECKUE M YeTIOBEUECKIE KOMIIOHCHTHL.

Takum 006pa3zom, MPOrpecCUBHBIC METOABI 3HAME-
HYIOT KaueCTBEHHBIM CIBUT OT MAaCCOBBIX ONEpaIui K
LieJIeBBIM aTakaM ¢ mpuMeHenueM . Ux o0beaunseT
UCIIOJIB30BAaHHE  COBPEMEHHBIX  TEXHOJIOTHYECKHX
TPEHIOB U YCHJIEHHE IICUXOJIOTHYECKOTr0 BO3/ICHCTBHUS.
CyuiecTBylomue MOJeNH, pa3pabOTaHHBbIE B 3MOXY
PYYHBIX ollepanuii, He oTpaxarot crenuduky N-arak
(aBTOMaTH3MpOBAaHHASA BepU(UKAIHS, TCHEPAIHS CHH-
TETHYECKOTO KOHTCHTA, aJanTuBHAs pediexcus). IT1o
00OCHOBBIBaCT HEOOXOAMMOCTH pPa3padOTKH HOBOI
KOHIICTITYaJJbHOM MOJIENH, aJeKBATHO OIMCHIBAIOIICH
JKI3HCHHBIN ITUKJI COBPEMEHHBIX YTPO3.

O030p cymecTBYIOIIMX NOAXO0A0B K MOJeJIH-
POBAaHMIO HUKJIA aTAKH

CoBpeMeHHbIe MOJISIH ITHKJIa aTaKH, BKII0Yas 4ye-
TBIPEXATAIHYI0 Mozenb Jjaboparopun Kacnepckoro
[19] 1 monxonsl OTEUECTBEHHBIX HccienoBarenei [4,
20, 21, 22], CO37aHbI 1o NIpULeIy
JUHENMHON CTPYKTYypbl. JaHHBIA MOAXOJ HE OTpakaer
aIalITHBHYIO IPUPOTy coBpeMeHHBIX M -aTak, TpeOy-
IOIINX KOPPEKIUU CTPATerHMH IO OOpaTHOW CBS3W.
Knaccugeckas Momenp (McciieJoBaHNE, KOHTAKTEI, HC-
MMOJTb30BaHNEe WH(OPMAIINHN), HECMOTPS Ha BO3MOX-
HOCTBH MTEPALMH IIaroB, TAK)Ke HE YIUTHIBACT CICIHU-
¢uky coBpemeHHbIX yrpo3 [23]. KiroueBbie Heno-
CTaTKM TPAJUIIMOHHBIX MOJETEH MPOSBISAIOTCS B TpeX
acITeKTax:

1) TpaaWIIMOHHBIE MOJIENN UTHOPHUPYIOT peduiek-
CHBHBIII KOMIIOHEHT, TIOCJIE 3aBEpIICHHS OIepaIiy
3MOYMBIIIICHHUK aHAIU3UpyeT 3()(HEeKTUBHOCTH NPO-
BEJICHHOW aTaKW, UCIIONB3YsI TIOIyYCHHBIC CBEJCHUS B
JanpHeWneM (OTCYTCTBHE 3Tama pedieKCHH aeiaeT
MOJIeNIb HECTIOCOOHOHN OIMCHIBATH aJalTUBHYIO MpH-
POy COBpEeMEHHBIX yrpo3) [22];

2) sTal MOJArOTOBKH B CYHIECTBYIOIIMX MOJAEIAX
Ype3MEepHO ABISIETCS aOCTPaKTHBIM U UTHOPHPYET Be-
pubUKaIIHIO JIAHHBIX L

3) KiTaccMueckne MOJEIH TMPEANoNaraloT aKTHB-
HbIi XapakTep MHULMALMY KOHTAKTa 2,

2 CoBpEMEHHBIE aTaKH YacTO PEAIM3YIOTCS YePe3 Iac-
CUBHBIC <IOBYIIKW», TJ€ >KEPTBa caMa HHHUIIMAPYET
kommpomeTanuto. Apropamu [23], [24] npemyaraercs
00BEIMHUTEL ATalbl KOHTAKTOB B «aKTHUBAaIUs OOIIIe-
HUS», TIE MPOUCXOIUT OOy KIEHUE JINIIA K pasrialiie-
HUI0 HHPOPMAITHH.
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Kpome Toro, cymecTByiomue moaxoasl UTHOPH-
PYIOT BO3IEHCTBUE Ha IOACO3HAHUE >KEPTBBL: HEi-
CTBHI aTaKyIOIINX HAIPaBJICHHI HA YPOBEHb MOJICO3HA-
HUS, KOTOpOE, B OTJIMYHME OT CO3HAHMS, HE COTNPOTHUB-
nsiercst Bo3aelicTeuro [24]. Takum obpaszom, Momenu
YTPaTWIH PEJIEBAaHTHOCTh B YCIOBUAX BHenpenus M.
Wx HecrocoOHOCTh OTPa3uTh PEQICKCUBHOCTD, BEPH-
(hUKAIUIO TaHHBIX U TACCHUBHBIC BEKTOPHI 0OOCHOBHI-
BaeT HEOOXOAMMOCTh Pa3pabOTKH HOBOW KOHIICHTY-

Mogesb HUKJIAa aTAKH HA OCHOBE COLHAJILHOI
HHKeHepHH
ABTOpamMH NpeACTaBICHA IIECTHITATHAS KOHIIETI-
TyalnbHast MOJEIb XU3HEHHOTO [IHKJIA COMOUHKEHEP-
Hol ataku. CyTb JaHHOE pa3paboTKH B OTIIMYHUE OT JIH-
HEIHBIX MOAXOJO0B: MOJENb NMPEJICTABIACT aTaKy Kak
LUKIMYECKUH, UTepaTUBHBIM Ipolece, OTpakarolluit
aJanTHBHYIO0 MPUPOAY 3JIOYMBIIIJICHHUKA. Mozenb
BKJIIOYAET CIeXyIolue dTanbl: (GOpPMYJIUPOBKA IIEIH,

aTbHON MOACIN JKU3HCHHOT O OUKJIa - PEKOTHOCOUPOBKA, IIOATOTOBKA AaTaKW, WHHULIHALIAA
OIIOCPEIOBAaHHBIX COLIMONH)KEHEPHBIX aTaK. KOHTAaKTa, SKCIUTyaTallksl M 3aBepIICHHE aTaku (pUCy-
HOK 1).
o o e e e e e e e e e e e e e = e e e e e = e e e e e e e e e e = = e e = =
I DopMyIHpOBKa aTaku PeKorHocupoBka TlonroroBka araku
: » Ompenenenue
1 Henpn Tlonck Haxoruienue PazpaGotka
nHpopMaIHI [UIaHa
> rentnduramms ] HCTOYHHKOB opmary DopmHpoBaHUE
XEPTREI I MeTozs! 1 BEeKTOpa aTaKu
L— —I AHaimms 1 Bepu(HKaLLL HHCTPYMEHTHI

VIHUITHAIINS KOHTAKTa

3aBepIleHUe aTaki

» Hagano Obpaboria ITody»xnenne ] (
§?Mmyﬂnxaum )Klz o |[7| Kuemeouy -
» VYeraHoBIeHHe p neliCTBHIO
NOBepHs

I DKCILTYaTAIHS
1

CoxpsiTHE
(dakra arakn

Pedmexcns

Puc. 1. Konuenmyaﬂbyaﬂ MOO€JIb HCUZHEHHO20 yukia COL{MOMHDICQHBPHOIJ amaxu

B paMKax npe/:maraeMoﬁ MOJCIN aTaka Mpea-
CTaBJIFACTCA KakK LII/II(J'II/I‘ICCKI/Iﬁ nponecc, OCHOBHBIC
9Talbl NPCACTABJICHBI B Tabm. 1.

Tabnuna 1.
OmnucaHue TaNoB COIMONHKEHEPHOH aTaku
Jrtan Onucanne DopmyJIbl TSI OIMCAHUS

1— dpopmy- | Ha nmanHOM 3Tame 3J0YMBINUICHHHK ormpeaenser obmyio | [Ipomecc dopmanusyercs uepes
JIMPOBKA Lelb aTaku (HampuMep, Kpaka JaHHbIX, (UHAHCOBasl Bbl- | pacyeT (QYHKIMHM MOJIE3HOCTH
enu rojia, pernyTaHoHHbIN yiiep0) u uaeHTHGUIUPYET MOTEH- | aTaKyouero — gopmyJia 9.

LMAJIbHYI0 )KEPTBY WIIM IPYIINY XKepTB. 31ech e Gopmupy- | DopmupoBanue HEePBUYHOTO

€Tcd MEePBUYHBIN «IOPTPET IeNH» Ha OCHOBE JOCTYNHBIX | mopTpera — opmy.a 10.

JaHHBIX, B JAaJbHEHIIEM JaHHBIE «KEPTBBD» PAHKUPYIOTCS

110 YOBIBaHHIO TIOJIE3HOCTH JUIS BBIOOpA ONITHMAJILHOM IIETIH.
2 — peko- | Kiraccnueckwmii atan cOopa JaHHBIX, KOTOPBIH, OHAKO, B cO- | IToa0op maHHBIX paccMOTpEH Kak
THOCIIU- BPEMEHHBIX YCIOBHAX 4acTO aBTOMaTHU3UpoBaH w/wiau M- | urepaunOHHBIN UKIT: HHALHAJIN-
poOBKa anantuposaH. OH BKJIIOYAET MOUCK BCEBO3MOXHBIX HCTOUY- | 3UPYETCS CUETUHK, BHITTOIHICTCS

HUKOB WH(pOpManuu (CONUANBEHBIE CETH, KOPIIOpaTHBHEIC | cOOp HaHHBIX, ¢opmyna — 11.

caiiTpl, 0aHKH yTeueK JaHHbIX) U arperanuio nadpopmaiyu o | Pacuer merpuku kauectsa ¢op-

KEpTBE, TAKOW KaK ee MHTEpPEeChl, CBSA3M U IOBeleHYeCKue | MyJa — 12,

narrepHbl. [Ipu HEOOXOJMMOCTH 3JIOYMBIIIICHHHK MOXET

JYIUTUIIMPOBATh BCE 3HAYMMBblE AGHCTBHUS 3TOTO 3Tana (Io-

HCK, HaKOIIJICHUE, aHaIM3 JAaHHbIX ), TIOCKOJIbKY UMEHHO OH

ABJIAETCS OCHOBOM [UIsl IOCIEAYIOUIEH NEPCOHAIU3ALUU

araku. Ecim ka4ecTBO JaHHBIX HMKE TOPOTOBOTO 3HAUCHMS,

CYETUYHK yBEINUMBaeTcs U cOop noBTopsiercs. [locne noctu-

JKEHUsI Iopora KauecTBa NPOBOANTCS BepupuKanus aTpuoy-

TOB 4epe3 0aiflecoBCKy0 OlleHKY 1o opmyie (14). Ecmu no-

CTOBEPHOCTH HI)KE IOpOTa, allrOPUTM BO3BpAIIaeTCs K I0-

BTOPHOMY cOOpy JaHHBIX, o0OecneuyuBasi BBICOKYIO

HAJIS)KHOCTh BXOJIHOM HH(OpMAIIKH.
3 — moxaro- | Dtan  sBJsETCS KIIOYEBBIM Ui coBpeMmeHHbIXx HMU- | BeiOOp onTumanbHOro BeKTOpa
TOBKa OTIOCPEIOBAHHBIX aTaK U ACTATU3UPYET KIACCHUECKUH dTall | aTaKd OCYIIECTBILIETCS ITyTeM
aTaku moaroToBku. OH BKITIOYAET J1Ba MOIPOIIECCa: MHOTOKPUTEPHAILHONH  ONTHMH-

- BepuMKanMsi JaHHBIX: aBTOMAaTH3UPOBaHHAs IPOBEpKa | 3aumuu ¢opmyJia — 16.

JOCTOBEPHOCTH M COTJIACOBAaHHOCTH COOpaHHBIX Ha 3Tare
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PEKOTHOCLIMPOBKH JaHHBIX. DTO KPUTHYECKH BaYKHO JUIA Te-
HEPATHBHBIX MOJIEJIEH, KOTOphIe TPEeOyIOT KauyeCTBEHHOU
BXOJIHOW MH(pOpMAMU ISl CO3MaHMs yOeIUTeNbHOIO KOH-
TEHTAa;

- pa3paboTKa IJIaHa: HA OCHOBE BEpHU(PHIIMPOBAHHBIX [1aH-
HBIX (popMHpyeTcs BEeKTOp araku (BbIOOp KaHalla: 1ouyTa,
MeCCeHDKep), pa3pabaTbiBacTcsl JeTalbHbIN IU1aH (CLeHa-
pHil KOMMYHHUKAIMH, [ICHXOJOTHYECKUE TPUTTEPBI) U MOJ-
OuparoTcs  HMHCTPYMEHTHl  ((pUIIMHrOBBIE  NIA0JIOHBI,
deepfake-renepaTopsl, BpeIOHOCHBIE CKPHUIITHI).

Pacuer BeposiTHOCTH ycrmexa —
¢opmyana 17.

l'enepanus cueHapus KOMMYHH-
Kalli{ OTHPAETCs Ha MOJEIb CO-
OHAFHOTO BIHUAHUA — (hopmyJia
19.

4 — yannu- | Ha maHHOM 3Tare 3710yMBIINIIEHHUK CO3/1aeT YCJIOBUS Al | YpoBeHb JoBepusi (opmanusy-
anus NIEPBOr0 B3aWMOJAEUCTBUSA C KepTBOU. Llenb — ycTaHOBUTH | €Tcd 4epe3 MOKa3aTeib, paccuu-
KOHTaKTa JIOBEpHE 3a CYET HCIIOIB30BAaHMS NEPCOHANBHBIX THIIPO- | ThIBaeMBIH — hopMyia 23.
BaHHBIX CBEICHHUH, COOpPAHHBIX Ha MpPEABIAYIIMX dTamax. | JJaHHBle MOASNHPYIOTCS  IOX
DTOT 3Tall MPEANoIaracT pean3alHio 3I0YMBIIUICHHUKOM | MapKOBCKHH IMpoLecc NPUHATHSL
KOHKPETHOTO METOAa — OTHPaBKy (HUIIHHTOBOTO MHCHEMa, | pemeHuit (MDP) — dpopmymna 20;
WHULMALUIO BHACO3BOHKA C ITOJNEIBbHBIM «pykoBoaute- | 21.
nem» unu pasmenieHne QR-kona Ha ¢pusuueckoM Hocutene. | Eciu Oannvie Hudice nopo206020
3HAYEHUS, OCYUeCTNBIACTNCA KOP-
Pexyus cyeHapus u NONblmKa no-
gmopsemcs, 4mo  No38oAem
a0anmueHo  NOOCMpPausamsvCsl
100 PeaKyuro Hcepmebi.
S—sKcmIy- | DTO 3Tam MOJNy4YeHHs JKeJIaeMOro pe3ysbTaTa OT JKePTBBL. | BepoATHOCTH LeneBOro NeHCTBUS
aTauus 31ech MOTYT MPUMEHATBCS YXKE TOHKUE MCHXOJOTHYECKUE | BBIYUCIAETCSA 1Mo popmyre 24.
OpUeMbl ¥ BO3JCICTBHE Ha CTaHAAPTHBIE MEIHMATOPHI | YCHEIIHOCTh SKCIUTyaTaluH OLe-
(cTpax, CpOYHOCTB, JTFOOOIBITCTBO, XKaTHOCTh) IS TOOYK- | HUBaeTCs OMHAPHOHN (yHKIHCH —
JICHUs KEPTBBI K LIEJICBOMY JCHCTBUIO: BBOAY JaHHBIX, Ie- | (popmyie 25.
peBony cpencts, ycraHoBke 110 min BHINONHEHUIO Bpeno- | B ciydae Heynauw nmpUMeHsETCS
HOCHOrO Koza. IMEHHO 3/1eCh IIPOSBIAETCS YA3BUMOCTD Ye- | aJalTUBHAs KOPPEKLUS 110 IIPUH-
JI0BE4YeCcKOro (hakTopa Kak OCHOBHOI'O HCTOYHUKA PUCKOB. nuny e-greedy (mpeamnonaraercs
CMEHa TaKTHKH WJIM HCCIIea0Ba-
HHE albTePHATUBHBIX CTPATErHii)
—thopmyia 26.
6 — 3aBep- | Dram BKJIIOYAeT COKPHITHE CIIENOB aTaku (yAajleHue Joros, | Peanmusyercs depe3 oOHOBIICHUE
LIeHHe cMeHa MHGPACTPYKTYpbI) U, YTO Hauboliee BaxHO, peiek- | mapaMeTpoB MOJENHU 3JI0YMBbIII-
aTaku CHIO. 3JIOYMBIIUICHHUK aHAM3UpyeT 3(G(PEKTHBHOCTh HC- | JICHHHKA — Gopmyia 27.

MOJIb30BAaHHBIX TAKTHK, JOKYMEHTUPYET YCIICIIHBIC TIPHEMBI
U coOupaeT oOpaTHYIO CBsI3b U1 PabOTHI HAJ OIMIHMOKAMHU.
[Mony4yeHHBIE CBeICHUS TOPa0ATHIBAIOTCS U UCIIOIB3YETCS B
JaTBHEHIINX cXeMax. AJITOPUTM HPOBEpsieT YCIOBHE CXO-
JMMOCTH: €CJIM OHO HE BBIIIOJHEHO M JIOCTYIHBI HOBBIC
LI, OCYIIECTBISIETCS BO3BpaT K Imany 1 ¢ oOHOBIEH-
HBIMH [IapaMeTpaMu, 3aMbIKasi MK aTakKu.

Pacuer ¢pynkumun morepb — ¢dop-
myna 28.

BepositHocTH ycmemHoOTo 3aBep-
mIeHus atakd — Gopmyna 29.
QuHanbHBILL 8bIBO0  ANOPUMMA
BKIIOYAEH 6eKMOP YCHEUHOCMU,
00HOGNEHHbIE napamempol Mo-
denu, CmayuoHapHule 6eposmHoO-
Ccmu U 00wull PUck.

Ha pucynke 2 npezcraBieHa 0JI0K-cXeMa MOJENIN
LUKJIa COLIMOMHKEHEPHOH aTaku. B oTinuuue ot Tpanu-

IIUOHHBIX JTUHEHHBIX CXEM, MOJICJTIb YYUTBIBACT JWHA-
MHYCCKHE aCIICKThbI BSaHMOHCﬁCTBHﬂ 3JIOYMBIIJICH-
HUKaA U )KEPTBLI.
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Puc. 2. Brok-cxema mooenu yurkia cCOyUOUHNCEHePHOU amaxu

pekuuu aeictBuil. B oTiimumne oT kinaccuyeckux Ju-
HEIHBIX TOCTPOCHUH, MPeIoKeHHas MOJeNb Gopma-
JIM3YET MPOIIECC aTakh KaK OpUEHTHUPOBAHHBIN Tpad ¢
BEPOSITHOCTHBIMHU TEPEXOJAMH, YTO TIO3BOJISIET KOJIH-
YECTBEHHO OIICHUBATH PUCKU Ha KaXKIOM dTale H Mpo-
THO3MPOBATh Pa3BUTHE HHIUACHTA. MoIenb Takxke

s U-reneparnun) v mpH-
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YUUTBHIBAET MOACO3HATEIbHbIE ACTIEKThI MAHUITYJISIIHH,
YTO JIENIAET COLHANbHYI0 HHKCHEPUIO OCOOCHHO omac-
HOU [21] ¥ MO3BOJIAET ONMUCHIBATh TEXHUKH, IKCILIya-
THpyIomue Oecco3HaTenbHble peakiuu. VIHTerpamus
BUKTUMHON MOJENU KEePTBBI, OCHOBAHHON Ha MOKO-
JICHYECKUX YSI3BUMOCTSIX M IICUXOJIOTMYECKUX MPOodHu-

MaTteMaTH4ecKOe 000CHOBaHNe pa3padaThIBa-

eMoii MojeIH

B ornuuue oT IUHEHHBIX ONUCAHUM, Npeaarae-
Mast MOJIENIb TPAKTYET aTaKy Kak IUKINYECKUN UTepa-
THUBHBIH TIpoliecc, 9TO TpeOyeT MPUMEHEHNSI METO0B
TEOPHUH BEPOSTHOCTEH, TEOPHH MapKOBCKUX IIPOIEC-
COB M MoJielneli oneHK: puckoB. OOOCHOBAaHNE CTPYK-
TypBl Moaenu 0a3upyeTcsi Ha NPEACTaBICHUH aTaKd
KaK OpPHEHTHPOBAHHOTO rpada, Te BEpUIMHAMH BBHI-
CTYHArOT 3Talbl B3aMMOAEHCTBHS 311I0YMBIIIUIEHHUKA C
JKEpTBOM, a JAyraMH — BEpOSATHOCTHBIE IIEPEXOJIb
Mexay HuMU. Takoi noaxo[ Mo3BoJigeT y4ecTb aiar-
TUBHYIO TIPHPOJYy COBPEMEHHBIX YIpo3, KOrja 3J10-
YMBIIIJICHHUK KOPPEKTUPYET CBOM AECHUCTBHS Ha OC-
HOBE OOpaTHOW CBsI3M, TOJIyYEHHOH B XOJ€ pean3a-
MU aTaku [25].

B ocHOBe (opmanmzanuy KU3HEHHOTO IHKJIA
aTaKu JIXKHUT 0a30BOE MPEJICTABICHNE PUCKA KaK (yHK-
IIMH OT BEPOSTHOCTH PEATM3AIMH YIPO3bI X BETHIUHBI
MOTEHIMAIBHOTO yIepoa:

R=P-L, (1)
rae R — 6a30BbIif PUCK COMMONHKEHEPHON aTaKw,

P — BepOSATHOCTH pean3alliy yIPO3bl;

L — BenMurHa MOTEHIIMAIBHOTO yiiepOa (B ycIoB-
HBIX SJIMHALIAX ).

Hannass Qopmyna sBusercss (QyHIaMeHTaIbHON
JUTSL BCEX TOCIIeTyFOIUX BBIYMCIEHUH U COTIIacyeTcst ¢
OOIIEPUHATHIMU TTOJIX0JIaMH K OIICHKE PHCKOB HH-
(hopMmanmoHHO# Ge3omacHOCTH [26].

Jis 060CHOBaHUS YS3BUMOCTH YeJIOBEYECKOTO
(bakTOpa Ha 3TAaNax PEKOrHOCIMPOBKU U SKCILUTyaTallu{
HEOOXOAMMO  TOCTPOUTh  (HOPMaJbHYIO  MOJIEIb
JKEPTBbI. B OCHOBE BUKTUMHON MOJEIM JIEKUT UHTE-
rpajibHasl CXeMa COIMAJIbHOTO BIMSHHUSA, MPEI0KEH-
Hast T.B. TynynbseBoii B [27], rie 3M0yMBIIUIEHHUK BBI-
CTYIaeT areHTOM BIMSHUS, a IT0JIb30BaTEb — PELUIIH-
€HTOM.

Buktumnaas mMozenb keptTBbl V,jc¢im NpEICTaB-
asieT co0oil BXOJHBIE MapaMeTphbl Ui BCETO ajro-
pHUTMa, BKJIIOYAIOIINI BEKTOP NICHXOJIOTHYECKUX Tapa-
METPOB JKEPTBHI (JOBEPUYMBOCTH, CKIIOHHOCTh K PHCKY,
KOTHHUTHBHAS Harpy3Ka, UMITYJIbCHBHOCTH ), BEKTOP TIO-
BEJCHYECKUX XapakTepucTuk (mudpoBas rpamor-
HOCTB, OCBEJIOMJICHHOCTH O O€30IIaCHOCTH, HCTOPHS
COOMIOZICHYSI TIPaBUII), BEKTOP TEXHUYECKOTO KOHTEK-
CTa (3alMIIEHHOCTh YCTPOHCTBA, METO/BI ayTeHTH (-
KalllH1, CeTeBasi 3KCIO3UIHS) 1 BEKTOP CUTYaI[MOHHBIX
(haxTOpOB (BpEeMEHHOE JaBJICHUE, COLIMAIBHOE JJOKa3a-
TENILCTBO, CUTHAJIBI aBTOpUTeTa) [27]. [IpH aToM pyHK-
Ul MHTETPalbHOM YA3BMMOCTH BBIUUCISAETCA Kak
B3BEIICHHAS JIMHEHHas KOMOMHAIMs HOPMAalIM30BaH-
HBIX TTapaMeTpPOB:

3 dopmyna (4) peanusyer METON LEHTPA TKECTH IS
nedas3uduKanmm, e YUCIUTENb PEICTABISIET COO0M
B3BEIICHHYIO CYMMY LIEHTPOB (DYyHKLHMI MpPUHAIIICK-
HOCTH, a 3HAMEHATEJIb — CYMMY BECOB BCEX aKTHBHPO-

51X, 00€CTIeYMBAET BHICOKYIO TOYHOCTH IIPOTHO3UPOBA-
HUA ycrniexa ataku. CremnoBaTeNbHO, MPENIoKEHHBIN
MMOJIXO/ TIPEICTABIISIET COOOW HOBBIM B3I, aleK-
BaTHO oTpaxaromuii peamun UN-yrpo3 u obecreunBa-
IOLIMIA TEOPETHYCCKYIO OCHOBY Ui  Pa3padOTKU
CPEJIICTB 3alIUTHI.
U(Vvictim) = Zf:l )li X (2)

rne K — obrmiee KOTMYECTBO ITapaMeTPOB BUKTHM-
HOI MoJienu;

A; — BecoBoil KOXQQHIHEHT i-r0 mapamerpa
XA =1);

X, — HOpManM30BaHHOE 3HAYCHHE i-TO MapamMeTpa.

Hopmanu3arust mapaMeTpoB OCYIIECTBISIETCS IO

¢bopmyme:
= Xi—Xmin
N i ®)

*max—*min’
TJIe X; — aKTyaJbHOE 3HaYCHHUE 1-TO ITapaMeTpa;
Xmin — MUHAMAJIbHOE BO3MOXXHOE 3HaYECHHE Tapa-
MeTpa;
Xmax — MaKCHMaJIbHOE BO3MOXKHOE 3HAYCHHE T1a-
pamerpa.
st ydera HeMMHEMHBIX B3aMMOJCHCTBHUI mapa-
METPOB MPUMEHSETCS annapar HeYeTKOM JIOTUKH [28].
@OyHKOUS NPUHAIICKHOCTH OIPENEINIeT CTeNeHb COo-
OTBETCTBHS KOHKPETHOTO 3HA4YEHUsS JIMHTBHUCTHYE-
CKOMY TEpPMHUHY (Hampumep, «BBICOKHH ypOBEHb
yTpo3bD»). BeixogHoe 3HaueHHE MOIeNN HEUETKOM JI0-
THKH BBIUUCIIACTCS 1O hopMyJie:
_ S wit
Ufuzzy - 2?:1 w; (4)
r1€ Ugyzzy — UTOTOBOE 3HAYEHUE YSA3BUMOCTH M0-
cie nedazzudukanuy (METOA IeHTpa TKecTn);
W; — BECOBO# KO3 (HUIMEHT i-T0 TpaBUia HeUeT-
KOTO BBIBOJIa (CTEIIEHb AKTUBALIMH MPABHUIIA);
C; — UeHTp (GYHKIMHU NPUHAIUIEKHOCTH i-TO Tpa-
BUJIA;
n — o011ee KOJIMYECTBO MPaBUII HEUETKON Oa3bl.
JlaHHas MOJENb cOorylacyeTcs ¢ MCCIEeNOBaHUSIMHU
I".A. OcraneHko u Ipyrux aBTopoB [29], KOTOpBIE BBI-
JEISIFOT  0COOSHHOCTH  ysi3BUMOCTel. BeposiTHOCT
YCIICITHOM aTakW C y4eTOM IIOKOJEHYECKOH CIIeIH-
¢uku oneHnBaeTcs 1Mo popmyire:

pem=1-(1-3)") 5)

e PY°™ — BeposATHOCTH peanusaliy aTaku Ha Mo-
KOJIGHHE gen ¢ y4eTOM YA3BHUMOCTEH COLUAIbHOIO Xa-
pakrepa;

M — KOJIMYECTBO YSI3BUMOCTEH Ul TEKYLIEH BO3-
PacTHOM KaTeropuy;

n — o0Iee KOJMYECTBO YA3BUMOCTEH.

1
BBIPAYKEHUE (1 - —) [IPECTABISIET BEPOSITHOCTh
n

TOTO, YTO OJIHA KOHKPETHAas YSA3BUMOCTb HE MPUBEAET
K yCIemHoH aTake. Bo3BeneHue B CTeneHb m JaeT Be-
POSITHOCTh TOTO, YTO HU OJIHA M3 M YSI3BUMOCTEW HE
cpaboraet. BeranTaHue U3 eIMHUIIBI JaeT UCKOMYIO Be-
POSITHOCTH ycrexa ataku [29].

BaHHBIX TPaBWJI. JIaHHBIN MOIXO/ TIO3BOJISET Mpeodpa-
30BaTh HEYETKHE BbIBOJbI B KOHKPETHOE YHUCIIOBOE 3Ha-
YEHUE YSI3BUMOCTH.
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JKu3HeHHBI LMK COIMOMH)XCHEPHOW aTaku
MIPECTaBIIsIeTCS KaK OpUEHTHPOBAHHBIN Tpad:
(V,E,P,I), (6)
rne V = (vy,V;,...,Vg) — MHOXKECTBO BEpIINH
rpada, COOTBETCTBYIOIUX IIIECTH TANAaM aTaKu;

E ©V XV — MHOXECTBO IyT, NPEICTaBIISIFOIINX
BO3MOXKHBIC TTEPEXOIbI MEXK/TY ITAlaMU;

P = (pl-j) — MaTpHIla BEPOSATHOCTEH MEPEXO0B
paszmepom 6x6, rae p;; € [0,1] — BeposTHOCTS HEpe-
XOJIa C dTana i Ha JTarl j;

W = (wy,W,, ...,Wg) — BEKTOp BECOB BEpILHH,
XapaKTepU3yIOINX BPEMEHHbBIE 1 PeCypCHBIE 3aTPaThl
Ha BBIMIOJIHEHHE JTarna i.

Jng yuera TMHAMUYECKON BaXKHOCTH OTAEIBHBIX
STAlloOB aTakd M MX B3aMMOCBs3eH BBOIUTCS KOd(du-
IIUCHT BaKHOCTH 3TAIla, AaHAIOTUIHBINA TTOAXOY, TIPEI-
noxeHHOMY KOIBIHAKOM U KOJUIETaMU ISl TAPTETHPO-
BaHHbBIX KuOepaTak [30]:

Ai(t) = A?- exp( ) )

rae A;(t) — nuHamMugecKuil KOd)GUIMEHT BaXKHO-
CTH 1-T0 dTama aTakw,
— 6a30Bas BaXKHOCTH 3Tamna (HadalbHOE 3Hade-

Tgo3z

HHE);

t — TeKylIee BpeMs pealn3aliy aTakH;

Tposy — CPENHEE 3HAUEHME IUKIA BO3JEHCTBUS
(BpeMeHHOI TOPH30HT INIAHUPOBAHHUS aTaKN).

JlaHHBIH KO (HUIMEHT MO3BOJET y4eCTb, YTO
BO)XHOCTb OTICNBHBIX 3TAallOB MOXET W3MEHSITHCS B
HpOoLecce pealn3aliy aTaky, YT0 OCOOCHHO KPUTHYHO
IUTS QIAITHBHBIX COLMOMHKCHEPHBIX OTepaluii.

Take BBOmUTCS KO3(D(MUIMEHT  CBI3HOCTH
MEXJy I3TanamMH, XapakTepu3yIolinili (yHKIHOHAIb-

HYIO B3aWMOCBSI3b MTOCIIEJIOBATEIHHBIX CTAUIN aTaKku:
— 8
Tk Aikr’ ®)
KO3 PHUIUCHT CBA3HOCTH MEXIy ITa-

aij =

rae «o; i
MaMH i ¥ | (0 <a; < 1);

A;j — Bec (MHTEHCHBHOCTB) MIEPEXO/IA OT JTamna i K
aTaly j B 00IEeM IOTOKE aTaKH;

Yok Aikr — CyMMapHasi FHTEHCHBHOCTD BCEX TIepe-
XOZIOB U3 3Tamna i (CymMMa 1o BCeM BO3MOXKHBIM Iiejie-
BBIM 3Tamnam k).

Hcnonb3oBanne NaHHBIX KOA(GGUITUEHTOB TO3BO-
nseT 0ojee TOYHO MOJCITHPOBATH paclpeelicHHe pe-
CYPCOB 3JI0yMBIIIJICHHHUKA TI0 3TaraM aTakH ¥ IIPOTHO-
3MpoBaTh HanboJyiee KPUTHYECKUE TOUKU JIJIsI BMEIIa-
TeJabCTBa cucteM 3auuThl [30].

Takas ¢dopmanuzanus MO3BONSET TPAKTOBATH
aTaKy KakK CTOXACTHYECKHH IPOIECC C MaMsAThIO, TIie
Ka)KJJ0€ COCTOSIHUE COACPIKUT JIOCTATOUHYIO HH(pOpMa-
LHIO JUIS OTIPEJCNICHNUS] BEPOATHOCTEH OyIyliux mepe-
x0710B [28]. Ha cTpaTrernueckom ypoBHE 3JI0yMBIIIIICH-
HHUK OIpenensieT Ueldb aTaku W HICHTUQHUIUPYET
KepTBy, 4T0 (opManusyercst yepe3 QyHKIHUIO T0Jie3-
HOCTH aTaKyIoIlero:

Uattacker (C,]) = Xiza Wi 9)
E[R;(Cy,J)] — A Cost(C,]),

rie Ugeracker (C,J) — OYHKIMS ITOJE3HOCTH aTaKy-
IOIIETO;

Ce {Cdam, Cins Crep} — MHOXECTBO CTpaTernye-
CKHX Tenel (kpaka TaHHBIX, (PUHAHCOBAS BBITOJIA, Pe-
My TallMOHHBIA y11iepo);

J € {1, j2s ) jn} — MHOXKECTBO MOTEHIHAIBHBIX
KEPTB;

R; — cnyualiHas BeJMYMHA BBITOJABI OT aTaKW Ha
JKEPTBY J; ¢ nemnpto C;

w; — BECOBOH
JKEPTBBI;

A — k03¢ PULIMEHT YyBCTBUTEIBHOCTH K 3aTpaTam;

Cost(C,]) — byHKUMS peCypCHBIX 3aTpaT Ha pea-
JH3aIHIO aTaKH.

[epBuunbIii mopTper menw GOpMHPYETCS Kak
OTOOpak€HHE IOCTYNHBIX JAAHHBIX B IIPOCTPAHCTBO
MIPU3HAKOB!

KOX(QQHUIUEHT 3HAYNMOCTH

PO(]) - ¢(Davall)
(xdem: Xbehavs xtech: xpsych)’
rae Py(j) — mepBHYHbII TIOPTPET TIEIH j;
MHOXXECTBO JOCTYIHBIX IaHHBIX O

(10)

D avail
JKEpTBE;

b — (byHKuI/I;{ W3BJICYCHUS IPU3HAKOB;

xdemtxbehavrxtechtxpsych — BCEKTOpbI ZIemMorpa-
(uvecKkrx, MOBEACHYCCKHX, TEXHHUCCKIX H TICUXOJIO-
TUYECKHUX XapAKTEPUCTUK COOTBETCTBEHHO.

[Ipouecc cOopa u arperaiiu JaHHBIX HA dTAIe pe-
KOTHOCITUPOBKHU OIUCBHIBAETCS CTOXACTUYECKON Moje-
JIBIO0 C UTEPAaTUBHOM KOppEKLUEH KauecTna:

K+l _ k .
Disg =a-Dfs+(1—a) (11)
Foew(SRC, ),
rnue D,’{gg — arperupoBaHHBI HAOOp NaHHBIX Ha

utepanuu k;
a € [0, 1] — ko3 PULIUEHT HHEPLUH HAKOILIEHHS
3HAHWMH;
Frew — OYHKIUS W3BICUCHHUSI HOBBIX TaHHBIX W3
ncrounukoB SRC o xeptse J.
Kputepnii kauecTBa TaHHBIX OIpeeIsIeTcs yepes
METPHKY MOJHOTHI U JOCTOBEPHOCTH:
Quality(D) = B,
Completeness(D) + 3, -
Consistency(D) + B -
Freshness(D),
rae Quality (D) — uHTErpaibHBIA MOKa3aTeb Ka-
gecTBa TaHHbIX (0T 0 j0 1);
Completeness (D) — 1o1s 3aNI0JTHEHHBIX aTpUOy-
TOB B Habope naHHbIX D;
Consistency(D) — mons HEMPOTHBOPEUMBEIX 3a-
MHCeH;
Freshness(D) — akTyajdpHOCTh JaHHBIX (0Opat-
Hasl IPONOPLIMOHATIBHOCTE BPEMEHH cOopa);
B1, B2, B3 — BecoBbie KOADPUIUEHTHI (MX CyMMa
paBHa 1).
UrepaunoHHBIA TUKI 3Tana 2 NpoAOJKAeTCs A0
JOCTIDKESHHS TIOPOTOBOT0 3HA4YEHHMS 6
Quality(Dagg) >0, (13)
rae 6 — MHHAMAJIBHO JIOMYCTHMBIH YPOBEHB Kaue-
CTBa JIAHHBIX AJIS [IEPeX0/ia K CIACAYIOLIEMY JTaIly.
Jna BepuduKauy TaHHBIX IMpUMEHseTcs Oaiie-
COBCKasl OIIEHKa JOCTOBEPHOCTH KaXkI0TO aTpruoyTa:
P(E | d)Pprior(d)
Perue(d | E) = ——=0— Ppn_a”r(d,) : (14)
rae Pi.(d | E) — amocrepropHasi BEpOSITHOCTh
HCTHHHOCTH aTpubyTa d TpH HAJWYIHH CBHUACTEIHCTB
E;

(12)

P(E | d) — BepOATHOCTH HAOIOACHHS CBUICTEb-
ctB E npu uctunHOCTH d;
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Pyrior (d) — anipuopHas BEPOATHOCTb MCTHHHOCTH
aTpuoOyTa d.

ATpuOyT BKIIOYAaETCS B BepHOUIMPOBAHHBIN
HabOp NpH YCIOBUH:

Ptrue(d | E) = Vs (15)
rJie ¥ — MOpor JOBEpHs, yCTaHABINBAEMBIH B 3a-
BHUCHUMOCTH OT KPHTHYHOCTH aTaKH.

Bribop BexTOpa aTaku Ha 3TaTe MOATOTOBKH (GOp-
MaJu3yeTcsl Kak 3aJada MHOTOKPHUTEPUAIbHOW ONTH-
MH3aLHH:

Vattack =
maxyey [Psuccess (U | Dverif) '
impact(v) — Cost(v)],

€ Vyttack — ONTUMAIBHBIN BEKTOP aTaku;

V — MHOXECTBO JONMYCTHMBIX BEKTOpOB (email,
messenger, voice, physical);

Piyccess (v | Dverif) — BEpOATHOCTh YCIIeXa BEK-
TOpa v MPH BEPUPHIUPOBAHHBIX JAHHBIX Dyeyif;

impact(v) — oxumaeMsiil yuepd OT IpUMEHEHHUS
BEKTOpa V;

Cost(v) — pecypCHBIE 3aTpaThl HA PEATU3ALHIO.

BeposiTHOCTB ycrexa MOJENHpyeTcss Ha OCHOBE
YSI3BUMOCTH XKePTBbI U () (EKTUBHOCTH TEXHUKH [26]:

Pouccess (V | Dverif) = maxjej [V} ) (17)
T, (1 - Dorg)]v
rzie V; — MHTerpanbHas ys3BUMOCTb KEPTBBI j, BbI-
gucisiemas o ¢popmyie (3);

T, — smmupuueckasi 3pGEKTUBHOCTh TEXHUKU U
(OTHOIIEHUE YCIEUIHBIX aTaK K 00LIeMy YHCIIy HOIbI-
TOK);

(16)

Dyrg — WHTETpanbHBIA YpOBEHb OpraHM3allMOH-
HOM 3alLlUTBI.
YpoBeHb OpPraHU3allUOHHON 3aLUThl PACCUUTHI-

BacTCA KakK:

Dorg =260, M, (18)

rae M; —s>ddexruBHOCTS 1-it MepsI 3ammThl (0-1);

6, — BecoBoit ko3(d¢uunent -t meprer (cymma
BCEX BECOB paBHa 1).

I'enepanus cuieHapusi KOMMYHUKALUU ONIUPAETCS
Ha MOJIENb COITUAILHOTO BiusHUS [27]:

Scomm = MAXses X Wy, * (19)
E[ReSPonse(S' m, Pvictim )]:

€ Scomm — ONTUMAIBHBIN ClIIEHAPUH KOMMYHH-
KaIum,

S — MHOKECTBO BO3MOXXHBIX CLICHAPUECB,

M= {Mfear' Mu‘rgency' Mcuriosity' Mgreed' } -
MHOYECTBO IICUXOJIOTHYECKUX MEAUATOPOB;

W, — BECOBOH KOAPPUITMSHT MeuaTopa m;

Response(s,m, Pyictim ) — OYHKUHS OTKIMKA
JKEPTBBI HA CLICHAPUI S C MEIMATOPOM M TPH MpoduIe
Pyictim-

IIpomecc ycTaHOBIEHUST OBEpUS HA dTAle WHH-
WAl KOHTAKTa MOJIEIHPYETCs KaK MapKOBCKHUI
npouecc npuHATHA petennit (MDP) [25]:

M = (5,A,R,P), (20)
rae S =
{Neutral, Trusted, Challenged, Blocked} — mpo-
CTPAHCTBO COCTOSIHHI B3aMMOJICUCTBHUS;

A = {Cooperate, Deceive, Reset} — MHOKeCTBO

JIEACTBUH 3JI0YMBIIIICHHHUKA;

P(s'|s,a) — BEpOATHOCTL TEPEXO/A U3 COCTOS-
Hus S B S’ pu neiicTBIM @]
R(s,a,s") — yHKUMS HEMELIEHHOTO BO3HATPAXK-
JICHUSL.
OmTuManbHas CTpaTerusi OMPEIENsAeTcs Yepes
ypasHenue bemana:
V(S) = maxaEA[Z R(S, a, S,) + Y-
V(sI,
raeV/ (s) — onTumanbHas QyHKIUS [IEHHOCTH CO-
CTOSIHUS S;
y € [0, 1] — ko> HUIHeHT TUCKOHTHPOBAHUS OY-
JyIIUX BO3HATPAXKICHHUIL.
I[Tepexo K 3Taly KCILTyaTalli OCYIIECTBISETCS
OpH TOCTIDKEHHH COCTOsHHSL Trusted ¢ BEpOSTHO-
CTBIO, MIPEBBIIAOIICH MTOPOT T:
P(TrustScore =

(1)

T | Py, Scomm, Context) =, (22)
rae TrustScore BBEIUHUCIISIETCS KaK:
TrustScore = 6 -
Authority(M) + ¢ - Urgency(M) + (23)

{ - Personalization(V),

rae Authority(M) — cuna aBTopuTeTa cOOOIIIE-
Hus Me(0; 1);

Urgency(M) — ypoBeHb CPOYHOCTH COOOIIEHHUS
Me(0;1);

Personalization (V) — cTemneHs nepcoHaNN3aINH
o nanHbM xepTBHl Ve(0; 1);

8,&,{ — BecoBble KOA(PPHUIUECHTHI (CyMMa paBHa
1).

JleiicTBHe KepTBBI Ha ATAIE IKCILTYyaTalluH MOJIe-
JIUpyeTcs Kak QYHKIUS OT TICUXOJIOTHIECKOT0 COCTOSI-
HUSI, BHEITHETO BO3JCHCTBUS U KOHTEKCTHBIX (PAKTO-
pOB:

Atarget = oXam My -
S(Pyictim,m) + €),
r71€ Atgrger — LENEBOE IEUCTBUE KEPTBBI;

(24)

o(*) — curmoupanbHast GYHKIMS aKTHBAKUU (Be-
POSITHOCTH BBHITTOJHEHHUS I€HCTBHSA);
A, — UHTEHCUBHOCTH PUMEHEHHSI MEAUATOPA M
S(Pyictim»™M) — OQYHKIHS BOCIPHEMYHBOCTH
JKEPTBHI K MEAUATOPY M;
e~N(0,0?) — croxacThueckass KOMIIOHEHTa, OT-
pakarolas HeONpPEIEIEHHOCTh YEIOBEYECKOrO TOBE-
JICHUSL.
VY CIemHoCcTh 3KCITyaTalMi OUEHUBAETCS Yepes
OuHapHYIO QYHKITHIO:
Sucsess(Argrger) =
I[Uattacker (Atarget) > T]’
rae Sucsess (Amrget) — pe3yJbTaT SKCILTyaTalluu
(1 - ycmex, 0 — Heynaua);
— TIOJIE3HOCTh JEUCTBUS IS

(25)

Uattacker (Atarget)
aTaKyIoIIero;

T — noporoBoe 3HaU€HUE MOJE3HOCTH JIsl CUHUTA-
HUS aTaKU yCIIEUTHOM;

I(*) — uapukaropuas GyHkus (pasHa 1 mpu uc-
TUHHOCTH yCJI0BUs, nHaue 0).

B ciyuae Heynauu cucteMa OCyIECTBISIET aian-
THUBHYIO KOPPEKIUIO [0 TPUHIUITY g-greedy:

P(explore) = ¢, P(exploit) =
1-—c¢,

rne P(explore) — BepOATHOCTH WCCIEIOBAHUS

aJbTEPHATUBHOM CTPATEeTHH;

(26)
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P(exploit) — BepOATHOCTD IKCILTyaTallHU TEKY-
el ONTUMAaIbHOM CTPATETHH;
& — mapametp ucciemoBanust (0 < € < 1).
PeduiekcHBHBIN KOMITOHEHT MOJIENIM Ha JTare 3a-
BEpIICHHS aTaKy PeaIn3yeTcs Yepe3 MeXaHu3M OOHOB-
JieHust 0a3bl 3HAHUH 3JI0YMBIIIICHHHKA!
Or11 =0 +1- grad(L(Ft, 017))1 (27)
rae 0p.; — OOHOBIEHHBIC NApaMETPhl MOJEIH
3JI0yMBIIUJICHHUKA Ha m1are t+1;
0, — mapameTpsl MOJENH 3JI0YMBIIUICHHUKA Ha
miare t (crpareruu, mabIoHbl, OUEHKH YS3BUMOCTEH);
1 — ckopocTts 06yueHnsi(0 < 1 < 1);
L — ¢pyHKIMs OTEph Ha 1are t;
F, — dyHKIMs noTeph Ha miare t.
@yHKIUS OTEPh ONpEeNAeTCs KaK:
L(F,0) = (Eoutcome —
AOutcome)zx
rae L(F, ©) — 3nauenne QYHKIMA OTEPD;
Eoutcome — MPOTHOZUPYEMBII PE3yNIbTAT aTaKHy;
Aoutcome — PaKTHUECKUIT pE3yIBTAT ATAKH.
BeposITHOCTD yCHENTHOTO 3aBEpIICHHS aTaku C
YYETOM BPEMEHHBIX XapaKTEPHUCTHUK BBIYUCIIETCS IO
MOJIyMapKOBCKOU MoJienu [28]:
Partack =1 —exp(=4-T), (29)
rie Puirqcr — BEPOSTHOCTh YCHEIIHOW aTaku 3a
Bpems T,
/Al — MaTpuIla THTEHCHBHOCTEH TIEPEX0/I0B MEXITY
JTanamu;
T — oburee BpeMst peann3aliy aTaku.
Marpuna WHTEHCHBHOCTEH IIEPEXOJ0B HMEET

(28)

BUJ:
—A 0 303
A= (40 —4 0 | (30)
MQ31 403 —A3
r7ie A; — MHTCHCUBHOCTH 3aBEPIICHUS dTaIa i;
Q;j — BEpOATHOCTH BbIOOpA MEpeXo0/ia U3 JTamna i B
3Tal j.

B omnnume ot nMHEWHBIX MOAENeH, rae npouecce
3aBepIaeTcsl Ha ATale MOoJIydeHHs pe3yibTaTa, Ipel-
JIO)KEHHAsi MOJIENb MPEATIoIaraeT, 4To 3JI0yMbIIUICH-
HHK aHATN3UPYET UTOTH YCIIEIIHON aTaku (pediiekcus)
Y UCTIOJNIB3YET MOJy4YeHHY0 nHpopMmanuto st Gpopmy-
JUPOBKHU Tiesiel creayromieil araku. CoraacHo Teopun
BEPOSATHOCTEH, BEPOSTHOCTH COBMECTHOTO OCYIIECTB-
JICHWS IIeTI 3aBUCHMBIX COOBITHH paBHa MpPOM3BEAE-
HHUIO BEPOATHOCTEH Mepexoaa MEeXAy KaKIbIM cOocell-
HUM cocTostHAeM [25, 28]. CoOTBETCTBEHHO, MaTeMa-
THYECKU 3TO MIPEICTABIACTCS KaK 1enb
MIOCJIC/IOBATENILHBIX COOBITHH, I/Ie IEPEeX0 K CIeIyo-
HIeMy 3TaIlly BO3MOMKEH TOJIBKO MPU YCIEIIHOM 3aBep-
HIEHUU NIPEJIBITYIETO:

Peycie = Pe1 " P12 " P23 " P34 " Pas
Pse:

r1e Peycle — BEPOSTHOCTD MOJHOTO IMKJIA ATAKU €
MOCEAYIOLEN UTepaluei.

®opmyna (31) mpeacTaBisieT IMOJHBIA LUK CO-
[IMOMHXEHEepHOH artaku. HIeKch B 0003HaUYeHNH CO-
OTBETCTBYIOT HOMEpaM 3TaroB MozeinH (1-6). MHoxu-
Tellb 0003HaYaeT BEPOSITHOCTD YCIIEIIHOTO Mepexo/ia ¢
JTana Ha JTall.

@31

KitoueBbIM mapamMeTpom, KOTOPHIH 00ecTieunBaeT
LUKJIMYHOCTDb MOJEJH, BBICTYIIAeT KOIPPHUIHUEHT Pg1,
0003HaYaIOMMH BEPOSITHOCT BO3BpaTa OT 3Tama 3a-
BEpLICHUS aTaky K dTany (GOPMYJIUPOBKH LEIN HOBOK
UTEpaLUM; OH OTPAXKaeT PEIICHHE 3JI0YMBIIUICHHUKA
HE 3aBepLIaTh JAEATEIbHOCTh OKOHYATENIHHO, a Ha OC-
HOBe pe(IeKCHH 1 aHaIn3a ycIexa WK HeyAaun cop-
MYJIMPOBaTh HOBYIO LIEJb JUISi HOBTOPHOW aTaku, 4yTo
MIPUHIMIHAITBEHO OTJINYACT NPEATI0KEHHYIO MOJIENb OT
KIIACCHUYECKHUX JTNHEHHBIX CXEM.

CrannoHapHOE paclpefeNeHne BEPOSTHOCTEH
HaXOXJICHUS CUCTEMBI B KQKZIOM COCTOSTHUH BBIUHCIIS-
eTcs KaK pelIeHNe CHCTEMBl yPaBHEHHI:

p=m-P, (32)
rae © = (7, Ty, ..., Mg ) — BEKTOP CTAIIMOHAPHBIX
BEPOSITHOCTEI;

P — marpuna nepexoiHblX BEPOSITHOCTEN pa3Me-
pom 6%6.

ITpn ycnoBuM HOPMUPOBKH:

o ym=1, (33)

TJIe TT; — CTAlMOHAPHAsl BEPOSITHOCTh HAX0XKICHUS
Ha JTarne i.

JaHHas ¢popManu3anys MoaTBEPKAACT UTEPATHB-
HYIO TIPHPOAY MOJEINH, TAE 3JIOYMBIIIICHHHK MOXET
MHOTOKPAaTHO TPOXOJUTh IHUKJI C KOPPEKTHPOBKOM
CTpaTerMy Ha OCHOBE HAKOIUICHHOrO ombITa. Jlis
OLICHKH PHCKOB Ha Ka)kKIOM 3Talle IpUMeHseTcs: 6azo-
Bas (popMyIa aHATH3a PUCKOB HH(POPMAIMOHHON 0e3-
OIIACHOCTH:

R = Pthreat ' Pvulnerability :
Impact,

rre R — puck (B yCIOBHBIX eIMHHUIAX yIepoa);

Piprear — BEPOSTHOCTH BOBHUKHOBEHHUS YTPO3bI;

Pyuinerabitity — BEPOATHOCTb MCIIONB30BAHUS Y3~

(34)

BUMOCTH;
Impact — Benu4YMHA OTEHIUAIBHOTO yuiepoa.
Dopmysa MOXKET OBbITh JIETAIM3UPOBAHA C YUETOM

3¢ (EeKTUBHOCTH 3alIUTHBIX MEp:

R = Piprear - Pvulnerability -
(1 - Eprevent) - Impact - (1 -
Emitigate)v

e Eprevent — 2PHEKTUBHOCTE Mep, MPENOTBPa-
LIAIOIUX YSA3BUMOCTB;

Emitigate — 2P{EXTHBHOCTE MEP, CHUMKAFOILHX TMO-
CIIEJICTBHSI.

OO0mmii pucK JUIs BCEH aTakW BBIYHUCISETCS Kak
CyMMa PUCKOB IT0 BCEM dTaram:

Reotar = Xi-1 Ri,

re R; — pruck Ha Ka)X/I0M i-OM dTarle aTaky.

Ha ocHOBaHWMM TpPHBEAECHHBIX MaTEMaTHYECKHX
(hopMyITHPOBOK (HOPMHUPYETCS TMOIIATOBBIA aITOPHUTM.
Ha stane nHuIManm3anuy mapameTpoB MOJENH 3a1a-
FOTCSI HaYaJIbHBIE 3HAYEHUSI MATPHIIBI IEPEXOTHBIX Be-
posTHOcTel P, ycranaBmmBarotcs moporu 0, vy, T ans
KPUTEPHEB Ka4ecTBa, JOBEPHS U IIepexo1a, HHUIHAIH-
3UPYETCsl BUKTUMHAs MOJEHb XKE€PTBBl Vyictim. Ilpu
(OpMYJIMPOBKE LIEJN BBIYUCISIETCS (DYHKIHS TT0JIE3HO-
et Ugtracker (C,]) 1o dopmyne (9), dopmupyercs
nepBuuHbIil mopTpeT 1enu Py(j) mo dopmyne (10),
KEPTBBI PAHXKUPYIOTCS 110 yOBIBaHMIO Moie3HOCTH. Ha
JTane PeKOrHOCHMPOBKH WHHULHAIU3HPYETCS CYETYUK

(35)

(36)
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ntepanuit k = 0, BeIosTHsAETCS cOOp AaHHBIX TIO (Op-
mysne (11), BeMHCHSIETCS  KAdyeCTBO  JaHHBIX
Quality(D) no dopmyne (12). Eciu Quality = 0, k
yBeIMYHMBaeTCs Ha 1 ¥ moBTOpsieTcst cOop, MHave mepe-
XOAMTCS K BepUPUKALHH.

[Tpn nmoaroToBke aTaku BepUULMPYIOTCS IaH-
Hble 110 ycinoBuio (14). Ecnu nonst BepudupoBaHHBIX
JAHHBIX MEHBIIIE P, OCYIIECTBISICTCS BO3BPAT K 3TAILy
PEKOTHOCIIMPOBKH, HHAYE BHIYMCIISIETCS ONTUMANbHBII
BeKTOp aTaku 1o opmye (16) u reHepupyeTcs CreHa-
puit KoMMyHHKaIun 1o ¢popmye (19). Ha stame nan-
[MalM KOHTaKTa Bbruucisiercss TrustScore no gop-
myie (23). Ecnu TrustScore < t, agantupyercs cle-
HapHii ¥ MOBTOPSIETCS MOIBITKA, HHAYE NEPEXOIUTCS K
9Tally SKcIulyatanuu. [Ipu sKcIulyaTtalyy BBIYHCIS-
eTCsl BEPOSITHOCTh LENICBOrO JEUCTBHS 1O (opmylie
(24), ouenuBaercs ycneurHocts o gopmyse (25). I[pu
Heyjauye INPUMEHSETCS aJalTUBHAs KOPPEKIHMs I10
dhopmyie (26).

Ha sramne 3aBepmeHns ataku OOHOBIISIOTCS Tapa-
METPBI MOJIEITH 3JIOYMBIIICHHANKA TI0 opmyinaM (27)
1 (28), BBIYUCISIETCS] BEPOSITHOCTD YCIENTHOTO 3aBep-
meHus o gopmyite (29). Eciu 1ocTymTHBI HOBBIC IIETH,
OCYIIECTBIISIETCS BO3BPAaT K JTamy (OPMYIHPOBKH
LIeTH ¢ OOHOBJICHHBIMH napamerpamu 0, 1. [IpoBepka
YCIIOBUSI CXOMMOCTH OCYILECTBIISIETCS BBIYHCICHHEM
u3MeHeHus GpyHkuuu noreps AL = |L, — L,_,|. Ecin
AL < &, aNropuTM 3aBEpIICH, MHAY€ YBEINYNBACTCS
CUETYMK HTEpallii M OCYIIECTBIACTCA MEpexol K
3TaIy GOPMYIMPOBKH LETH. Y CIIOBHE CXOIUMOCTH all-
TOPHUTMA:

i AL =0, 37)

YTO TapaHTHPYET CTAOWIM3AIMI0 MOJCNH 3J10-
YMBIIUICHHAKA W JAOCTIXKCHHE ONTHMAIBHOW CTpaTe-
THH aTaKH.

Takum 00pa3oMm, HaMH IPEACTABICHO MaTeMaTH-
geckoe 000CHOBaHME IIECTHATAITHON KOHIENTYaIbHOM
MO/IEJIN JKU3HEHHOTO ITHKJIA COITMONHKEHEPHOH aTakH.
ATaka TmpejcTaBiieHa KaK OpPUEHTUPOBAaHHBIN rpad c
BEPOSATHOCTHBIMH II€PEXOJaMH, YTO TO3BOJSAET OIHU-
caTh aIalTUBHYIO IPUPOY COBPEMEHHBIX yrpo3. Luk-
JYecKas MPUpPOJIa MOAETH JTOKa3aHa depe3 CTallho-
HapHOE paclpeleieHHe BEPOSTHOCTEH MapKOBCKOM
LeMny, Ile Pg; > 0 obecrieunBaeT BO3MOXKHOCTh MHO-
TOKpATHBIX UTeparuid. Pa3paboTaH MoImaroBeId anro-
PHUTM C YCIIOBHEM CXOAMMOCTH, TAPAHTHUPYIOIIUM CTa-
OMITM3AIMIO MOJIENH 3JI0YMBIIIJICHHUKA U IOCTH)KEHUE
ONTUMAJIEHON CTPATEeTHH aTaKH.

3aki0ueHue

[IpoBexeHHOE HCCIEI0BaHNE TOATBEPIUIIO, UTO B
YCIIOBHAX TII00aTEHON U(DPOBU3AINH U TEOMOTHTHYEC-
CKOM HeCcTaOMIBHOCTH CONMAaNbHAs WH)KEHEepHUs OcTa-
ercsi HauboJiee KPUTHYECKUM BEKTOPOM KHOEpyTrpos.
AHanu3 SMOMPUYECKUX JaHHBIX 32 IEPBOE MOIYTOAUE
2025 roga CBUAETEILCTBYET O JOMUHUPOBAHUH METO-
JIOB MaHUITYJISIMK 4esioBedeckuM (akropom: 97%
TApreTHPOBAaHHBIX aTaKk Ha opraHusanuu u 93% arak
Ha YaCTHBIX JIUI[ PEATU3YIOTCS TOCPEACTBOM METOJIOB
conuanbHON nHx)eHepuu. KitoueBbIM TpeH0M 3BOJTIO-
IIUH YTPO3 CTaJl ePexo/ K TEXHOJIOTHAM HCKYCCTBEH-
Horo unHTtemiekTa (Deepfake, LLM-¢dummuHr, aBTomMa-
TH3UPOBaHHAS BepU(DUKAIHSI TAHHBIX U IPYTHE).

YCTaHOBIIEHO, YTO CYIIECTBYIOLINE MOJEIH IPO-
BEACHHS aTaK yTPATHIN PEIEBAaHTHOCTb, TOCKOJIbKY HE
YUUTBHIBAIOT «3TANTHBHYIO TNPHPOAY» COBPEMEHHBIX
37I0yMBIIIJICHHUKOB, UTHOPHPYIOT 3Tall aBTOMATH3H-
POBaHHOM BepH(DUKAIIMN JAHHBIX U HE OTPAXKAIOT KOM-
TUIEKCHO B3aMMOCBsI3U (00yUYeHHe aTaKyIONIero Ha oc-
HOBe 00paTHOH cBs3M). B 0TBET Ha BBHISIBICHHBIE OTpa-
HUYEeHHsT B paboTe pazpaboTaHa © OOOCHOBaHa
LIECTUAITAITHASI KOHIIENTYyaIbHasi MOJIEIb IIMKJIa COLINO-
HMHXEHEPHOH aTaku. Mojenp npouuia npouenypy ma-
TEeMaTHYECKOH (popMan3anuyl C UCIOIb30BAaHUEM all-
rapata TEOpUHU BEPOSITHOCTEH, MAPKOBCKHX IIPOLIECCOB
U He4YeTKoH noruku. Ha ocHOBe MareMaTH4ecKoro
000CHOBaHHS TIOCTPOEHA OJIOK-CXeMa alTOpUTMa pea-
JH3aH MOJENH, OTPaXKaroIias BCe JJOTHIECKHE Tepe-
XOJbl, YCIIOBHSI CXOAMMOCTH ¥ UTEPALMOHHbIE [IUKJIBI.

[TpakTHyeckas 3HaYMMOCTh pabOThI 3aKIFOYAETCS
B BO3MOXXHOCTH HCIIOJIb30BaHUSA HpeHHO)KeHHOﬁ MO-
A€ B Ka4Y€CTBC HOBLIX TCOPCTUYCCKUX peIlICHI/Iﬁ AJIA
pa3paboTKu cucTeM 3aIuThl nHpopManuu. KiroueBoe
MpeUMYyHICCTBO TAKUX CUCTEM — CHOCO6HOCTL UACHTH-
(UIMpoBaTh KPUTHYECKHE TOYKH pPa3pblBa B IUKIC
aTaky, B TOM YHCJIE€ HAa PaHHHMX CTaausAX. Peanmzarus
MIPEATIOKEHHOH METOAMKH TOYEYHOTO IPOTHBOJCH-
CTBHS HA YPOBHE OTIEIbHBIX CyOBEKTOB HIIM OpPTaHH-
3alUi MO3BOJIIET TPaHC(HOPMHUPOBATH TEXHUUYECKYIO
3amuTy (KHOep3aIuTy): yCTpaHeHNE TIOCIeICTBUI HH-
OUACHTOB K YHNPCKIAAOMEMY IMPCPLIBAHUIO aTaK Ha
Kax10# n3 ¢a3 xkuzHeHHOro nukia. Kpome toro, aTo
HO3BOJIUT aKTyaJIM3UpOBaTh 00yYarolye MporpaMmbl
JUIs TI0JIb30BaTeNIell ¢ y4ETOM IICUXOJIOTUYECKUX ac-
NIEKTOB IIPUHATUS PELLIECHUI.
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For successful product and/or service quality manage-
ment,

all processes (works) must be completed

correctly the first time and completed exactly on
schedule

S.V. Ponomarev

Introduction

Many firms, companies and industrial enterprises
of foreign countries, widely use quality management
systems (QMS), made according to the requirements of
international standards 1ISO 9000 series, for the man-
agement of production and support processes [1 - 3].
Unfortunately, the number of companies in the Russian
Federation that have implemented a quality manage-
ment system remains relatively small. You may be
wondering, "Why do foreign businesspeople and then
Russian entrepreneurs feel the need to engage in quality
management?" Let's explore the answer to this
question.

1. The initial reasons that prompted foreign
businessmen to engage closely quality management
issues

1.1. Main characteristics of the consumer mar-

ket

Let's consider the situation that developed in
Western Europe and Japan immediately after the end of
World War 1l [1-3]. As in the former Soviet Union, a
significant number of cities, towns, and industrial en-
terprises in these countries were in a state of devasta-
tion. Significant efforts and financial resources were re-
quired to overcome the post-war crisis.

It can be said that the situation in Western Euro-
pean countries and Japan in the 1940s and 1950s was
similar to that in the former Soviet Union at the same
time. From an economic perspective, during this pe-
riod, the markets were dominated by producers and
sellers, and there were so-called "producer markets" in
all countries, where consumers purchased everything
offered by sellers.

The same situation was the case in the former So-
viet Union until 1991. The majority of the population

had cash, but due to the shortage of goods at that time,
it was difficult to buy anything with this money. In or-
der to buy a TV, furniture, or a car, it was necessary to
register in a specialized store in advance (several years
in advance) and then wait for a long time for your turn
to buy the ordered goods.

Under these conditions, businessmen and manu-
facturers had no need to worry about the quality of their
products. In a shortage-driven economy, the price of
goods was determined as follows [1-3].

Price = Production costs + Desired profit. (1.1)

For the reasons listed above, in Western European
countries from 1946 to 1955 and in the former Soviet
Union until 1991, manufacturers and sellers had the
ability to set their own prices and achieve the desired
profits. In this context, reducing design and production
costs was not a primary concern for manufacturers, as
the market allowed them to maintain prices at their de-
sired levels.

1.2. The role of Deming's seminar in realizing
the need to engage in product quality management
[1-6]

In 1947, the so-called Marshall Plan was devel-
oped and implemented in the United States. According
to this plan, the United States provided commodity
loans to Germany, Japan, England, France, Spain, and
other countries in order to help them recover from the
aftermath of World War I1. This included the deploy-
ment of specialists (metallurgists, chemists, engineers,
etc.) to assist in the reconstruction of their economies.

As part of the Marshall Plan, E. W. Deming (1900-
1993), the now widely known patriarch (guru) of qual-
ity, was sent to Japan to assist in the restoration of the
electrical industry. Before the war and during World
War 11, Deming was engaged in research on the prob-
lems of statistical control and quality management of
military products in the United States. After the end of
the Second World War, he began to offer businessmen
and top managers of American firms and enterprises
with a proposal: "Let's start applying the experience of
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product quality management and technological pro-
cesses accumulated at defense enterprises during the
war, at enterprises producing goods for the population.”
American business owners listened to him politely,
smiled, but did not hear, because the goods produced at
their enterprises were perfectly bought and without any
quality management.

It should be noted that when providing assistance
to someone, many sponsors prefer to give away some-
thing that is not the most valuable thing they have.
Based on this, it can be assumed that in 1947, the lead-
ers of the U.S. government agencies who sent Deming
to help Japan did not consider his knowledge of meth-
ods and tools for product quality control and manage-
ment to be valuable for the United States.

During his stay in Japan, while helping to restore
the country's electrical industry, E.W. Deming, as a true
scientist, could not help but talk about the results of his
scientific research in the field of quality control and
management. In 1950, he organized a seminar for the
executives of 45 of Japan's largest companies. At this
seminar, he told them about the possibilities of using
product quality control and management to improve
their competitiveness. At the end of the seminar, he said
the following [1-6]: "Listen to me, and in five years,
you will be competing with the West. Keep listening
until the West asks for protection from you." These
words turned out to be prophetic. In the early 60s of the
twentieth century. Japan came to the forefront in the
world, and after a while the whole world began to talk
about the Japanese miracle, admiring it to the present
day [1-6].

In the mid-60s of the twentieth century, owners
and managers (managers) of enterprises, firms and
companies in countries such as England, France, Ger-
many, Italy, and the United States found that their prod-
ucts were being displaced (not only from the markets of
Africa, Asia, and South America, but also from their
own domestic markets) significantly higher-quality and
less expensive Japanese goods. After studying the rea-
sons for the situation that developed in 1964-1969,
Western European and American businessmen realized
the importance and necessity of addressing quality is-
sues, which are an integral part of improving consumer
satisfaction and product competitiveness.

1.3. Consumer satisfaction and product
competitiveness

The concept of customer satisfaction.

Simplified, "consumer satisfaction™ can be repre-
sented by the expression (1.2) as a function that de-
pends on the following indicators [2, 4, 5, 6]:

Y=f(K,CES,IN,G,Ps,..), (12

where Y is customer satisfaction; f is a function

that determines the dependence of Y on the product

characteristics listed below: K is quality; C is price; E

is operating costs during service life; S is service life; |

is the image of the manufacturer; N is reliability; G is

warranty obligations and term their actions; Ps — avail-
ability of after-sales service, etc.

The last formula (provided that the values of C, I,
N, G, and Ps are approximately the same for all types
of products under consideration) can be simplified to
the following form:

Y = K/(C+E) (1.3)

and if the operating costs E are also approximately
the same, then even to the following form:

Y =K/C.(1.4)

From the simplified formulas considered, it is seen
that in order to increase the satisfaction of consumers
Y, it is necessary to increase the quality K of products
and reduce the price C and operating costs E. It is obvi-
ous that the service life S, the image | of the company,
the reliability N of products, the warranty obligations G
and the level of after-sales service Ps should be in-
creased. Note that the satisfaction of the consumer with
the product - is the consumer's view on the product that
he has already purchased or is going to buy.

The concept of product competitiveness.

Along with the concept discussed above, the term
"product competitiveness” is often used, which can be
simplified [2, 4, 5, 6] in the form of (1.5)

X =F(K,C,ES, I, N, G, Ps, ...)zi ~ X, (15)

C+E C

where F is a function (slightly different from the
function f) that determines the dependence of product
competitiveness on indicators-characteristics K, C, E,
S, I, N, G, Ps, etc., already discussed above. Product

competitiveness K is the view of the owners (share-
holders) of an organization on the products produced
(by this organization).

If consumers are satisfied with the products they
have purchased, and they tell their relatives, friends,
colleagues, and neighbors about their admiration for the
excellent products they have bought, then it is safe to
say that these products have a high level of competi-
tiveness.

Thus, product competitiveness K and consumer
satisfaction Y are quite similar concepts that represent
interrelated perceptions of products:

- either by the managers and owners of the prod-
uct-producing organization;

- or by the consumers who purchase the products.

From the simplified definition of the concept of
"competitiveness" considered, it is seen that the com-

petitiveness K can be increased either by increasing
the quality of K, or by reducing the price of C. Itis even
better if, simultaneously with increasing the quality of
products, its price will be reduced. In our opinion, the
successful conquest of the English, French, German,
Italian, and American domestic markets by Japanese
goods in the second half of the 1960s was due to the
fact that Japanese goods were of significantly higher
quality (compared to Western European and American
goods) at a significantly lower price.

Thus, American and Western European business-
men and industrialists came to realize the need to focus
on quality after Japanese firms demonstrated the power
of Deming's teachings, which had previously been
overlooked by American government officials and
businessmen.

1.4. Requirements of the modern **consumer
market"

Starting in the second half of the 1960s, business
conditions began to change. As a result, in the 1980s
and 1990s, the old formula for successful business had
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to be transformed [2, 4, 5, 6] into the modern formula
(1.6)
Profit = Price — Production Costs. (1.6)

The modern market has quickly reduced the price
of goods and forced manufacturers to reorient them-
selves to meet the needs and requirements of consum-
ers, and the market, which was once a "producer mar-
ket," has now transformed into a "consumer market."
The transition from a "producer market" to a modern
"consumer market" in the former Soviet Union is dis-
cussed in the book [7].

In today's "consumer market," the success of man-
ufacturers depends on their ability to respond quickly
and effectively to consumer demands. This speed de-
termines which manufacturers and business owners are
leaders and which are failures. The success of manufac-
turers hinges on their ability to achieve a well-defined
goal that minimizes production costs while ensuring
high-quality products at affordable prices for consum-
ers[2, 4,5, 6].

The most effective quality work model that con-
tributes to increasing the competitiveness of products
and the company is "Total Quality Management"
(TQM), which is translated into Russian as "All-en-
compassing Quality Management"”. If a competitor is
able to implement TQM as a quality work model or, at
least, a quality management system faster than you,
they will have a competitive speed, which means that
the distance between them and you will begin to in-
crease. The more you delay and wait, the more you will
fall behind your competitor [1, 2, 4, 5].

The most effective way to increase the competi-
tiveness of your company and its products is to be able
to quickly manage the quality of your products in re-
sponse to changing consumer demands, while minimiz-
ing the cost of ensuring that quality. According to the
formula (1.6) for successful business, the current profit
of an organization is the result of skillfully managing
the quality of its products while minimizing the cost of
designing and producing them.

1.5. The impact of successful quality manage-
ment on production costs

Let's assume that there are two factories in a cer-
tain city that produce the same product. The first fac-
tory has a very successful process management system
and produces high-quality products. However, the sec-
ond factory pays less attention to process management,
resulting in lower-quality products compared to the
first factory.

Please think about this and answer the following
question: Which of these two factories will have a
higher production cost — the first or the second?

In previous years, it was often said that the cost of
production would be higher at the first plant that suc-
cessfully managed its quality. This answer is incorrect.
To illustrate the incorrectness of this answer, consider
the data in Table 1 below.

From table 1 it is seen that at the first and second
plant launched in production the same amount of raw
materials (materials, parts and components), sufficient
for production of 1000000 pieces of finished products.

Table 1.
Comparison of the impact of quality management results on production costs at two factories
Characteristics of | Raw materials and materials for | Produced Rejected prod- | Cost of pro-
the plant product production, units products, units ucts, units duction
Factory with high 1000 000 999 997 3 low
quality products
Factory with low 1000 000 800 000 200 000 high
quality products

The first plant, which successfully manages its
processes and produces high-quality products, pro-
duces 999,997 units. (units) of products that meet the
requirements, and a very small number of products (2-
3 pcs.) are rejected by quality control inspectors. At the
second plant (which does not manage the quality of pro-
duction processes well), only 800,000 usable (high-
quality) products are produced from the same number
of raw materials (materials, parts, components) instead
of 1,000,000. units of products turn out to be non-com-
pliant (rejected) when their quality is checked by the
plant's quality Control committee.

If not all 200,000 pieces of rejected products are
final defects, i.e. some of these 200,000 low-quality
products workers will be able to correct (re-make), then
the plant will have to spend additional funds:

- to pay for additional quantities of raw materials
(materials, spare parts, parts, components) used in the
re-make (correct) of non-conforming units of products;

- for the payment of electricity consumed during
the correction (alteration) of defective products;

- for the payment of labor costs for workers en-
gaged in the correction (alteration) of these non-con-
forming products, etc.

All costs to produce defective products, recog-
nized as final marriage, as well as the additional costs
listed above, the plant will be forced to contribute to the
cost of compliance with the requirements (good) prod-
ucts. If after such comments to ask: "At which of the
considered factories the cost of production will be
higher?" — it becomes obvious that production costs are
higher at facilities where quality management is inef-
fective, and vice versa, the cost of production is lower
at plants where quality is managed successfully.

Quality management specialists, factory owners,
managers, specialists, and workers are well aware that
successful quality management results not only in high-
quality products, but also in reduced production costs.
As a result, the first factory can sell its products at a
lower price than the second factory.

. K .
As a result, the competitiveness K ~ E of the first

factory's products is higher than the competitiveness of
the second factory's products. If the owners, managers,
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employees, and workers of the second factory fail to
implement quality management tools and techniques
[1-6], profits will decrease, and the second factory may
eventually go bankrupt and be closed.

Thus, the following are the initial reasons that
prompted entrepreneurs and businessmen in England,
France, Germany, Italy, the United States, and other de-
veloped countries to pay serious attention to the prob-
lems of ensuring and improving the quality of their en-
terprises, firms, and companies [2-6]:

- the displacement of Western goods by Japanese
goods (which had significantly higher quality at signif-
icantly lower prices) in the second half of the 1960s;

- the high effectiveness of Deming's teachings on
methods and tools for controlling and managing prod-
uct quality, demonstrated by Japanese entrepreneurs to
Western businessmen, who previously viewed quality
management as a "poor" problem handled by "poor"
specialists [1-6];

- the economic benefits of successful quality man-
agement, which, by improving the quality and reducing
the cost of products, can increase customer satisfaction
Y and product competitiveness K .

In the 1970s, Western business owners and man-
agers quickly realized that quality management was not
a "poor" problem, but for a long time, quality specialists
were still treated as "poor" people [1-6]. In the 1980s
and 1990s, the vast majority of entrepreneurs and busi-
nesspeople in foreign countries came to fully under-
stand the importance of quality and recognize the sig-
nificant contribution of quality specialists to improving
the competitiveness of products and ensuring the sur-
vival of companies in today's consumer market.

2. Additional reasons that motivate foreign
and Russian businessmen to deal with quality man-
agement issues
2.1. The main enlarged stages of the product

life cycle

Consider the main enlarged stages of the product
life cycle [1 - 5], schematically presented in Fig. 1.

The first stage of the product life cycle begins long
before the appearance of a prototype or model of this
product. The marketing department should be respon-
sible for carrying out the stage "Planning production
and development of product requirements” at enter-
prises. This department conducts market research, i.e.
studies the market, establishes the preferences and ex-
pectations of potential consumers, and then prepares
proposals for the top management of the enterprise on
which types of products should be designed and pre-
pared for production, and which types of products
should be modernized in order to meet the changing
needs of the market. In the case of a decision to produce
new products, the main result of this first stage is the
development of requirements (technical specifications)
for the products and the issuance of a task to the design
department.

At the second stage, "Product Design and Devel-
opment”, designers and technologists translate product
requirements into the language of drawings and techno-
logical instructions, according to which the production
facilities of the enterprise will have to produce high-
quality and competitive products.

The second stage is completed after testing the
prototypes of the designed products, confirming that
the designed products meet the requirements for their
quality, and obtaining convincing evidence of the eco-
nomic feasibility of producing new products.

Planning production and develop-
ment of product requirements

A

y

Product Design and Development

A

y

Product Production

A

y

Product o

peration (use)

A

y

Disposal of products after their re-
source has been used up

Fig. 1. Main enlarged stages of the product life cycle

The third stage, "Product Production," begins with
the procurement of necessary materials, components,
machines, equipment, and control tools, as well as the
training and retraining of workers and employees, if

necessary. Once these tasks are completed, the com-
pany can begin producing new products. The result of
this stage is the production of mass-produced products,
which are first sent to the technical control department,
then to the warehouse, and finally to consumers.



68 Norwegian Journal of development of the International Science No 177/2026

The content of the fourth stage, "Product operation
(use)", is clear from its name. At this stage, the manu-
facturer should assist the consumer in installing and
commissioning their products or at least provide clear
instructions on how to install and use the products.

At the first, second, third, and fourth stages, the
international 1SO 9000 series standards consider prod-
ucts to be intentional and intended for consumers. Prod-
uct quality management at these stages must comply
with the requirements of the 1SO 9000 series standards.

At the fifth stage, "Disposal of products after their
resource has been used up," the international ISO 9000
series standards consider products to be unintended. At
this stage, the management of the disposal of unin-
tended products (the conversion of products into waste,
as defined by the 2015 edition of the ISO 9000 series
standards) should be based on the international 1SO
14000 series standards, which define the requirements

for environmental quality management systems.
ACost of failure

1000

100

10

You may have a question: "At what stage of the
product life cycle should product quality management
begin?" Some students answer this question by saying
that product quality management should begin at the
production stage, while others say that it should begin
at the design and development stage. Some students
and more experienced professionals argue that product
quality management should begin immediately during
the first stage, during the planning and development of
requirements for new (future) products.

2.2. The law of the tenfold increase in cost for
overcoming failures when transitioning to the next
stage of the product life

The need to address product quality management
issues from the earliest stages of the product's life cycle
is illustrated by the law of tenfold increase in the cost
of overcoming failures in achieving the established
quality. This law [1-6] is graphically represented in
Figure 2.

Planning
Design

Stages of the
product life cycle

Production
Operation

Fig. 2. The law of tenfold increase in the cost of overcoming failures in achieving the established quality [1 - 6]

Let's assume that during the planning of produc-
tion and the development of requirements for a new
product, an error was made in determining the value
and/or tolerance range of one of the quality character-
istics. If this error is detected at the same stage, its cor-
rection is usually not very expensive. Let's consider the
cost of correcting this error at the first stage as a single
unit, for example, it could be the cost of re-issuing (re-
printing and re-approval) the established requirements
(technical specifications) for the product.

Let's assume that this error was not detected at the
first stage, but was discovered at the next stage, "Prod-
uct Design and Development." Based on the global ex-
perience of quality management professionals, it is es-
timated that correcting this error (made at the first
stage) during the second stage would cost approxi-
mately 10 times more (in addition to changing the es-
tablished product requirements, several existing draw-
ings and process instructions would need to be revised).

If an error made at the first stage is not detected at
the second stage, but is only detected at the third stage,
"Product Production," then its correction will cost 10
times more, i.e., 100 units (the first batch or part of it
may be rejected).

The greatest costs of overcoming failures that oc-
curred in the first stage will take place if the error is first
detected in the fourth stage "Operation (use) of prod-
ucts". It is believed that in this case, the costs of over-
coming failures will again increase by about 10 times.
In this case, the manufacturer will have to send its rep-
resentatives on business trips to consumers to eliminate
defects, often have to recall products for reworking or
repair, sometimes replace defective products with new
ones.

The above ideas about a tenfold increase in the
cost of overcoming failures during the transition from
the first stage of the life cycle to subsequent stages are
illustrated in Fig. 2 by Line 1.
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If an error occurs at the second stage "Product de-
sign and development”, then the law of a tenfold in-
crease in the cost of overcoming failures (see Fig. 2)
can be represented by line 2.

When an error occurs in the third stage, "Product
Production”, the law of tenfold increase in the cost of
overcoming failures can be represented by line 3 in Fig-
ure 2.

Note: Lines 1, 2, and 3 in Figure 1.2 start from
points with a value of one conventional unit. It is im-
portant to note that the values of this conventional unit
may vary for each of these lines.

Let's consider an example that illustrates the law
of tenfold increase in the cost of overcoming failures
[2-6].

As you may know, in the summer of 2000, a Con-
corde aircraft crashed at Le Bourget Airport near Paris.
In November 2001, it was announced that test flights
(without passengers) would begin between Europe and
North America.

The investigations conducted showed that the
cause of the plane crash was a metal part that was on
the airport's runway. When the Concorde plane was
taking off, this part damaged the tire of the plane's
wheel, and a piece of the tire (about the size of a brick)
detached from the wheel due to centrifugal force and
was thrown upward at high speed, damaging the fuel
tank and causing a fire that killed all the passengers and
crew members.

From the point of view of the law under consider-
ation of a tenfold increase in the cost of overcoming
failures, at the planning stage of the production of the
Concorde aircraft, the possibility that a piece of the air-
craft wheel tire could damage the fuel tank and cause a
catastrophe was not taken into account. If at the plan-
ning stage such a possibility had been taken into ac-
count (for example, in the form of a requirement to
place fuel tanks out of reach of objects thrown by the
aircraft wheel or special protection of fuel tanks from
mechanical damage), then the elimination of this error
would cost one conventional unit (perhaps 1000 — 5000
dollars). According to the law in question, the cost of

correcting this error at later stages of the Concorde's life
cycle would have been as follows:

- during design: (10,000 to 50,000) dollars;

- during production: (100,000 to 500,000) dollars;

- during operation: (1 to 5 million) dollars.

However, this error was not detected by experts in
any of the first three stages of the Concorde's life cycle,
and it manifested itself in the fourth stage of operation
as a sudden failure that led to a plane crash and loss of
life.

After the crash, all Concorde planes in service
were grounded, and experts conducted investigations to
determine the cause of the crash. Then, new require-
ments for ensuring flight safety on Concorde aircraft
were developed, and after the planning phase, design
work was carried out and necessary changes were made
to the aircraft's design. Subsequently, Concorde aircraft
were upgraded at aircraft factories, and finally, in late
autumn 2002, the first flights (without passengers) were
conducted on these aircraft.

From the above, it is clear that the mistake made
in the first stage of the Concorde aircraft's life cycle,
which manifested itself in the fourth stage of "Product
Operation (Use)," was extremely costly for the airlines
that operated these supersonic aircraft. The lost profits
(the aircraft were not carrying passengers for approxi-
mately 1.5 years, resulting in no revenue for the air-
lines) were likely in the millions, if not billions, of dol-
lars. In addition, airlines had to spend money on up-
grading their aircraft. In the case of the Concorde, it can
be assumed that there was a twenty- or even thirty-fold
increase in the cost of overcoming failures during the
transition from one stage of the product lifecycle to the
next.

2.3. The Iceberg Law

Another additional reason that motivates Western
and Russian entrepreneurs to deal with quality issues is
the so-called "iceberg" law (Fig. 3), which determines
[1-6] the way information about an enterprise's failures
to achieve the established quality is disseminated
among consumers and potential customers of its prod-
ucts.

~

Iceberg

\

Visible

= Invisible

SR

1000

Known

Fig. 3. Graphical illustration of the iceberg law [1-6]
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Let's assume that during the quality control of
products, 100 units of defective products were not de-
tected by the technical control department and were
sent to consumers. Based on the experience of Western
quality management experts, it is estimated that on av-
erage, only four out of 100 dissatisfied consumers will
file a complaint or make a claim with the manufacturer
(supplier). Therefore, the visible part of the "iceberg"
typically includes an average of only four percent of the
total number of defective products that reach consum-
ers. The remaining 96% of dissatisfied consumers (the
invisible part of the "iceberg") usually do not report any
defects to the manufacturer. However, global experi-
ence shows that each dissatisfied consumer reports that
they have received defective products to an average of
10 or more potential consumers or customers. Accord-
ing to literature, this information about quality failures
is sometimes shared by each dissatisfied consumer with
up to 30 potential consumers or customers. Thus, when
4 complaints are received by the manufacturer, accord-
ing to the law of the "iceberg" on average, it can be as-
sumed that 100 units of defective products have pene-
trated to consumers, and it can be confidently stated
that unsatisfied consumers reported the low quality of
products to approximately 1000 - 3000 potential con-
sumers and customers. This means that the manufac-
turer has lost approximately 1000 - 3000 new orders for
its products.

If we recall the example of the Concorde plane
crash discussed above, it is clear that the failure to
achieve the quality of this aircraft was brought to the
attention of hundreds of millions of people around the
world by the media. From the perspective of the iceberg
principle, this means [1-6] that hundreds of thousands,
or even millions, of potential passengers who could
have purchased tickets for these aircraft may have
given up on their plans and opted for conventional sub-
sonic jet aircraft instead. It can be argued that the air-
lines that owned Concorde aircraft suffered significant
losses due to the decline in ticket sales for supersonic
flights. In April 2003, several airlines that operated
Concorde aircraft announced the discontinuation of
regular flights between Paris and New York due to their
unprofitability. Currently, Concorde flights have been
completely discontinued, and the remaining aircraft are
housed in aviation museums.

Thus, the following are additional reasons that en-
courage foreign and Russian entrepreneurs to deal with
quality management issues [1-6]:

- the desire to increase the competitiveness of their
products by reducing the costs of ensuring their quality
(remember the law of tenfold increase in costs), which
forces the management of enterprises, firms, and com-
panies to start improving the quality of their products
from the first stage of the product life cycle;

- the desire not to lose the company's image (re-
member the "iceberg" law) also motivates businesses,
firms, and companies to pay the utmost attention to en-
suring and improving product quality.

3. Social consequences of quality improvement

[1-6]

Let's say that one of the factories in the city of
Ensk has managed to significantly improve the quality
of its products. As a result, the standard of living of not
only the employees of this factory but also other resi-
dents of the city has significantly improved. These so-
called social consequences of quality improvement are
commonly illustrated using the "Deming value re-
sponse” [2-6], as shown in Figure 4.

Improving product quality (Fig. 4) leads to re-
duced production costs (product costs) due to:

1) reducing the number of errors made by workers
during production processes, as "all processes are per-
formed correctly the first time and on time";

2) reducing the number of rework and corrections
of non-conforming products;

3) reducing the number of delays and downtime;

4) improving the use of materials (raw materials,
parts, and components) and time, as there is no need to
rework or correct non-conforming products.

As a result of all of the above, productivity will
increase (the number of products produced will in-
crease) and the cost of production will decrease. By re-
ducing the cost of production, the price of the product
can be lowered. As a result, consumers will start to buy
this higher-quality product, which is also sold at a lower
price. This will lead to increased customer satisfaction
Y and, at the same time, increased product competitive-
ness K . All of this will allow the factory (enterprise)
that has improved the quality of its products to retain,
expand, and capture more and more sectors of its mar-
ket.
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Quality Improvement

v

e Reduced errors;
Reduced rework;

Cost reduction is achieved through:

[ ]
e Decrease in delays and downtime;
e Improved utilization gf materials and time.

Productivity improvement

v

Market retention (and expansion) through quality
improvement and price reduction

v

Strengthening business performance

v

Provision of stable employment and preservation
and growth of employment levels

T

| ncreased tax revenues to the local budget and |
higher salaries for public-sector employees

Fig. 4. Deming's Chain Reaction

Holding (capturing) the market by improving
quality and reducing prices can significantly strengthen
a business (business activity). By increasing profits, it
is possible to purchase new machines, equipment, and
production lines, as well as expand the production and
sales of products. This, in turn, leads to additional profit
growth.

As the business grows and profits increase, the
factory will need more workers and employees. All the
factory's employees will have stable employment, and
their children and grandchildren also could find well-
paying jobs at the factory due to the increased humber
of job opportunities. This is an important aspect of the
social impact of improving the factory's product qual-
ity.

The six steps (phases, stages) of the Deming chain
reaction can be supplemented with a seventh stage,
which is depicted in Figure 1.4 as a dotted rectangle.

Increased product sales, strengthened business, in-
creased factory profits, and increased salaries for work-
ers and employees will lead to increased taxes in the
local city budget. As a result, the city government will
be able to increase the salaries of public sector employ-
ees (teachers, doctors, nurses, and paramedics) paid
from the municipal budget, and purchase equipment for
schools and hospitals in the city. This second compo-
nent of the social consequences of improving the qual-
ity of products at a factory located in a city is very im-
portant. As a result of the increase in public sector em-
ployees' salaries, the workers and employees of a
successful factory will also benefit, as they and their

families will receive better medical care, and their chil-
dren and grandchildren will have access to schools
equipped with modern computers and educational tech-
nology. Teachers, doctors, nurses, and other public em-
ployees will receive higher salaries and be able to per-
form their work better.

Western businessmen, entrepreneurs, and com-
pany executives have long understood that relation-
ships with employees and workers should be based on
the principles of social responsibility, which help to
maintain a high level of employee satisfaction. This is-
sue is currently receiving a lot of attention. The inter-
national standards of the SA 18000 series provide rec-
ommendations for ensuring the necessary level of so-
cial satisfaction among workers and employees.

The social consequences of quality improvement
discussed in this section illustrate the fact that success-
ful quality management is not only aimed at:

- improving quality; reducing costs;

- increasing customer satisfaction;

- increasing product competitiveness;

but also at increasing social satisfaction:

- of the organization's workers and employees;

- of the local community.

4. Information about the certification of qual-
ity management systems in accordance with the re-
quirements of the international 1ISO9001 standard

at the beginning of 2025

Article [8] provides information about the results
of certification of quality management systems accord-
ing to 1SO 9001 requirements (from The ISO Survey
2024 report) as of the beginning of 2025.
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People's Republic of China
Italy

India

Germany

Great Britain

United States of America
Russian Federation

When comparing the data on quality management
system certification in the People's Republic of China
and the Russian Federation (presented above), it be-
comes clear why consumer goods (mobile phones,
shirts, T-shirts, underwear, socks, trousers, etc.) pro-
duced in China by companies with certified quality
management systems are widely available in public
stores in the United States, France, Germany, and other
countries. The fact is that these products are of high
quality and have a relatively low price, which makes
them highly competitive (refer to Section 1.5. The Im-
pact of Successful Quality Management on Product
Costs).

Due to the fact that there are very few companies
in the Russian Federation that have certified their qual-
ity management systems, it is understandable why there
are few products from Russian companies in public
stores in the United States, France, Germany, and other
countries. Based on the above, it can be concluded that
the future successful development of the Russian Fed-
eration's economy is closely linked to the implementa-
tion and widespread use of quality management sys-
tems in organizations and enterprises in our country. In
this regard, | would like to recall the words of the Rus-
sian philosopher Ivan Alexandrovich Ilyin: "...the
Russian people have only one way out and one sal-
vation - a return to quality and its culture"”, as stated
in his article "Salvation in Quality," published in 1928
in the journal "Russian Bell." [9]
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Abstract

The article proposes a probabilistic model for assessing the risk of road accidents on sections of highways
with three-dimensional pedestrian markings. The aim of the study is to develop an approach to quantifying the risk
of an accident based on the parameters of the spatial geometry of the road profile and traffic conditions. The model
is based on the integration of methods of three-dimensional geometric modeling of road infrastructure, analysis of
curve radii, longitudinal and transverse slopes, visibility zones and statistical forecasting of accidents using logistic
regression. The model also takes into account external factors, including the speed of vehicles, weather conditions,
and time of day. To form a vector of features, key parameters of the road infrastructure were identified, the impact
of which on the probability of accidents was assessed using weighting coefficients. The results show that small
curve radii, significant longitudinal slopes and limited visibility range have the greatest impact on the risk of an
accident. The practical significance of the study lies in the possibility of using the developed model in analyzing
the safety of road infrastructure and identifying potentially dangerous sections of highways. The use of three-
dimensional pedestrian markings can help reduce the speed of movement and increase the attention of drivers,

which is confirmed by the results of the analysis.

Keywords: 3D marking, road geometry, logistic regression, binary classification, accident risk, spatial mod-

eling, road safety, integral risk

1. Introduction

Road traffic accidents remain one of the main
causes of injuries and deaths on the roads in many
countries of the world. Improving road safety is one of
the most important tasks of transport engineering and
road infrastructure management [11]. One of the key
factors in accidents is failure to observe safe driving
speeds on sections of roads with complex geometries,
including sharp turns, longitudinal slopes and limited
visibility. In recent years, special attention has been
paid to the development of new methods to improve
road safety. One of the modern solutions is the use of
three-dimensional (3D) pedestrian markings that create
a visual effect of a three-dimensional obstacle on the
surface of the roadway [1]. Such solutions are aimed at
attracting the attention of drivers and reducing the
speed of vehicles on potentially dangerous sections of
the road.

The issues of forecasting road accidents are ac-
tively being investigated in transportation engineering.
Statistical methods, including logistic regression mod-
els, are widely used to analyze the probability of acci-
dents [2,7,8]. These models make it possible to quantify
the impact of various factors, such as road geometry,
speed, weather conditions and visibility conditions, on
the likelihood of an accident [4].

Modern research also actively uses machine learn-
ing methods to analyze accidents and identify danger-
ous sections of the road network [5,10,14,15,16]. The
use of such methods makes it possible to take into ac-
count the complex interrelationships between the pa-
rameters of the road infrastructure and the characteris-
tics of the traffic flow [3, 12]. In addition, the use of
three-dimensional models of road infrastructure makes

it possible to more accurately take into account the spa-
tial geometry of the road, including slopes, curve radii
and visibility zones, which helps to more accurately
identify potentially dangerous sections of the road net-
work. In recent years, accident forecasting models
based on machine learning and big data analysis have
been actively developing [15,16].

With the increasing intensity of traffic flows and
the increasing complexity of the road infrastructure, the
development of methods for predicting road accidents
based on the analysis of geometric road parameters and
behavioral factors of drivers is becoming particularly
relevant. Modern modeling methods allow us to take
into account the complex relationships between the
characteristics of the road environment, traffic condi-
tions and the likelihood of accidents. In this regard, the
use of three-dimensional models of road infrastructure
and statistical analysis methods opens up new opportu-
nities for a more accurate assessment of the risk of ac-
cidents and the development of effective measures to
improve road safety.

«Recent advances in integrating 3D road modeling
with statistical and machine learning approaches enable
more precise risk prediction. These methods consider
not only geometric parameters but also dynamic traffic
and environmental factors, improving safety planning
and infrastructure design.».

The purpose of this study is to develop a probabil-
istic model for quantifying the risk of road accidents on
road sections with three-dimensional pedestrian mark-
ings based on the parameters of the spatial geometry of
the road profile.

2. Research methodology

2.1 Mathematical model of accident probabil-

ity
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Statistical analysis of accidents using 3D technol-
ogies makes it possible to more accurately reproduce
the spatial characteristics of the road infrastructure and
simulate the trajectory of a vehicle. Unlike traditional
two-dimensional analysis schemes, three-dimensional
models allow you to take into account the slopes of the
road surface, the radii of curves and visibility zones,
which significantly increases the accuracy of assessing
the risk of accidents.

The mathematical model is based on the descrip-
tion of vehicle motion as a complex motion of a solid
body in three-dimensional space. The model is based
on statistical analysis and machine learning methods,
which are widely used to predict accidents on highways
[3, 12].

1.2.Calculation of stopping and stopping dis-
tance

The braking distance of a car on a section of road
with a longitudinal slope is determined by the expres-
sion:

o

S= Gatzsma

Where S is the stopping distance, m;

v is the speed of the car, m\s;

g = 9.81 m\s? — acceleration of gravity

f is the coefficient of wheel adhesion to the road
(dimensionless);

tx - the longitudinal slope of the road (rad or hail);

The « + » sign is used for lifting;

« - » the sign is used for descent.

The longitudinal slope of the road is automatically
calculated for each point of the vehicle's trajectory, dis-
played from the position of the camera (the driver's eye
or virtual camera), the coordinates of the marking point
on the road, as well as from the direction of movement.
Therefore, et it is the angle between the line of sight
and the road plane, or the angle between the direction
of travel and the vector to the marking point.

The probability of a traffic accident occurring on
the road section under consideration is determined us-
ing a logistic regression model, which is one of the most
common binary classification methods in accident anal-
ysis tasks [2,7,8].

The probability of an accident on a section of road
P is determined using logistic regression:

1
P=o(W-G+b)=T——mwe+n 2

where P is the probability of an accident on a road
section (0-1);

o - sigmoid function

G =[R, a, B, Svis, V, Wueather, WUM]T - is the vec-
tor of site features;

W = [WR, Wa, Wp, Ws, Wy, Weather, Wi™¢] - vector
of weights reflecting the influence of each feature;

b is the bias (the baseline probability level under
neutral conditions).

The stopping distance (SD) is considered a criti-
cal, as well as the main aspect of road safety, and, as a
result, ignorance of the principle of safe distance pro-
vokes the cause of one in three accidents in large cities
[5]. When assessing the probability of an accident risk,
special attention is paid to the stopping distance of the
vehicle. It includes the driver's reaction distance, the

delay time for the start of braking, and the braking dis-
tance itself until it comes to a complete stop. Ignorance
or underestimation of a safe stopping route is one of the
key causes of accidents on the roads, especially in areas
with limited visibility, steep slopes or a small radius of
curves.

A correct assessment of the stopping distance al-
lows you to take into account how much time and dis-
tance the driver needs to safely respond to a potential
danger. Combined with factors such as speed, curve ra-
dii, and road slopes, it is possible to predict the risk of
an accident on specific road sections much more accu-
rately.

Thus, taking into account the braking distance in
the model enhances its practical value and makes it pos-
sible to more effectively identify potentially dangerous
areas on the highway where the use of safety measures,
such as 3D markings, would be most justified.

Soem = Sp + Sc+ St (3)

The SD is the length of the route from the point of
danger detection to the final cessation of movement, as
well as the distance to the start of braking tp, the delay
time of braking, and the braking distance St (formula
3).

2. Risk factors and mathematical model.

3.1. The influence of bias

The following indicators are used to assess the in-
fluence of the geometric parameters of the road: radius
of the curve of the road; longitudinal slope; transverse
slope; range of visibility; speed of movement; weather
conditions; time of day.

The use of logistic models makes it possible to
quantify the impact of various factors of road infra-
structure and traffic conditions on the likelihood of
emergency situations [4.10].

The linear combination of features used in the sig-
moid function, i.e. the total weighted risk indicator will
take the following form:

Z=W-G+b=AiT, wigi+ b (4)

where m is the number of features in the vector G;

Z - indicates the overall threat level at the site; as
Z increases, the probability of an accident increases.

Formulas are used to assess the influence of indi-
vidual road geometry factors:

a) the effect of the longitudinal slope on the brak-
ing distance

Kslope = 1+ a-IaIb (5)

where a and b are empirical constants.

b) the effect of the radius of the curve:

Keurve= {C/R}, npu R<Rmin (6)

where c is the coefficient of influence of the curve;

Ruin is the minimum safe radius.

2.2.The impact of visibility

The effect of visibility using the inverse depend-
ence of the sigmoid:

1

Kuis = 1+expik-(Sfact—Sstop ) 7

where Sract is the actual visibility, m;

Sstop - stopping distance, m;

k is the steepness coefficient (the greater the k, the
sudden jump in the risk of RTA).

The essence of the formula is as follows

- With Stact &< Sstop, then Kyi=1 is a high risk;
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- with Stact > Sstop, then Kyis = 0 is a low risk.

The technique consistently reproduces the justi-
fied risk of an accident.

2.3.The influence of the curve radius

When exposed to the radius of the curve, an expo-
nential dependence (pattern of change) is applied,
which smoothly increases the risk when the radius of
the curve decreases as follows:

R
Keurve = exp (— R_) (8)
]

Where R — is the radius of the curve, m;

Ro — is the characteristic radius (empirical con-
stant) at which the risk is the considered moderate,

Keurve - increases at Ry, for very small curve radii.

The exponential formula is simple, easy to under-
stand, and effective for creating models.

2.4.Integral risk model

The total integral risk, taking into account geomet-
ric and external factors, has the form:

Retotar =P - Kslope + Keurve * Kvis (9)

This is what the final stage of the accident proba-
bility looks like, taking into account the synergistic ef-
fect.

Thus, the model takes into account the influence
of road geometry, visibility, speed, and external factors,
allowing you to quantify the probability of an accident
on each road section.

3D zebra pedestrian markings are a type of road
marking that creates the illusion of a three-dimensional
obstacle due to graphic techniques that form the effect
of a bulge on a flat surface of the roadway. This visual
effect is based on the mechanisms of optical perception
and is aimed at increasing the attention of drivers and
reducing the speed of vehicles. The driver's conscious-
ness captures the differences between "chiaroscuro™,
three-dimensionality and modeling as a space. When
depicting zebra stripes with "chiaroscuro™ and displace-
ment, the driver fixes them as an obstacle on the road.
This representation is based on the mechanisms of bin-
ocular and monocular depth perception, as well as the
processing of light and shadow by the visual cortex. If
the car driver notices reality in 3D, i.e. perceives depth,
it should be taken into account that binocular vision
provides a fusion reflex (merging two images into one)
[3]. In this sense, the driver's mental abilities are under-
stood to combine images into a single whole [7]. Bin-
ocular vision, unlike monocular vision, gives a person
the opportunity to navigate normally in space. With

monocular vision, complete loss of functioning of one
eye, severe strabismus, amblyopia ("lazy eye") or the
consequences of injuries (operations) [4]. Whereas bin-
ocular vision creates a three-dimensional image, mo-
nocular vision forms a plane, i.e. a 2D picture. If the
mind captures a possible danger, then the orientation
reflex is activated, attention is increased, then the driver
automatically reduces speed. The whole process is as-
sociated with the work of emotional reactions and an
instant threat monitoring system.

If there are strange objects on the roadway on mo-
torways, then they concentrate more intensely here,
they are easier to fix, and they occasionally improve
concentration. Such a study is called the novelty effect,
and it is scientifically based in the field of behavioral
psychology and transportation safety.

The review analysis allows you to mathematically
substantiate the distance at which the driver noticed the
obstacle from afar. The software simulates viewing ar-
eas from the point of view of the car driver to the ele-
ments of road construction. In 3D markup, the inte-
grated risk management system (ERM) on highways is
considered a comprehensive digital plan with geomet-
ric data, as well as with characteristics and probabilistic
safety indicators.

To assess the impact of individual road infrastruc-
ture factors on the probability of an accident, feature
vectors G and corresponding weighting coefficients W
were determined (Table 1). To quantify the risk of road
accidents on the road sections under consideration, the
key parameters forming the feature vector G and the
corresponding weighting coefficients W were deter-
mined.

Each factor characterizes a specific aspect of the
road infrastructure or traffic conditions and affects the
likelihood of an accident. Thus, the radius of the curve
(R) reflects the curvature of the road section - reducing
the radius increases the risk of accidents. The longitu-
dinal slope () shows the effect of ascents and descents
on braking distance and driving dynamics, while the
transverse slope () has a more moderate effect. The
range of visibility (Sus) is critically important for a
timely driver response: reducing it increases the risk of
a collision. The speed of movement (V) directly in-
creases the probability of an accident, and weather con-
ditions (Wuweather) and time of day (Wiime) modify the risk
of an accident, taking into account the influence of the
external environment and visibility.

Table 1.
The main indicators of the factors are vectors of features and weighting coefficients
Names Symbols | Measures of | Weight, Notes
guantities Wi
Radius of the curve Reducing the radius leads to an increase
R m 0.45 .
in danger
Longitudinal slope A rad 0.60 Steep descent increases the risk
Lateral slope B rad 0.25 Light impact
Range of visibility Keeping a distance reduces the risk of an
Svis m -0.50 .
accident
The  speed of v ms 055 As the speed increases, the threat in-
movement creases
Weather conditions | Wweather Immeasurable 0.35 Precipitation increases the risk
Time of day Wi immeasurable 0.20 At mght, th_e probability of an accident
is slightly higher
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All indicators and their numerical values are pre-
sented in Table 1. Analysis of this table makes it possi-
ble to understand which factor has the greatest impact
on the risk of an accident and how their combined im-
pact forms an integral indicator of danger on a road sec-
tion.

The proposed model reflects the cumulative effect
of location, i.e. the synergetic effect of territorial cir-
cumstances (combining a steep curve with a steeply
sloping descent), which cannot be said about traditional
2D schemes.

3. Features of visual perception of 3D markup

The effectiveness of three-dimensional pedestrian
markings is related to the peculiarities of human visual
perception. The illusion of a three-dimensional obstacle
is formed through the use of chiaroscuro effects, per-
spective distortions, and lane shifts that create the vis-
ual effect of a bulge on a flat road surface [1,9,13].

The driver's binocular vision makes it possible to
estimate the depth of space and the distance to objects,
which increases the accuracy of orientation on the road
[6, 13]. When perceiving 3D markings, the orientation
reflex is activated, attention is increased, and the driver
automatically reduces the speed of movement. In addi-
tion, psychological effects such as the novelty effect en-
hance the driver's concentration: an unusual visual ele-
ment on the road instantly attracts attention and im-
proves concentration. This is especially important in
areas with limited visibility or complex road geometry.

Combined with an analysis of the geometric pa-
rameters of the road and an assessment of external fac-
tors (speed, weather conditions, time of day), taking
into account the driver's visual perception makes the ac-
cident risk assessment model more accurate and practi-
cal. Thus, the integration of 3D markings into the risk
forecasting system allows not only to identify poten-
tially dangerous sections of the road, but also to take
into account the behavioral aspect of the driver when
assessing the likelihood of accidents.

4. Conclusion

As a result of the conducted research, a probabil-
istic model for assessing the risk of road accidents on
sections of highways with three-dimensional pedestrian
markings has been developed. The proposed approach
is based on the integration of methods of three-dimen-
sional geometric modeling of road infrastructure and
statistical analysis using logistic regression.

The analysis showed that the combined effect of
the geometric characteristics of the road and external
factors forms a synergistic effect that significantly af-
fects the likelihood of road accidents. In particular, the
combination of small radii of curvature, significant lon-
gitudinal slopes, and limited visibility leads to a marked
increase in the integral risk level.

The use of three-dimensional modeling makes it
possible to more accurately take into account the spatial
structure of the road profile and identify potentially
dangerous sections of the road network. This signifi-
cantly expands the analytical capabilities compared to
traditional two-dimensional analysis methods.

The results obtained confirm the prospects of inte-
grating statistical analysis, machine learning, and three-
dimensional modeling methods to develop intelligent
traffic safety systems.

The proposed model can be used in analyzing the
safety of individual sections of highways, as well as in
intelligent road infrastructure management systems.
The results obtained can serve as a basis for developing
practical recommendations on the placement of road in-
frastructure elements, including the use of three-dimen-
sional pedestrian markings on potentially dangerous
road sections. Further research may be aimed at ex-
panding the set of model factors and using machine
learning methods to improve the accuracy of predicting
traffic accidents.

The proposed probabilistic model can be inte-
grated into intelligent transportation systems to support
real-time risk assessment and guide strategic placement
of 3D pedestrian markings. Future work may focus on
expanding the set of environmental and behavioral fac-
tors to enhance predictive accuracy.

Discussion of the results

An analysis of the results shows that the geometric
parameters of the road and the speed of vehicles have
the greatest impact on the likelihood of road accidents.
At the same time, the combined effect of several factors
forms a synergistic effect, in which the risk level in-
creases significantly more than with the isolated influ-
ence of each individual parameter.

The synergistic effect of multiple risk factors indi-
cates that interventions targeting combined geometric
and environmental risks are more effective than iso-
lated measures. Furthermore, incorporating behavioral
aspects of drivers into predictive models enhances the
accuracy of traffic safety assessments.

Scientific novelty and practical significance of
the research

The scientific novelty of the research lies in the de-
velopment of a probabilistic model for predicting road
accidents, taking into account the parameters of the
three-dimensional geometry of the road profile, visibil-
ity factors and external traffic conditions. The proposed
approach makes it possible to integrate several critical
risk factors into a single model, which provides a more
accurate assessment of the probability of an accident
compared to traditional methods.

The practical significance of the work is shown in
the possibility of using the model in analyzing the
safety of road infrastructure, identifying potentially
dangerous areas and developing recommendations for
the use of 3D pedestrian markings to increase driver at-
tention and reduce speed.
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R is the radius of the curve;



78 Norwegian Journal of development of the International Science No 177/2026

V is the speed of movement.
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It has been demonstrated that the development and implementation of geo-ecological monitoring of the res-
toration of transport infrastructure land, taking into account the influence of environmental factors, is a pressing

issue.

The theoretical approaches outline the directions and characteristics of the development and application of
elements of geo-ecological monitoring of the restoration of transport infrastructure land. However, issues regard-
ing the development of a comprehensive system for geo-ecological monitoring of the restoration of transport in-
frastructure land, taking into account the influence of environmental factors in particular, remain unresolved.

The research objective of identifying the environmental factors applicable to geo-ecological monitoring of
the restoration of transport infrastructure land has been achieved.

The environmental factors influencing the development of geo-ecological monitoring of the restoration of
transport infrastructure land have been identified. This enables the construction of a multi-level system of indica-
tors, the development of an assessment method, and the establishment of a quantitative basis for making informed

decisions.

The identified factors provide opportunities to determine attribute information for geoinformation and math-
ematical modelling, forecasting changes, and developing technology for establishing geo-ecological monitoring

of land restoration for transport infrastructure.

Keywords: environmental factors, land restoration, geo-ecological monitoring, transport infrastructure, en-

vironmental monitoring, geoinformation systems.

Introduction. The transformational processes
currently taking place within the land relations system
are characterised by a decline in the efficiency of land
use and in the spatial provision of territorial units; an
imbalance in stakeholder relations is evident, and op-
portunities for applying modern technologies to en-
hance land use are diminishing. These processes are ex-
acerbated by the conduct of aggressive military opera-
tions. It should be noted that as a result of Russia’s
invasion, Ukraine’s infrastructure has suffered direct
losses amounting to $170 billion. Losses to transport
infrastructure are estimated at $38.5 billion, including:

— 26,000 km of motorways damaged or de-
stroyed, amounting to $28.3 billion;

— rail transport — $4.3 billion;

— port infrastructure — $0.85 billion;

— the aviation sector — $2 billion;

— 260,000 vehicles were destroyed or damaged,
with total direct losses amounting to $2.2 billion [1].

The consequences of the aggression included the
destruction of transport infrastructure, disruption of lo-
gistics links, increased economic losses and a decline
in passenger numbers, as well as a reduction in invest-
ment and attractiveness.

In this process, the issue of identifying and defin-
ing environmental factors for the establishment of geo-
ecological monitoring of the restoration of transport in-
frastructure land is of particular relevance. To substan-
tiate these environmental factors, the relevant regula-
tory framework is applied: the Forest Code of Ukraine
of 21 January 1994 Ne 3852-XII, the Subsurface Code
of Ukraine of 27 July 1994 Ne 132/94-VR, the Water
and Land Codes of Ukraine of 6 June 1995 Ne 213/95-
VR, the Laws of Ukraine «On Waste Management» of
20 June 1992 Ne 2320-IX, «On the Legal Regime of the
Territory Affected by Radioactive Contamination as a
Result of the Chernobyl Disaster» of 27 February 1991
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Ne 791a-XII, «On the Protection of the Natural Envi-
ronment» of 25 June 1991 Ne 1264-X1I, «On the Nature
Reserve Fund of Ukraine» of 16 June 1992 Ne 2456-
XII, «On the Protection of Atmospheric Air» of 16 Oc-
tober 1992 Ne 2707-XII, «On a Moratorium on Clear-
Cutting on Mountain Slopes in the Fir and Beech For-
ests of the Carpathian Region» of 10 February 2000 Ne
1436-111, «On Game Management and Hunting» of 22
February 2000 Ne 1478-I11, «On High-Risk Facilities»
(Ne 2245), «On the Animal Kingdom» of 13 December
2001 Ne 2894-I11, «On the Red Book of Ukraine» dated
7 February 2002 Ne 3055-III, «On Land Protection»
dated 19 June 2003 Ne 962-1V, «On State Control over
the Use and Protection of Land» dated 19 June 2003 Ne
963-1V, «On State Registration of Real Rights to Im-
movable Property and Encumbrances Thereon» of 1
July 2004 Ne 1952-1V, «On the Basic Principles of State
Supervision (Control) in the Sphere of Economic Ac-
tivity» of 5 April 2007 Ne 877-V, «On Environmental
Impact Assessmenty» (Law Ne 2059), «On Strategic En-
vironmental Assessment» dated 20 March 2018 Ne

2354-VIII. At the same time, the development and im-
plementation of geo-ecological monitoring of the resto-
ration of land used for transport infrastructure, taking
into account the impact of environmental factors, re-
mains a pressing issue.

Justification of existing theoretical approaches.
Existing scientific studies present theoretical ap-
proaches to defining geo-ecological monitoring. At the
same time, the development and implementation of
geo-ecological monitoring of land restoration for
transport infrastructure require further refinement.

Issues relating to the implementation of environ-
mental monitoring are prominent in scientific research
[2—-4]. Modern geoinformation systems are used to de-
velop and implement geo-ecological monitoring; their
characteristics are set out in [5—7]. The areas and char-
acteristics of the development and implementation of
geo-ecological monitoring are outlined in the following
works [8, 9].

The proposed environmental monitoring system
consists of the following structural components (Table

1).
Table 1
Components of environmental monitoring [10]

Structural ele-
ments

Specification

The operation of
the state environ-
mental monitor-
ing system

The Law of Ukraine «On the Protection of the Natural Environment» (Articles 20 and 22)
provides for the establishment of a State Environmental Monitoring System (SEM) and the
monitoring of the state of the natural environment and levels of pollution. These functions
are entrusted to the Ministry of the Environment and other central executive bodies, which
are entities of the State Environmental Monitoring System, as well as enterprises, institu-
tions and organisations whose activities cause or may cause deterioration of the environ-
ment. The main principles of the State Environmental Monitoring System (SEM) are set
out in Resolution Ne 391 of the Cabinet of Ministers of Ukraine dated 30 March 1998 «On
the Approval of the Regulations on the State Environmental Monitoring System». Cur-
rently, within the State Environmental Monitoring System (SEM), the functions and tasks
of observation and information provision are carried out by eight entities of the monitoring
system: the Ministry of the Environment, the Ministry of Emergencies, the Ministry of
Health, the Ministry of Agrarian Policy, the Ministry of Housing and Communal Services,
the State Water Management Agency, the State Forestry Committee, and the State Land
Committee. Each of the SES entities monitors those environmental components specified
in the Regulations on the State Environmental Monitoring System and in the procedures
and regulations on state monitoring of individual environmental components. The State
Environmental Monitoring System operates at three levels, organised on a territorial basis:
the national level, covering priority areas and monitoring tasks across the whole country;
the regional level, covering priority areas and tasks within a specific territorial region; the
local level, covering priority areas and monitoring tasks within specific territories subject
to increased anthropogenic pressure.

Air quality moni-
toring

The State Hydrometeorological Service (SHS) monitors atmospheric air pollution in 53
cities across Ukraine at 162 fixed monitoring stations, two mobile monitoring posts and
two transboundary transport stations. Observations are also carried out on the chemical
composition of atmospheric precipitation and on the acidity of precipitation. The manda-
tory air quality monitoring programme covers seven pollutants: particulate matter, nitrogen
dioxide (NO2), sulphur dioxide (SO:), carbon monoxide, formaldehyde (H.CO), lead and
benzo(a)pyrene. Some stations monitor additional pollutants. Analyses are carried out to
determine the presence of pollutants in precipitation and snow cover.
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Monitoring of in-
land water qual-
ity

The State Hydrometeorological Service (SHS) monitors the hydrochemical status of water
at 151 water bodies and conducts hydrobiological observations at 45 water bodies. Data is
collected on 46 parameters, enabling the assessment of water chemistry, biogenic parame-
ters, the presence of suspended solids and organic matter, major pollutants, heavy metals
and pesticides. Monitoring of chronic water toxicity is carried out at 8 water bodies. Indi-
cators of radioactive contamination of surface waters are determined. The State Environ-
mental Inspectorate (Ministry of Environment) takes water samples and collects data on 60
measured parameters.

Monitoring of
coastal waters

The State Hydrometeorological Service (MNS) operates a coastal water monitoring net-
work comprising monitoring stations at wastewater discharge points and research stations
located in the coastal areas of the Black and Azov Seas. At the existing stations, measure-
ments are taken of between 16 and 26 hydrochemical parameters of the water and bottom
sediments.

Soil monitoring

The State Hydrometeorological Service (SHS) monitors soil contamination of agricultural
land by pesticides and heavy metals in populated areas. Samples are taken once every five
years; samples for heavy metals in the towns of Kostiantynivka and Mariupol are taken
annually. The State Environmental Inspectorate (Ministry of Environment) carries out sam-
pling at industrial sites across the country. The total number of parameters measured is 27.

Monitoring of bi-
odiversity indica-
tors

Due to limited budgetary funding, monitoring is carried out only for species of commercial
interest (trees, fish, game). Enterprises under the State Forestry Committee monitor forest
vegetation in 24 regions of the country. Assessments are carried out of biomass and damage
caused to it by biotic and abiotic factors; game fauna and biodiversity; and radiological
measurements. Some studies are carried out with international assistance or within the
framework of international programmes.

Radiation moni-
toring

The State Hydrometeorological Service (SHS) monitors atmospheric radioactive contami-
nation by taking daily measurements of gamma radiation exposure doses (GRE), the dep-
osition of radioactive particles from the atmosphere, and the concentration of radioactive
aerosols in the air. Measurements of radioactive contamination in surface waters are carried
out at eight water bodies. Near nuclear power stations, the State Hydrometeorological Ser-
vice measures radioactive contamination of surface waters with caesium-137 and soil con-
tamination.

The theoretical approaches outline the main direc-
tions and characteristics of the development and appli-
cation of geo-ecological monitoring elements for the
restoration of transport infrastructure land. However,
questions remain unresolved regarding the develop-
ment of a comprehensive system for the geo-ecological
monitoring of transport infrastructure land restoration,
particularly in view of the influence of environmental

The aim of the study is to identify the environ-
mental factors used for geo-ecological monitoring of
the restoration of transport infrastructure land.

Main section. In the context of the development
of land relations and ensuring the functioning of
transport infrastructure, resolving issues related to the
implementation of environmental and safety measures
is of particular importance. In recent years, fluctuating

factors. trends have been observed in the capital investment in-
dex for environmental protection (Fig. 1).
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Fig. 1. Trend in the index of capital investment in environmental protection, relative units, according to

[11]
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In particular, in 2021, compared with 2020 (the
‘pre-war’ period), there was an increase in capital in-
vestment in environmental protection. This indicates
positive developments in the implementation of envi-
ronmental policy. In 2022, as a result of Russia’s ag-
gression, a significant decline in this indicator was ob-
served. This is the lowest value for the period under re-
view. In 2023, compared to the previous year, there is
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a certain ‘adaptation’ to existing conditions, with capi-
tal investment in environmental protection increasing
by 28.5%. In the subsequent period under review, this
indicator fell by 5.8%.

The trend in the current environmental protection
investment index is shown in Figure 2.

1,215
1,184

2023/2022 2024/2023

Fig. 2. Trend in the index of current investment in environmental protection, relative units [11]

Ambiguous trends were observed in the volume of
current investment in environmental protection over the
period under review, with periods of growth alternating
with periods of decline. The sharpest drop in this indi-
cator occurred in 2022.

A selection of local environmental indicators was
carried out to assess the development and use of geo-
ecological monitoring of transport infrastructure land
restoration:

— conducting a financial assessment of the im-
plementation of climate change adaptation measures
(RTIL}, );

— index of changes in the ratio of treated to gen-
erated waste by region (RTIL},);

— index of changes in generated waste relative to
regional area (RTILY;);

— index of changes in emissions of pollutants
and carbon dioxide into the atmosphere (RTIL},);

— index of changes in capital investment in en-
vironmental protection (RTIL}s);

— index of changes in current investment in en-
vironmental protection (RTIL});

— level of application of geographic information
systems in the environmental monitoring system
(RTILL,);

— levels of preservation of the climate system in
a state that prevents an increase in risks to human health
and well-being and the natural environment (RTILg);

— Ukraine’s achievement of the Sustainable De-
velopment Goals (SDGs) adopted at the United Nations
Sustainable Development Summit in 2015 (RTIL});

— promoting balanced (sustainable) develop-
ment by achieving a balance between the components
of development (economic, environmental, social) and
focusing on the priorities of balanced (sustainable) de-
velopment (RTILY p);

— integrating environmental requirements dur-
ing the drafting and approval of national planning doc-
uments, as well as sectoral, regional and local develop-
ment documents, and in the decision-making process
regarding the implementation of planned activities at
facilities that may have a significant impact on the en-
vironment (RTILY,,);

— fostering cross-sectoral partnerships and en-
gaging stakeholders (RTILY;,);

— ensuring environmental safety and maintain-
ing ecological balance within Ukraine, and improving
environmental safety levels in the exclusion zone
(RTILL,s);

— ensuring the inevitability of liability for
breaches of environmental legislation (RTIL},);

— improving the system of natural resource reg-
isters and state statistical reporting on the use of natural
resources and environmental pollution (RTIL};5);

— stimulating the development of waste manage-
ment infrastructure (RTILY ¢);

— stimulating the renewal of worn-out fixed as-
sets in industrial and transport infrastructure and hous-
ing and communal services facilities through direct
state subsidies, cheaper loans, partial compensation of
interest rates on loans, etc. (RTILY;,);

— introducing environmental accounting to as-
sess the effectiveness of policy and management
(RTILLy5).

Conclusions. Thus, the environmental factors in-
fluencing the development of geo-ecological monitor-
ing of land restoration for transport infrastructure have
been identified. This enables the construction of a
multi-level system of indicators, the development of an
assessment method, and the establishment of a quanti-
tative basis for informed decision-making.
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The identified factors make it possible to deter-
mine attribute information for geoinformation and
mathematical modelling, forecasting changes, and de-
veloping technology for establishing geo-ecological
monitoring of the restoration of transport infrastructure
land.
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